Page 1



3GPP TSG-SA3 (Security) Meeting SA3#57
S3-092192
16 – 20 November, 2009, Dublin, Ireland


	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	33.401
	CR
	0336
	(

rev
	1
	(

Current version:
	9.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	X
	Core Network
	X


	

	Title:
(

	Delete the CK keys in the MSC server enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in SRVCC

	
	

	Source to WG:
(

	Nokia Corporation, Nokia Siemens Networks

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	3/11/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	There is a potential problem of storing derived security context after SR-VCC. The problem is that the UE and NW have different success points.  At the UE side it’s when the HANDOVER TO UTRAN COMPLETE message has been submitted to lower layers for transmission. At the network side it’s when reception of the HANDOVER TO UTRAN COMPLETE message. 

With this difference it is possible for UE to store the the derived security context and the MSC server enhanced for SRVCC to retain the previously stored CS key set, e.g, if the UE transmits a handover complete message and the MSC server enhanced for SRVCC doesn’t receive it.
If the newly mapped CS key and the existing stored CS key set have the same KSI. A mismatch of key set between the UE and the network will result in connection failure or badly ciphered audio in the subsequent session.

	
	

	Summary of change:
(

	The MSC server enhanced for SRVCC shall delete the stored security context if not receiving HANDOVER TO UTRAN COMPLETE message.
Using the term the MSC server enhanced for SRVCC to be align with TS23.216. 

	
	

	Consequences if 
(

not approved:
	Potential failure in the subsequent session.

	
	

	Clauses affected:
(

	14.1

	
	

	
	Y
	N
	
	

	Other specs
(

	
	N
	 Other core specifications
(

	

	affected:
	
	N
	 Test specifications
	

	
	
	N
	 O&M Specifications
	

	
	

	Other comments:
(

	


********************** start of change*******************************
14.1
From E-UTRAN to Circuit Switched UTRAN/GERAN

Single Radio Voice Call Continuity (SRVCC) is specified in 3GPP TS 23.216 [22].

The MME and the UE shall derive a confidentiality key CKSRVCC, and an integrity key IKSRVCC from KASME in the current EPS security context and the NAS downlink COUNT with the help of a one-way key derivation function KDF as specified in Annex A.

The KDF returns a 256-bit output, where the 128 most significant bits are identified with CKSRVCC and the 128 least significant bits are identified with IKSRVCC.

The MME shall also provide the 4 LSB of the current NAS downlink COUNT value to the source eNB, which then includes the bits to the HO Command to the UE.

UE and MME shall assign the value of eKSI to KSI. MME shall transfer CKSRVCC, IKSRVCC with KSI and the UE security capability to the MSC server enhanced for SRVCC.  The MSC server enhanced for SRVCC shall replace the stored parameters CK, IK, KSI, if any, with CKSRVCC, IKSRVCC, KSI received from the MME when the SRVCC handover is successful. The UE shall replace the stored parameters CK, IK, KSI, if any, with CKSRVCC, IKSRVCC, KSI in both ME and USIM. START shall be reset to 0. 

NOTE 1: The new derived security context (including CKSRVCC, IKSRVCC , KSI and START value) replacing the stored values in the USIM is for allowing to reuse the derived security context without invoking the authentication procedure in subsequent connection set-ups, and also for avoiding that one KSI value indicates to two different key sets and consequently leads to security context desynchronization.

NOTE 2: An operator concerned about the security of keys received from an E-UTRAN of another operator may want to enforce a policy in the MSC server enhanced for SRVCC to run a UMTS AKA as soon as possible after the handover. One example of ensuring this is the deletion of the mapped UMTS security context in the the enhanced MSC server after the UE has left active state.

If the SRVCC is from E-UTRAN to GERAN, the MSC server enhanced for SRVCC and the UE shall derive Kc from CKSRVCC and IKSRVCC with the help of the key conversion function c3 as specified in TS 33.102 [4]. The UE and the MSC Server enhanced for SRVCC shall assign the value of eKSI to CKSN.
NOTE:
Non-voice bearers may be handed over during the SRVCC handover operation. Key derivation for non-voice bearers is specified in clause 9 of the present specification.
If the SRVCC handover isn’t completed successfully, the MSC server enhanced for SRVCC and the UE shall discard CKSRVCC, IKSRVCC and KSISRVCC, and the MSC server enhanced for SRVCC shall delete the stored parameters CKCS and IKCS. So for any subsequent CS connection a new CS key-set is generated..

********************** end of change ************************
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