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1. Overall Description:

SA3-LI would like to thank SA3 for their LS on media security lawful interception requirements.  SA3-LI have reviewed the LS and the latest information available from the SA3 ad-hoc on media security and would like to provide the following guidance.
SA3-LI have reviewed the SA3 concerns with regards to the technical feasibility of storing key and associated parameters in order to meet decryption requirements for start of interception for on-going communications. SA3-LI confirm that based on SA3’s discussion in clause 2 of LS S3-091852, an alternative mechanism such as periodic rekeying could be used to meet the on-going communication requirements without the need to store keys for all communications. 
SA3-LI consider that periodic rekeying of all communications based on a network wide timer would meet the LI requirement for most LI scenarios. However to support scenarios such as life at risk, national regulations in some countries require the option to force immediate rekeying for specific communications.
SA3-LI have noted the SA3 requirement for confidentiality and access protection of keying material when stored and handled outside of the Media Security solution architecture. 

3. Actions:

To SA3 group.

ACTION: 
SA3-LI kindly asks SA3 to take the above information into account and confirm that the rekeying approach (network wide timer and forced rekeying) for on-going communication interception is acceptable to SA3.
ACTION: SA3-LI kindly asks SA3 to provide further guidance on appropriate mechanism to protect keying material stored or handled outside of the Media Security solution architecture.

4. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #36
18. – 20. January  2010   Sophia Antipolis, France
TSG-SA WG3 Meeting #37
4 – 6 May 2010, 

TBC,USA
