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The initial paper S3-091962 introduces additional text in the description of the Open-Proxy Handshake solution that is described in section 7.5 of the TR 33.837 on PUCI.

These modifications seems not to be adapted to the OPH solution for the following reasons:

· large new paragraphs are added in the description of the 7.5.3 "basic principles"s of the solution, proposing optional or example possibilities. However, this additions are not making clearer the basic principles of the OPH solution.

· Parts of new texts introduced in the 7.5.3 "basic principles" section are in fact already explained in details in the section 7.5.4 "detailed principles", thus they are not needed here.

· Parts of new texts introduced in the 7.5.3 "basic principles" and  section 7.5.4.1 "[detailed principles]: no shared secret between domain A and domain B" are proposing to use authentication mechanisms and trust relationships between different IMS / non-IMS domains. However, one mode of operation of the Open-Proxy Handshake solution described in this section 7.5.4.1 is specifically designed to enforce the establishment of communications without any authentication and any common secret shared between different domains. These additions are in contradiction with this initial concept of the Open-Proxy Handshake solution.
These aspects are shown in the above document with comments identified [BM1] to [BM18].

For these reasons, it is proposed not to accept the addition of the new text proposed in S3-091962.
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1. Introduction

This contribution introduces more details in the section on Open Proxy Handshake.
We propose that SA3 review and approve the proposed changes. 
2. Background

The current TR presents the Open Proxy Handshake to describe inter-working mechanisms between IMS and non-IMS networks. While the presented approach is well elaborated it can still be improved by taking into account several security threats and considering some aspects of stronger sender identification.
3. pCR

The following pCR is against S3-091518, the current draft of the 3GPP TR 33.837 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)”.

**************************** start of the first change *****************************

7.5.3
Basic principles

The proposed interconnection and protection framework operates as follows:

1) Authorization phase in the sending domain: the sending UE triggers an authentication/authorization phase with the outbound proxy in domain A. This phase may be triggered by the UE itself or by a proxy in domain A or in the visited network receiving the INVITE request from the UE. If the outbound proxy authorizes the call it shall create a token/ticket called "ticketA" to contact domain B.

2) Notification phase: this phase is comparable to a "Hello" procedure between domain A and domain B where domain B is notified of the forthcoming call. During this phase, domain B performs some kind of return routability check to verify that network information is valid and also that sender identity is asserted by domain A.  The means for B to verify the presented information with a certain assurance level are diverse. One option would be for B to check if the sender can be reached at the network address given by A
. Another option is to use a supporting identity infrastructure which could also specify several categories for identities, for instance:

· Authentication strength (e.g. username/password, crypto token, two-factor, HW-based, hardware-bound, etc.)

· Sender HW info (e.g. certified HW and SW on the device, integrity checked, etc)

· Liability (e.g. if A is able to resolve the claimed sender identity to a real person/account so that the real person can be held liable for the claimed sender identity)

3) In yet another option, Domain A could send a collected set of assertions on the authenticated sender identity to domain B and B, , the receiving network’s infrastructure, can then make a decision based on this received information, e.g. B (or individual users in B) could specify that they only accept calls from authenticated senders where the identity can be resolved to a real-life person. Complex information of this kind could be compiled into a sender scoring which allows B easier assessment of ‘UC likelihood.

The notification phase is handled differently depending on whether a shared secret is available or not between domains A and B (see below). The notification phase is initiated when a notification messages containing "ticketA" is sent from domain A to domain B; this notification message may be sent by the UE itself or by a proxy serving the UE. 
The ticketA must be protected in a way which prohibits double spending and replay of the ticket
. The ticket should also be bound to the hardware device of the sender in a way that it can only be sent from the same device which was used to authenticate the sender in domain A
. Another option would be to associate the ticket with a secret that only the sending UE knows. Domain B would then be able to challenge the UE to prove possession of this secret in order to accept the ticketA
. One option to enable such a challenge would be distribution of signing keys to UE, which they will then use to sign ticket verification challenges from domain B
. Furthermore, the UE could employ zero-knowledge proofs to prove possession of the ticket for ticket validation between receiving domain B and the sending UE.

On the one hand, the notification phase requires more signalling than sending directly an INVITE request, but on the other hand it provides the following benefits:

· Notification request is lighter to proceed (from a CPU perspective) than INVITE request. By the way, notification processing is designed to be stateless for OI-CSCF in domain B. Since a forged notification request would have less impact for domain B than a forged INVITE request, the main benefit is actually to protect domain B.

· Notification request does not lead to reservation or opening of media ports as it may be the case for an INVITE request with SDP payload.

· Notification phase may be used by domain B to pass some challenge to be solved by sending UE or sending proxy in domain A.
· The challenge should be sent to the sending UE and the sending proxy (in domain A). If the domain B can send the challenge directly to the sending UE, it will do so. Otherwise, the challenge will be forwarded to the sending UE via the sending proxy.
 

Note:  For the receiving domain B to trust a particular sending proxy, there may be need for the domain A to send to B some verifiable information claiming about the trustworthiness of the particular sending proxy in it and also verifiable information claiming that the sending UE will reach domain B only through this particular sending proxy.  

· Some part of the challenge may be answered by the sending UE directly, while other parts may be answered by the sending proxy but not by the UE, hence the requirement that the challenge should be sent to both the sending UE and the sending proxy.

· The challenge could be such that it provides receiving domain B with proof that:

· Sending UE is registered in domain A

· Domain A authenticated sending UE and the sender identity

· The caller (through the UE) really initiated the call (sender identity spoofing protection)

· The sending UE is in a known, provable device state
· 
The challenge itself must be protected from replay attacks by using appropriate measures which could include (but are not limited to) a nonce and/or  a timestamp which is issued by proxy A.

· Notification phase may be used to exchange keying material between domains to establish secure signalling or media sessions. From this perspective, this phase is comparable to the initial KMS exchange described in TR 33.828 [25].
· Notification phase may be used to perform pro-active routing by domain B in order to direct the INVITE request to the most appropriate function or equipment.

· The notification phase sets a barrier between the sender and the receiving UE and SPAM campaigns analysis have shown that most of the time the spammer does not retry when the sending is not straight-forward.

4) Authorization phase in the receiving domain: if the notification phase is successfully passed, the OI-CSCF function in domain B decides whether or not it authorizes the incoming call. The decision may be based on white or black list information, user preferences (e.g. no calls allowed after 10pm), sender or sending domain reputation, verification of (authenticated) sender identity by given proof from domain A, verification of sender UE integrity by either direct challenge for verification or challenge for a certified integrity check inside domain A which can then be checked by domain B OI-CSCF
. The decision may be to reject the call, direct the call to a mailbox or to a SPIT analysis system or eventually accept the call. In other words, this phase relies on mechanisms already described in sections 7.2 and 7.3.

5) Token distribution: if the call is being allowed by domain B, the OI-CSCF function generates a token for this specific call and passes it to domain A. The token may be either passed explicitly to domain A, or implicitly to it through some kind of parameter enabling domain A to derive the actual token from some shared information with domain B. This token should be protected against multi-spending (e.g. by the use of a spending tracking counter and/or a nonce), and also should provide indicators of freshness and integrity (e.g. timestamps and signatures).
 Furthermore privacy could be required if the token carries personal information on the caller or the callee
. The token should also be protected against interception and misuse by another device.
 Therefore, the token could be bound to the receiving UE. This could be done if an appropriate key is published to domain B, or, if, in case domain B trusts domain A, B could wrap the token for the gateway of domain A first, and the gateway then in turn will encrypt the key for the sending UE. 
 The OI-CSCF function in domain B also passes the token to the function in domain B which is intended to receive the corresponding INVITE request. So does the outbound proxy in domain A with the proxy sending the INVITE request.

6) INVITE request processing: the sending UE, or a proxy acting on behalf of the UE (in domain A or in the visited network), sends the INVITE request with the appropriate token to the network function in domain B designated during the notification phase. When receiving the INVITE request, this function checks that the INVITE request has a valid token and that the INVITE matches the parameters previously notified (especially sender and receiver identities).

**************************** end of the first change *****************************

**************************** start of the second change *****************************

7.5.4.1
No shared secret between domain A and domain B

The proposed protocol exchange is shown below; Figure 7.5-2:
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Figure 7.5-2: Protocol exchange when no shared secret is available between domains
At the end of step 1 (authorization/authentication phase), the outbound proxy in domain A creates a ticket (Ticket A) which contains basically the following information:

· A ticket identifier (random number) for domain A.

· The sender public identity (SIP URI).

· The receiver/recipient public identity (SIP URI).

· Additive information from the INVITE request.

· A timestamp for replay protection.

· The issuer of the ticket (outbound proxy identity or transport address).

· The transmitter of the ticket. That means the identity or the transport address of the entity in charge of transmitting the ticket and subsequently the INVITE request. Depending on the architecture, the transmitting entity may be the UE itself, the outbound proxy or an (intermediary) proxy in domain A or in the visited network C.

· The identity or the transport address of the target OI-CSCF function.

· A MAC (Message Authentication Code) used for ticket integrity protection. This MAC is calculated with a secret key owned by the outbound proxy.

· The ticket should be implemented in a way which allows it to carry additional information about the sending device such as device certificates, device state claims, and/or device software or hardware certificates, which the receiving domain can verify through a trusted third party.  Another option would be to include device related information which can be verified and checked by the receiving domain B directly.

Because of the MAC code inserted in the ticket, the outbound proxy does not need to keep track of the transaction. This means the transaction is stateless for outbound proxy in domain A.
During the notification phase (step 2), the ticket A is sent by the transmitting entity to the target OI-CSCF function in domain B. Upon reception of the NOT request, the OI-CSCF function performs some basic checks on the sender, receiver, issuer and timestamp fields and returns a NOT-ACK message to the claimed sending domain. The NOT-ACK message is composed of the ticket as received from domain A and of a second part inserted by domain B. The ticket B part contains basically the following information:

· A ticket identifier for domain B.

· A timestamp for replay protection.

· A MAC used for ticket integrity protection. This MAC is calculated over the whole ticket A+B information with a secret key owned by the OI-CSCF function.

Because of the MAC code, the OI-CSCF function does not need to keep track of the transaction (stateless process). Both the ticket A and the ticket B parts are inserted in the NOT-ACK message. This message is sent to the entity identified by the issuer field of ticket A and this entity shall belong to the set of (stable) outbound proxys registered for domain A.

When receiving a NOT-ACK message, the outbound proxy in domain A verifies the ticket A validity by checking the identifier and the MAC fields he has previously inserted. If ticket A is valid, the NOT-ACK message is forwarded to the entity identified by the "transmitter" field of the ticket. Afterwards the outbound proxy is no longer involved in the transaction.

Upon reception of a NOT-ACK message, the transmitting entity checks the identifier field contained in ticket A and if it is valid, the transmitting entity forwards the ticket A+B information to the target OI-CSCF function through a NOT-CONF message. The whole exchange of NOT, NOT-ACK and NOT-CONF messages is similar to the Syn-Cookie mechanism used in SCTP protocol except it is done here in a triangular way.

When receiving a NOT-CONF message, the OI-CSCF function checks the ticket A+B validity by verifiying the identifier and the MAC fields contained in ticket B. If the NOT-CONF message is valid, step 3 (authorization phase in the receiving domain) is entered.

At step 3, the receiving domain checks if the receiver is willing to accept the call. As explained previously, this step should rely on mechanisms already proposed in sections 7.2 and 7.3 such as: white or black list information, user preferences (e.g. no calls allowed after 10pm), sender or sending domain reputation… At the end of step 3, the decision may be to reject the call, direct the call to a mailbox or to a SPIT analysis system or eventually accept the call. If the call is accepted, step 4 (token distribution) is entered.

At step 4, the OI-CSCF function generates a token and sends it both to the S/P-CSCF function in domain B and to the transmitter entity in domain A through an ACCEPT-Call message. The ACCEPT-Call message also includes information related to ticket A+B so it can easily be identified by domain A. At step 5, the INVITE request is sent along with the corresponding token and it is eventually reaches the receiving UE. 
**************************** end of the change *****************************




































































































�This is already explained in the detailed description of the OPH description (7.5.4): domain proxies are checked for reachability and handling the establishment of the communications, not directly UE, which may be dangerously exposed otherwise.


�Identity authentication is not required in one mode of the OPH solution


So this is not needed here.


�Same as BM2


�This mechanism is already described in section 7.5.4 "detailed description" of the OPH solution.


�Same asBM2


�Same as BM1


�Same as BM2


�The 1st sentence seems contradictory with the 2nd one.


�One of the mode of OPH solution does not require any trust between the 2 proxies. So, this is not needed here.


Cf BM2


�If there is an advantage to do so, this should be further explained in the detailed description of the OPH solution, what is not the case.


�This would require to have trust between the 2 domains, what is not compatible with one mode of the OPH solution.


Cf BM2.


�Same as BM4


�Same as BM2


�Same as BM4


�The token does not carry perconnal information


�Same as BM4


�Same as BM2


�Identity authentication and other kind of trust relationship is not required in this mode of the OPH solution


So this is not needed here.
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