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1. Introduction

This contribution proposes the deletion of the text and the editor’s notes on Notify Payload in clauses 7.2.2 and A.1.

There are two reasons why this text is premature in the current version of the TS:

1)-
The editor’s notes state that replay protection needs further study, if the need for replay protection is seen. The background section of this pCR analyses the need for replay protection, and comes to the result, that replay protection is needed. Currently there are no proposals for replay protection available. Thus even with the usage of the Notify Payload currently optional for carrying trustworthiness information, two backward compatibility problems for later releases will arise:

-
when later releases implement the replay protection with a multi-message (e.g. challenge-response) solution.
-
when later releases may specify a replay-protected solution which is not compatible with the optionally implemented solutions according to existing text.
2)
The current specification of autonomous validation ensures trustworthiness of the device, once the IKE protocol was successfully completed. The usage of Notify payload for trustworthiness information is currently optional. As shown below in section 2.2 of the background section the combination of these two facts leads to the result that the Notify Payload can only be sent by a device which passed the internal integrity check. Thus only information can be transferred which comes in addition to the 100% trustworthy information signalled to SeGW by IKE completion. This would require a very stringent definition of possible content of Notify Payload, which is missing.
As even one of these two issues suffices to invalidate the existing text, it is proposed to delete the text related to Notify Payload usage for carrying trustworthiness information from the current version of the TS.
The pCR in section 3 of this document gives the proposed changes.
2. Background

2.1
Replay protection

The autonomous validation as specified currently in the TS gives complete information about the state of the H(e)NB in case the IKE protocol is successfully completed. Then the network is assured that the H(e)NB is in full working order and its integrity is validated. This information is carried to the network without any usage of the Notify Payload.

Any explicit “trustworthiness information” sent to network makes only sense in case the internal device integrity check according to clause 6.1 encountered problems. Then sometimes more information about the kind of problem may be wanted at the network side.
As consequence, trustworthiness information is seen useful when “something went wrong” within the device. Naturally this can only be detected if the validity checker itself is not compromised and the message about trustworthiness cannot be manipulated on the way to the network. The integrity of the validity checker shall be assumed here, as this task is located in TrE (cf. clause 6.1). But the further “transport chain” of the message passes through parts of the device which are not located in TrE, e.g. the IKE stack. Thus freshness, integrity and proof of origin have to be assured to the network by the validity checker. The measure “replay protection” can be seen as synonymous with the requirement for freshness.
There are three protection mechanisms mentioned in the existing text. We now look at them if they provide replay protection, and if the existing text would render the editor’s notes useless:
-
“Notify Payload within IKEv2's IKE_AUTH message is protected by IKEv2 SK and AUTH”.
As the IKE stack composes the IKE messages, the IKE stack may manipulate the content of the Notify Payload (e.g. also insert an old message) before this transport security (computation of AUTH in TrE) is applied.

-
“… the Notify Payload, as constructed by the TrE, shall include a nonce …”
There is no mechanism given how the origin and freshness of the nonce can be checked. Thus addition of a nonce does not add to the security.

-
“…and shall be cryptographically signed by the TrE”.
This gives proof of origin and integrity, but no freshness.

Taking these three bullets together, none of the measures ensures freshness and thus gives replay protection. Therefore the two facts arise:
- there is a need for replay protection, and

- replay protection is not provided by the measures contained in current text in the TS.

2.2
Trustworthiness information is optional
The current specification reads that a SeGW can rely on the fact that a device successfully passed the internal device integrity check once IKE is successfully completed. As transport of trustworthiness information is optional, a SeGW is fully compliant to this 3G specification, if it ignores the Notify Payload with trustworthiness information.
This implies that also a H(e)NB sending such Notify Payload must have passed the complete internal device integrity check successfully, as otherwise it would not be allowed to give access to the private key for IKE (cf. clause 7.1 “If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the SeGW.”). This taken together with the existing text in clause 7.2.2: “The information regarding the trustworthy state of the H(e)NB is optionally carried in the Notify Payload” leads to the result that the trustworthy state can only be 100%, once the device integrity check is successfully passed.

Thus the Notify Payload could only be used to transfer information, which is given in addition to the 100% trustworthy state as signalled by successful IKE completion. Or to state it the other way round, a device which did not successfully pass the internal device integrity check is not even able to send the Notify Payload. Any mentioning of these facts is missing, thus currently the deletion of the text is proposed.
3. pCR

The following pCR is against 3GPP TS 33.320 v1.1.1 (2009-10).

**************************** start of change *******************************

7.2.2
SeGW and Device Mutual Authentication Procedure

Device authentication shall be performed using IKEv2 with public key signature based authentication with certificates, as specified in RFC 4306 [4]. The H(e)NB device shall authenticate itself to the SeGW with a certificate based on the globally unique and permanent H(e)NB identity, signed by an operator authorized entity. The SeGW shall authenticate itself to the H(e)NB using a certificate signed by an operator trusted CA. The H(e)NB shall verify the SeGW identity by checking the subjectAltName field of the SeGW certificate against the name of the SeGW used by the H(e)NB to connect to the SeGW.

NOTE:
 If DNS is available, the SeGW’s name is the FQDN used to resolve its IP address; otherwise it is the IP address of the SeGW.

Editor’s Note: 
The certificate handling for the H(e)NB device certificate and the SeGW certificate has to be specified.

The H(e)NB’s TrE shall be used to provide the following critical security functions supporting the IKEv2 and certificate processes:.
-
The H(e)NB’s identity shall be stored in the TrE and shall not be modifiable.

-
The H(e)NB’s private key shall be stored in the TrE and shall not be exposed outside of the TrE.

-
The root certificate used to verify the signatures on the SeGW certificate shall be stored in the H(e)NB’s TrE and shall be writable by authorized access only. The verification process for signatures shall be performed by the H(e)NB’s TrE.

-
The H(e)NB’s TrE shall be used to compute the AUTH payload used during the IKE_AUTH request message exchanges.




**************************** start of next change *******************************

A.1
Device Authentication Call-flow Example

Certificate based mutual authentication between the H(e)NB and the core network is specified in clause 7.2. As example the call flow between the H(e)NB and the SeGW is shown in Figure A.1. This example illustrates an autonomous device integrity check followed by initiation of device authentication.
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Figure A.1: Certificate-based authentication with device integrity
1.
TrE brings H(e)NB to secure boot and performs device integrity check of H(e)NB.

NOTE   1:
If the device integrity check fails the following procedure is not executed.

2.
Following successful device integrity check, the H(e)NB sends an IKE_SA_INIT request to the SeGW.
3.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 

4.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations.  Optionally a user profile may be selected based on the H(e)NB’s identity presented in the IDi payload and may be used to enforce the choice of authentication (device only or combined device and HP).  The H(e)NB sends the AUTH payload and its own certificate, and also requests a certificate from the SeGW. Configuration payload is carried in this message if the H(e)NB’s remote IP address should be configured dynamically. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. 


5.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.



Editor’s Note: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.
6.
The SeGW sends the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST.

7.
The H(e)NB verifies the SeGW certificate with its stored root certificate. The root certificate for the SeGW certificate shall be stored in the TrE. The H(e)NB checks that the SeGW identity as contained in the SeGW certificate equals the SeGW identity as provided to H(e)NB by initial configuration or by H(e)MS.

8.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.



**************************** end of change **********************************
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