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Introduction and Proposal

Currently TR 33.812 does not outline what the content of the MCIM might be. This contribution gives an example of for potential data that may populate the MCIM. This scope mentions the study of such potential data.
We propose that SA3 studies the proposal and accepts it for integration into TR 33.812.
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5.1.1.2 
Contents of a Typical Downloadable MCIM


A typical downloadable MCIM would include credentials, executables (including algorithms and a system of files and access control mechanisms) and data (e.g. file contents, security policy, etc). Further details can be found in the detailed example in B.2.3.7.
Sensitive objects within the MCIM package should be encrypted.
The download and provisioning service and M2ME could conduct a protocol conversation prior to provisioning a MCIM, to see which parts of the MCIM are already available in the TRE. This is particularly relevant if MCIMs are to be shared in the TRE.
Some standardisation of MCIM packaging will be necessary, so as to avoid proprietary implementations by different M2ME equipment suppliers and download and provisioning services. Further details on packing can be found in the detailed example in B.2.3.6. 

NOTE1: 
Liberty Alliance protocols such as Advanced Client could be suitable candidates.

NOTE2: 
The provisioning of the MCIM application to the M2ME, likely requires the existence of
a) a TRE platform key for which the application secrets are sealed
b) a platform credential (issued by the PVA) certifying the public part of the platform key.  
NEXT CHANGE
B.2.3.7
Example: Algorithm and MCIM data details
The data in B.2.3.6 should contain the equivalent to the following information as specified by [z] TS 31.101:

EFICCID; EFDIR, EFPL and EFARR 

The data in B.2.3.6 should contain the following information as specified by [y] TS 31.102 chapter 4.2 for the USIM case:

- IMSI

- Ciphering and Integrity Keys 

- Ciphering and Integrity Keys for Packet Switched Domain

- Higher Priority PLMN search period

- USIM Service Table
- Access Control Class

- Forbidden PLMNs 
- Location Information 

- Administrative Data

NOTE 1: The administrative data gives also an indication to the machine whether some machine features should be enabled during normal operation, for details see [y] chapter 4.2.

- Emergency Call Codes

- Packet Switched location information

- Key for hidden phone book entries 

- Initialisation values for Hyperframe number

- Maximum value of START

- Access Rule Reference

- Network Parameters 

- Operator PLMN List 

Other information specified by [y] chapter 4.2 may be part of the data. 

The data in B.2.3.6 should contain the following information as specified by [x] TS 31.103 chapter 4.2 for the ISIM case:

- IMS private user id

- Home Network Domain

- IMS Public user identity

- Administrative data

- Access Rule Reference

Further information as specified in chapter 4.2 in [x] may be part of the data, depending on the actual supported usage scenarios defined by the SHO e.g. P-CSCF Address for local breakout support, ISIM Service Table for support of optional services or GBA support.

The data may also contain further additional information not specified here.

For algorithm usage, MILENAGE with AES CBC should be used.
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