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1. Introduction

This contribution introduces a new device distress indication procedure in the H(e)NB to send a device distress message to notify the operator that a device has failed its integrity check, this shall be a new section added as section 6.2 in TS 33.320.

2. Background

The current TS does not include any information on device distress indication in the case of a failed device validation. This contribution presents a device distress indication procedure in the case a device integrity check fails.

3. pCR

The following pCR is against S3-091845, the current draft of the 3GPP TS Security Aspects of H(e)NB. This is a new section to be inserted as follows.
**************************** start of change *****************************

6.2  Device Distress Indication

The H(e)NB shall be capable of performing the following device distress indication upon a failure of device integrity checking which prevents the H(e)NB from attaching to the core network in the normal manner  

1. The H(e)NB shall start distress communication code  to signal a distress indication message.  The distress communication code shall be stored securely

2. The distress communication code shall be immutable 

3. The distress communication code shall be capable of connecting to a pre-designated H(e)MS. 

4. The distress communication code shall facilitate the H(e)NB to connect to the pre-designated H(e)MS. The distress indication message information element shall include the device ID (as derived from RoT secure storage). The distress indication message shall be protected for integrity and authenticity
5. The pre-designated H(e)MS upon receipt and signature verification of  the distress indication message shall know that the device has failed its integrity check
6.3
Binding of HPM ID and Device ID

**************************** end of change *****************************
