​​3GPP TSG-SA3 (Security) #57                                                                   S3-092079
Dublin, Ireland, November 16 – 20, 2009
Source:
ZTE Corporation
Title:
pCR: Change of IMSI and key transfer by TRE/UICC
Agenda item:
7.3 Remote management of USIM application for M2M equipment

Work item:
FS_UM2M

Document for:
Agreement

With the TRE function and UICC collocate on the M2ME, the TRE can be used for the IMSI change and key transfer.  The following pCR is against 3GPP TR 33.812v1.5.0 (2009-07).
**** Start of changes ****

5.4.4
Alternative 3d: IMSI change and key transfer by TRE

5.4.4.1
General

If the TRE and UICC both on the M2ME, the TRE function can be used to change the SHO subscriptions in M2M equipments. 
5.4.4.2
Principles

Initial provisioning of M2M Equipments is done with already existing methods or with any new method developed for M2ME manufacturers and/or M2M subscribers. The following steps describe the mechanism for change of SHO with help of TRE.  

1) The M2M subscriber chooses an initial MNO = MNOA for his M2M operations. The subscription contract stipulates that the MNO must support a change to another MNO under certain, specified conditions upon which they have agreed. UICCs are distributed from MNOA to the M2M subscriber. 
2) After initial service has started (or even before it has begun, if agreed in the contract) the M2M subscriber may decide to swap to another MNO = MNOB.
3) MNOB delivers a list of IMSIs to the MNOA, for all M2ME that shall change MNO.
4) The MNOA activate the TRE on the M2ME respectively.
5) M2ME uses the TRE to establish initial attach with RO.
6） RO discovers MNOB and then registers M2ME on MNOB.
7） MNOB sends the M2ME identity to a PVA and requests a PVA to validate the authenticity and integrity of the M2ME.
8） The PVA validates the authenticity and integrity of the M2ME. This request may also be forwarded via the RO.
9） The PVA sends the validation results back to MNOB. 
10） MNOB delivers the new IMSI, new subscriber key K, and the new associated OTA key to the RO (DPF) and authorizes provisioning of the new IMSI to the M2ME.

11） The RO (DPF) downloads IMSI, subscriber key K, and the associated OTA key to UICC on the M2ME to change the old IMSI, old subscriber key K, and the old associated OTA key,  and reset the USIM, so that on next activation the new IMSI is presented to the M2M equipment.
12） The RO (DPF) reports the success/failure status of the provisioning back to MNOB and MNOA.
The procedure of remote subscription change in Alternative 3c is executed as depicted in figure figure 5.4.4.2-1
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 Figure 5.4.4.2-1 The procedure of remote subscription change by TRE procedure
5.4.4.3 Requirements

This mechanism depends on the following requirements:

· The TRE and UICC both on the M2ME, and at one time, only TRE on the M2ME or UISM/ISIM on the UICC can be activated;
· The mechanism complies with the requirements on the TRE;
· The mechanism complies with the requirements on the UICC in the section 5.4;

**** End of changes ****
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