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1
Decision/action requested

Discuss and decide response to CT1 and RAN2 LSs.
2
References

R2-096278, C1-094652, S2-096387 and R2-096277
3 Rationale
Response is required for LSs from RAN2 (R2-096278) CT1 (C1-094652).
4
Discussion
If the UE does not receive PLMN ID (Serving Network ID) then Authentication could be performed but Key Agreement part of AKA will fail because PLMN ID is used for key generation/agreement i.e. the Kasme. As authentication and key agreement are linked, one can therefore say that AKA will fail. On the other-hand, just running the SMC might not fail if both the UE and the network share the same Kasme.

In 33.401 it is an un-written assumption that the networks that share or transfer security contexts between each other have prior roaming relation. Therefore the networks have secure communication between them. Another un-written assumption is that the communicating PLMNs have properly configured edge elements like the firewalls that do not allow just any traffic from going in or out of the network (considering each PLMN has different stakeholder).
If the above assumptions are valid then one can delay AKA and SMC until after the TAU process without any security impact. The reason is that the same keys in the network and the UE will implicitly provide mutual authentication between the network and the UE. AKA and SMC does the same (1) mutually authenticate network and UE and (2) set new keys. 

If the assumptions are not valid then (1) the UE could end up in a network that can attack the UE or (2) the new network would end up providing free services to the UE. Therefore for the benefit of both parties, network and UE, it will be good to perform AKA as soon as possible. 

Further, 33.401 allows operator to do AKA whenever necessary. If the SNID is not available then the operator will not be able to perform AKA with a UE that comes in its E-UTRAN network on handover.

Thus SA3 recommends that the PLMN ID is informed to the UE at the earliest possible be it with a RAN message.
5
Proposal

Utilize the text given here to respond to RAN2 and CT1. The suggestion being that RAN should send PLMN ID to UE at the earliest possible on inter-PLMN handover.
