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1
Introduction
This contribution contains 

· General updates and corrections.
· Removal of editor's note on possible revisions due to Otway-Rees functionality.
· Definition of a protocol identifier to be used for message protection on Ua between IMS UE and KMS
to Annex A .

2
Proposal

We propose to agree the following changes to TS 33.328 v1.1.0 (all marked using MS-Word revision marks in the following):
*****  Start of first change  *****
Annex A (Normative):
HTTP based key management messages


Editor’s Note: The text in this annex is mainly stage 3 material. It is ffs whether this should be moved to a CT1 TS.
A.1
General aspects

This annex specifies the HTTP based key management procedures between the KMS and the IMS UE. It defines the following HTTP based procedures:

-
KMS Ticket Request;

-
KMS Ticket Resolve;
The UA security protocol identifier used for GBA NAF-Key generation shall be (( 0x01,0x00,0x00,0x00,0x06 ), see [6]
A.2 
Key management procedures
The IMS UE shall send the requests to the KMS in the message-body of a HTTP POST request. The Request-URI shall indicate the type of the message. Upon successful request, KMS shall return indication of success.

The IMS UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in RFC 2616 [8];

-
the Request-URI shall contain an URI parameter "requesttype" that shall be set to "ticketrequest” or "ticketresolve”, i.e. Request-URI takes the form of "/keymanagement?requesttype=ticketrequest";

-
the header field Host shall contain the full KMS URI (e.g. kms.operator.example:1234);

-
the header field Content-Type shall be the MIME type of the payload, i.e. "application/mikey". The MIME type is specified in RFC 3830 [11];

-
the message-body shall contain a base64 encoded MIKEY-TICKET message. Either a REQUEST_INIT or a RESOLVE_INIT message corresponding to the requesttype parameter in the Request-URI. The MIKEY-TICKET messages are specified in [14].

-
the IMS UE may add additional URI parameters to the Request-URI;

-
the IMS UE may add additional header fields;
The IMS UE sends the HTTP POST to the KMS. The KMS checks that the HTTP POST is valid, and extracts the request for further processing.
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After processing, the KMS shall return the HTTP 200 OK to the IMS UE.

The KMS shall populate HTTP response as follows:

-
the status code shall be 200 OK;

-
the header field Content-Type shall be the MIME type of the payload, i.e. "application/mikey". The MIME type is specified in RFC 3830 [11];
-
the message-body shall contain a base64 encoded MIKEY-TICKET message. Either a REQUEST_RESP or a RESOLVE_RESP message corresponding to the MIKEY-TICKET message in the HTTP POST, or a Error message specifying the error that occurred. The MIKEY-TICKET response messages are specified in  [14] and the Error message is specified in RFC 3830 [11].

-
the KMS may add additional header fields;
The KMS shall send the HTTP response to the IMS UE. The IMS UE shall check that the HTTP response is valid.
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A.3 
Error situations
The HTTP procedures may not be successful for multiple reasons. The error cases are indicated by using 4xx and 5xx HTTP Status Codes as defined in RFC 2616 [8]. The 4xx status code indicates that the IMS UE seems to have erred, and the 5xx status code indicates that the KMS is aware that it has erred.

*****  End of changes  *****
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