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1
Introduction
There is an editor’s note in Annex O.5.1 of 33.203 (R8 and R9) saying that: "X.509 certificate profiles are discussed in other technical specifications (e.g., 33.222, 33.234 and 33.310). Alignment of these and the text in this clause is ffs"

This paper analyses the alignment of the above mentioned certificate profiles and proposes how the alignment can be improved.

2
The Technical Specifications

33.203 specifies the security features and mechanisms for secure access to the IM subsystem (IMS) for the 3G mobile telecommunication system. X.509 digital certificates are used for authentication in TLS (UE - P-CSCF). For TLS between network elements, the authentication in 33.310 is used.
33.222 specifies secure access methods to Network Application Functions (NAF) using HTTP over TLS in the Generic Authentication Architecture (GAA). X.509 digital certificates are used for authentication in TLS (UE - NAF).

33.234 specifies models and mechanisms under which WLAN can be used to securely interwork with 3GPP networks. X.509 digital certificates are used for authentication in TLS (UE - PDG).

33.310 specifies authentication of network elements, which are using NDS/IP or TLS. In TLS, X.509 digital certificates are used for mutual authentication of network elements.
33.222 and 33.310 specify profiles for CA certificates whereas 33.203 and 33.234 do not.

3
Security of Hash functions

When hash functions are used in digital signatures, the security is compromised if the hash function is not collision resistant. The most used hash functions are MD5, SHA-1 and SHA-256. Both MD5 and SHA-1 have known weaknesses.

For MD5, collisions can be found in minutes. It is clear that MD5 should not be used for new deployments.

For SHA-1, collisions can be found with computational complexity 2^63 (A brute-force search would require 2^80 operations). NIST writes that “use of SHA-1 is not recommended for the generation of digital signatures in new systems”. For compatibility reasons, NIST allows the use of SHA-1 in minimum strength deployments until the end of 2010.

For SHA-256, there are no known collision attacks.

4
X.509 Profiles

All the specifications (33.203, 33.222, 33.234, and 33.310) are built upon profiling specified by IETF. Either by directly referencing the “Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile” RFCs (RFC3280 and RFC5280) or indirectly by referencing OMA profiling (OMA-SEC-CertProf-V1_1-20040205-D), which references RFC3280.

	TS
	Version
	RFC

	33.203
	8.7.0
	RFC3280

	
	9.2.0
	RFC3280

	33.222
	8.0.0
	RFC3280 (via ref to OMA spec)

	33.234
	8.1.0
	RFC3280

	
	9.0.0
	RFC3280

	33.310
	8.3.0
	RFC3280

	
	9.0.0
	RFC5280


Since May 2008, RFC3280 is obsoleted by RFC5280. There are no major differences between the RFCs. The changes are: international encoding schemes, removal of deprecated stuff, clarifications and editorials etc.
As RFC3280 has been obsoleted, new specifications should reference RFC5280.

PROPOSAL 1:  33.203 9.2.0 shall reference RFC5280 instead of RFC3280.

4.1 
Alignment of algorithms and key lengths
33.203

The profiling does not specify any signature algorithms or public key algorithms. From the intended usage statement, it seems RSAEncryption shall be used as the public key algorithm. The specification does not specify if the profiling is optional/mandatory to use/support.
Modulus length:
1024, 1536, 2048

PROPOSAL 2:  33.203 shall make clearer which algorithms shall be used.

PROPOSAL 3:  33.203 shall make clearer what is optional/mandatory to use/support.

And by applying the analysis from Section 3.
PROPOSAL 4:  33.203 shall prohibit the use of MD5

PROPOSAL 5:  33.203 9.2.0 shall mandate support for and recommend use of SHA-256.

33.222

The specification specifies that the OMA X.509 profiling (OMA-SEC-CertProf-V1_1-20040205-D) shall be used. It specifies to alternative signature and public key algorithm options. The specification is well written, but it is getting out of date (2004). It does not allow use of SHA-256.

SignatureAlgorithm:
sha1WithRSAEncryption or ecdsa-with-SHA1

Public key algorithm
rsaEncryption or id-ecPublicKey

RSA key length should be
>= 1024

Mandatory to support 
<= 2048

33.234 

Specifies a single signature and public key algorithm that are mandatory to use:

Signature algorithm: 
sha1WithRSAEncryption

Public key algorithm
rsaEncryption

RSA key length
<= 2048

33.310 (TLS entity certificate profile)
This specifications provides the most detailed profiling of all four specifications. It references RFC5280 and specifies that MD5 shall not be used. Version 9.0.0 specifies that SHA-256 is mandatory to support.
8.3.0
Certificate signing: 

SHA-1 mandatory to support, MD5 shall not be used.


RSA key length shall be
>= 1024

9.0.0
Certificate signing:

SHA-1, SHA-256 mandatory to support, MD5 shall not be used.


RSA key length shall be
>= 1024

From the statement “RSA key length shall be”, it is implicit that rsaEncryption shall be used.
Summary 

The specifications are somewhat aligned when it comes to algorithms and key lengths as they all support the following algorithms/key lengths:

Signature algorithm: 
sha1WithRSAEncryption

Public key algorithm
rsaEncryption

RSA key length
1024 – 2048 bits

The specifications do however use shall, should, and mandatory to support in different ways. The five proposals above could be met by letting 33.203 refer to the TLS certificate profiling in 33.310. If this is possible due to alignment of name forms and extensions is analyzed in Section 4.2

4.2
Alignment of name formats, extensions and CRLs
33.203

Subject Name Form:
C=<Country>, O=<Company>, CN=<FQDN>

Issuer Name Form:
No specification

CRL:

No profile defined.
Extensions:

The following shall be used:
- KeyUsage[critical](digitalSignature, keyEncipherment)

- extendedKeyUsage (id-kp-serverAuth, id-kp-clientAuth)

- authorityKeyIdentifier (keyIdentifier=<subjectKeyIdentifier value from CA cert>)
33.310 (TLS entity certificate profile)
Subject/Issuer Name Form:
(C=<country>), O=<Organization Name>, CN=<Some distinguishing name>

or cn=<hostname>, (ou=<servers>), dc=<domain>, dc=<domain> where () 
means optional.

CRL:

CRLv2 support with LDAPv3 [5] retrieval shall be supported as the primary method of certificate revocation verification. HTTP shall also be allowed for checking the revocation status of TLS and NE certificates.

Extensions:



-
Optionally non critical authority key identifier;

-
Optionally non critical subject key identifier;

-
Mandatory critical key usage: At least digitalSignature or keyEncipherment shall be set; According to RFC2246 keyAgreement shall be set on Diffie-Hellman certificates;

-
Optional non-critical extended key usage: If present, at least id-kp-serverAuth shall be set for TLS server certificates, and at least id-kp-clientAuth shall be set for TLS client certificates;

-
Mandatory non-critical Distribution points: CRL distribution point.

-
Certificate extensions which are not mandated by this specification but which are mentioned within RFC5280 [14] are optional for implementation. If present, such optional extensions shall be marked as “non critical“.
Summary 

Besides that Issuer name form and CRL profile is not specified in 33.203, the profiling of name forms and extensions in 33.203 can be seen as a profiling of the profiling in 33.310.
5
Conclusion and proposal

The specifications are somewhat aligned when it comes to algorithms and key lengths as they all support the following algorithms/key lengths:

Signature algorithm: 
sha1WithRSAEncryption

Public key algorithm
rsaEncryption

RSA key length
1024 – 2048 bits

The specifications do however use shall, should, and mandatory to support in different ways. Besides that the Issuer name form is not specified in 33.203, the profiling of name forms and extensions in 33.203 can be seen as a profiling of the profiling in 33.310.

The analysis above suggests that the following proposal is 

PROPOSAL 1:  33.203 9.2.0 shall reference RFC5280 instead of RFC3280.

PROPOSAL 2:  33.203 shall make clearer which algorithms shall be used.
PROPOSAL 3:  33.203 shall make clearer what is optional/mandatory to use/support.
PROPOSAL 4:  33.203 shall prohibit the use of MD5

PROPOSAL 5:  33.203 9.2.0 shall mandate support for and recommend use of SHA-256.

These five proposals can be met with a single proposal

PROPOSAL 6:  33.203 shall reference the TLS X.509 profiling in 33.310.

It is proposed that proposals 1-6 are agreed.

The reference to 33.310 could be just a reference or a reference with some additional name form and extension profiling. 33.203 already use the profiling in 33.310 for TLS between network elements.
The CRs S3-092062 and S3-092082, implements proposal 6 by referring to 33.310 without any additional profiling. 
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