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1
Introduction
In the commenting contribution S3-091771 of Nokia Siemens Networks: ”Commenting contribution on S3-091615 of Huawei and Deutsche Telekom: ‘eNB initial access procedure’ “, it is argued that the omission of network authentication does not introduce any major risk for the operator network. We discuss in this contribution a type of attack made possible by omitting network authentication that results in the inclusion of a compromised eNB into an operator's network. We argue that network authentication should not be excluded from the security considerations of backhaul establishment. 

2
Analysis
In the list of possible threats in S3-091771 it is not considered the case that an eNB is just temporarily hijacked to plant malware or perform other malicious configuration that may persist when the eNB is disconnected from the wrong network and installed into the owning operator's network. Some details are given below.

2.1
Temporary hijacking of eNB 

In the event of omitting network authentication, the eNB will accept a certificate response from any RA/CA and implicitly authorize any network. As is discussed in S3-091771, this can happen, for example, if a fake CA/RA address is given to the eNB or if the connection to RA/CA is intercepted and diverted to a fake RA/CA. The result is that the eNB receives a fake certificate and connects to, and authorizes a fake network. It should be emphasized that in the case of shared transport network, such as deployment of pico base stations in shopping malls, airports etc. the provisioning of CA/RA address may be an issue as is discussed in S3-091716 (Section 4.2), which can be exploited in this kind of attack.

One of the first tasks for a newly connected eNB is to download and install software updates, and to download configuration data to configure the eNB with operator specific parameters. This opens up for a variety of manipulations of the eNB launched from the fake network, for example, installation of malware, or configuration changes such as opening ports, enabling disabled interfaces or services etc. for the purpose of introducing back doors or other vulnerabilities (“node softening”) into the eNB. With the added assumption that the attacker has access to login credentials on the eNB and can remotely login to the eNB from the fake network, depending on privileges, potentially other data of the node may be manipulated, such as changing of (operating) system parameters or kernel-mode services, user accounts, access control policies, etc.
After the node has been compromised, the attacker may cover up the traces and release it from the fake network (for example, remove data that was used for including it into the fake network, change logs, remove the interception of the connection to the legitimate CA/RA, etc.).

At some point, the failure of the installation of the eNB is detected and a new attempt to install the eNB is made, resulting in the compromised eNB being installed into the owning operator’s network. Since it is the first time the eNB is installed in this network, it doesn’t help the operator to keep track of or revoke previously used vendor credentials, because the nature of the attack is to conceal any actions prior to the installation in the operator’s network.
Depending on vendor specific details of configuration, malware or configuration manipulations may survive the configurations performed during installation into the legitimate network. An attacker may have knowledge of what parameters or storage areas that are unchanged during installation and base the attack accordingly. An attack could for example be carried out by two sub-attacks in series. First soften the node to enable back door or vulnerability that persists after installation in the operator’s network. Then, after installation, access the node locally or remotely and finalize the desired manipulations. There are numerous variations and it is not obvious how to delimit the set of attacks possible by changing eNB parameter settings.

A compromised eNB in an operator’s network may give an adversary control over some parts of the node to be used at a later stage. Several compromised eNBs may perform attacks in an orchestrated fashion. Depending on the nature of the compromise, clearly potentially serious damage can be inflicted on the network infrastructure and the operator’s customers.
2.2
Code signing
Code and parameter signing practice may decrease the viability of this attack, but that depends on the existence of trust anchors, and indeed the design of the entire node with this type of threat environment in mind. Even if code signing is being practiced, it also needs to be protected from attacks where code signature verification keys can be changed, or where old signed revisions of code are used to install vulnerable versions of software (version rollback attacks). 

While code update integrity protection would typically rely on a vendor trust anchor which may be configured in factory, integrity protection of operator decided configuration parameters would typically rely on an operator trust anchor, the lack of which is the reason for this attack being possible in the first place. For more details on operator trust anchor provisioning, we refer to a proposal in a separate input S3-092056.
2.3
Use of cross-certificates

A modified attack applies to the case when cross-certification is used as means for network authentication. As remarked in S3-091771 (Section 4) cross-certification enables the eNB to authenticate any network belonging to the set of cross-certified operators by this vendor, which may be a large set. Without any particular operator explicitly authorized, the same attack as mentioned previously is applicable also in this case, although the adversary needs to collaborate with a rogue operator, or be in the possession of credentials of some cross-certified operator to masquerade as such. Hence a compromise of one operator may be used to launch an attack on another.
2.4
Issues with making network authentication optional
Assume that we want to make possible for operators to enable network authentication or not based on their security policy. If we include the case of “no network authentication” then the relevant security policy (network authentication or not) needs to be provisioned to the eNB before it contacts the network and performs or omits network authentication. Also there may be need to implement multiple protocol variants depending on whether network authentication is enabled or not.
3
Conclusion

We find it difficult to state with certainty that the omission of network authentication and authorization does not introduce a major risk. A design that allows an adversary to manipulate eNB configurations is not satisfactory from a security point of view. 

It may be argued that there are always implementation errors and such attacks are impossible to protect from. However, the problem with omitting network authentication and authorization is that it removes the first line of defence. An attacker should not be allowed to so directly exploit implementation vulnerabilities. This goes against the security principle of defence in depth. It is prudent to design for network authentication and authorization as good security practice and also to account for possible attacks not considered at design time. 

Although a different problem, we would also like to point at a somewhat analogous case when the need for network authentication for terminals was omitted in GSM but was later found necessary. However, as is known, it was impractical to introduce network authentication at a later phase. We may not know all possible future attack scenarios and it would be a future-proof solution to allow network authentication for backhaul establishment. 

Authorizing certain eNBs for a particular operator also limits the incentive for stealing a base station, since it will not be useful in another network, at least not off-the-shelf.

While we believe network authentication is necessary, it might still be left to the operator policy to decide if it is used. However, leaving it optional to use would mean facing the issues mentioned in clause 2.4. When using network authentication it would still be up to the operator policy to decide on the trust anchor(s). There are basically two options: 

1. The operator specifies a list of trust anchors. The list must be provisioned before eNB is attached to the network.  See separate input S3-092056.

2. The operator relies on a built-in vendor trust anchor and uses vendor cross-certification and accepts the associated risks as described in 2.3 above. 
While we believe network authentication is necessary, we argue that pre-provisioning of operator trust anchors in factory is not a desirable solution neither from an operator/owner nor from a manufacturer/vendor logistics point of view, since it creates dependencies between the manufacturing process and the installation process and will therefore add costs to both. Since one objective of this work is to reduce costs associated to installation we urge that other solutions should be sought. One example is given in a separate input contribution S3-092056.
4
Proposal
Based on the analysis presented above, we propose to adopt the following requirements:

- Means for network authentication and authorization shall be implemented. 
- SA3 should further discuss, based on the provided input, whether use of network authentication should be optional left to the operator decision or if it should be mandated

- The operator shall be allowed to decide on valid trust anchors for authentication and authorization.  
- Provisioning of operator trust anchors in factory should be avoided.

- The eNB shall only enrol with networks authorized by the legitimate operator.
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