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1
Introduction
In the mail discussion following SA3#56, no conclusion could be reached regarding if there is a need to be able to download GPL_U protocol entities on the fly into the UICC.
How to handle the situation in the UE when a GPL-message is received for which the UE does not have a GPL-client.
1a. Does the download of the GPL client need any explanatory text in TS 33.224 or not?  If it does, what wording should be used?
1b. Can the information about the GPL-client types supported by the UE be given to the NW in the registration phase to prevent the problem from happening?
2
Documentation of download of UICC applications

Download of code to the UICC is not specific to GPL processing code. A mechanism for downloading of code to the UICC would be a general mechanism used. This much was agreed during the mail discussion after the September ad-hoc 2009. 

What was not agreed was how this fact is to be captured. Huawei proposed that a NOTE is added to 33.224 stating something along the lines that if the ME detects that it does not have the GPL protocol entity to process an incoming GPL message it could download the necessary code to do it.

There are several reasons why this is not the most preferable way of handling the issue:

1. If the ME receives a GPL message for which it has not implemented the GPL protocol entity for and then downloads this GPL protocol entity from the network, the network is vulnerable to a DoS attack:
a. Since the ME has not implemented the GPL protocol entity to process the incoming GPL message it cannot verity the integrity or the source of the message. This implies that an attacker could send forged GPL messages to multiple MEs and the ME would automatically connect to the download server to get the corresponding GPL protocol processing code. This is a DoS attack against the network. Protecting against this type of attack was one of the prime uses of GBAPush/GPL in the first place.
b. Secondly, if the subscriber is charged for the download of the new GPL protocol processing functionality, the subscribers would in addition be charged for being part of the DoS attack described above. One could imagine that the user has to give consent for the download of the GPL protocol entity, but this does not seem to be a very effective countermeasure if one looks at the user behaviour on the internet where many users happily open all sorts of files received in spam mails.

2. Including text about how to get hold of the necessary software to perform the actions given in specifications is usually not written in specifications.  The reasons for this is that it (for consistency) would have to be mentioned in close to every specification (and close to every clause) how the nodes could get hold of the code to perform the actions. One example is TS 33.222, where nothing is stated about downloading any software for processing of the TLS packets. 

Since it is not necessary and even harmful to download the GPL protocol entity when receiving a GPL message for which the ME does not have the corresponding GPL protocol entity it is proposed that:

PROPOSAL 1:  It is proposed that no text about download of GPL protocol entities is added to TS 33.224 or TS 33.223.

2
GPL capabilities received during registration
In normative Annex B of TS 33.223 (GBA Push), the registration procedure for GBA Push is described. The annex begins:
"To be able to use GBA Push based services the user and the service provider need to share information. This is done in a registration procedure. The registration procedure could be explicit and involve the user or it could be automatic relying on user information provided by the user's operator. If the registration is initiated by the operator, the operator will have access to all needed registration information."
The annex then continues to describe how the registration procedure includes that user identities, the identity of the UE and if the UICC contains more than one application capable of running AKA (e.g. USIM and/or ISIM).

All this information needs to be provided to the network during the registration procedure for GBA Push and GPL to work. It is therefore nothing strange with adding more information that is provided to the network during the registration procedure, for instance which GPL protocol entities are supported by the ME and UICC.

PROPOSAL 2:  It is proposed that the GPL capabilities of the UE are provided to the network during the registration procedure defined in TS 33.223.
3
Conclusion and proposal
The analysis above suggests that the following two bullets are the way forward. It is proposed that these are agreed (and documented in the meeting report).

PROPOSAL 1:  It is proposed that no text about download of GPL protocol entities is added to TS 33.224 or TS 33.223.

PROPOSAL 2:  It is proposed that the GPL capabilities of the UE are provided to the network during the registration procedure defined in TS 33.223.
It is moreover proposed that the CR in S3-092043 adding proposal 2 to TS 33.223 is agreed by SA3.







3GPP

SA WG3 TD


