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**********************START OF FIRST CHANGE******************
7.4.4  Lawful intercept
As an another KMS-based solution, Otway-Rees has a lot of similarities with TBS solution in lawful interception. But in Otway-Rees solution, the KMS generate the master media key and distribute the master media key to the users. The master media key for an on-going call should be stored in KMS. Once the call is completed, the master media key can be purged out of the KMS. 
Notes: It is ffs on how KMS is notified when a call is completed. 
To be able to provide a clear copy of intercepted communication, the following conditions have to be fulfilled: 

1. 
It must be possible to intercept the traffic (both signalling and media). 

2. 
It must be possible to intercept the identities of calling parties from signalling.

3. 
Based on the intercepted identities, KMS can provide the master media key. 

If signalling message can be intercepted in the signalling plane to know the identities of calling parties. LI can retrieve the master media key from KMS based on the identities of calling parties. In roaming situations, if the P-CSCF is located in the home network rather than visit network, the SIP message is always in encrypted format at bearer level in the visited network, in which case the SIP message may be transferred in plaintext. With the P-CSCF in the visited network, intercept of signalling would always be possible while also in this case there has to be an interoperation agreement between the visited network and the entity handling KMS functionality/services.

The master media key is produced in KMS. So the master media key should be retrieved from KMS. If the terminal is in roaming status, it may contact with KMS in visited network or the KMS in home network.  

By right, from LI point of view, the visited network should have the authorities to interception all calls happened within its own network. But In this case, the visited KMS need to communicate with user’s home BSF to authenticate the users, which can cause a lot of complexity. Thus the simplest way is that the roaming terminal still use its home KMS. In case visited network want to intercept the call, it should have agreement with the home network to transfer the master media key. 

The LI should intercept the signaling messages between two parties to know a call happens between two particular persons based on the SIP URI or TEL URI.  It is assumed that SIP URI or TEL URI won’t be changed for bypassing LI purpose because the SIP message otherwise won’t be routed correctly.  If the SIP URI match the target identify, LI can use two methods to know which KMS it should go for to retrieve the master media key. The first method is the user terminal always use its home KMS and the URI of the user bind with the URI of KMS by a natural way, such as if the SIP URI is username@abc.com, then its KMS URI is: kms@abc.com. The second method is more dynamic  that either terminal transfers its current KMS identity to the core network or core network allocate a KMS for a user and then send the KMS identity to the user. This method is more flexible in that one  user can use multiple KMSs. 
In this solution, the LI grab user identity from signalling. All necessary key material or credential for LI come from KMS rather than signalling because the LI may otherwise grab the corrupted key material or credential from signalling since KMS-based solution have no security requirement on signalling. But with minor modification, this solution also support the scenario where the LI picks the key material or credential from signalling then submit to KMS for resolving to get the master key.
**********************END OF CHANGES***************************
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