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Abstract of the contribution:
In a session setup procedure, in case that the responder stores the resolved information of a reusable ticket, which is sent from the initiator, thus there is only one signalling roundtrip between the initiator and the responder, i.e. the initiator sends TRANSFER_INIT message including a reusable ticket, and the responder replies TRANSFER_RESP message. This faces the threat of unvalid reusable ticket to bypass the LI, or it may even bring other unexpected effect. Therefore, to enable the use of reusable ticket to save the signalling roundtrip, it is proposed not to off-load the KMS, i.e. the KMS should also interact to resolve the reusable ticket. This contribution changes the UE terminating procedures if a reusable ticket is received by the resonponder. 
**********************START OF FIRST CHANGE***************************
6.2.3.7
Reusable tickets

Reusable tickets are allowed and their use is controlled by KMS and IMS UE local policies. 

A ticket can be issued as a reusable ticket, which means that for the user that requested the ticket, the user can use the same ticket for setting up multiple calls with the intended recipient, usually within a specified time period. For the ticket recipient, it still needs to request keys from the KMS each time the ticket is received just like in normal case. It is however not required that reusable tickets are stored. Local policy may e.g. for capacity limited devices determine not to store such tickets. 
To gurantee the security of KMS based solution, regardless of reusable ticket or normal ticket, it is recommended to always resolve the ticket at the time the ticket is received at the terminating side.

**********************START OF SECOND CHANGE***************************
B.2.2
Procedures

The terminating call set-up procedure is described in clause 7.3.3. Interactions with the KMS are described in clause 6.2.3.1.

The detailed terminating procedures are described in the following steps
1.
The responder receives the TRANSFER_INIT message and makes an initial verification of the message by verifying that payloads are in accordance with the responders receive policy. As the keys used to protect the message are based on the content of the ticket no check of the authenticity of the message can be made. 


2. 
The responder prepares a RESOLVE_INIT_PSK message as described in MIKEY-TICKET. The payloads are generated according to the local policy for ticket resolve requests.  The IDi payload is populated with the BTID and the NAF-key is used as the pre-shared key for protection of the message. 

3.
The message is sent to the KMS over HTTP, as defined in Annex A.
4. The KMS receives the message. The KMS processes the message as defined in MIKEY-TICKET.  The KMS retrieves the BTID and request the NAF-Key and related USS information from the BSF. The USS contains a list of all Public (IMS) User Identities associated with the requestor. Based on the NAF-Key, the KMS verifies the authenticity of the message. If the verification fails, the KMS returns an appropriate error message.

5.
The KMS verifies that one of the Public User Identities in the received USS matches, after transformation into a KMS User Identity format, the KMS User Identity included in the ticket request as the public identity of the initiator. If there is no match the processing is terminated and an appropriate error message is returned.

6.
The KMS checks the received ticket policy against its policy for the requesting user and initiator and if there is a usage conflict the processing is terminated and an appropriate error message is returned. 

7.
The KMS generates the RESOLVE_RESP message according to MIKEY-TICKET  [14] and sends it as a response over HTTP to the responder.  

8. 
The responder receives the REQUEST_RESP message and checks it according to MIKEY-TICKET [14]. If the ticket was a reusable ticket then it is stored in  the local store of reusable tickets together with the corresponding keys retrieved from the RESOLVE_RESP message.

9. 
The responder generates the TRANSFER_RESP message according to MIKEY-TICKET.  The responder prepares the media security response in the SDP part of the 200 OK or 18x provisional answer according to local policies and this specification. It inserts the TRANSFER_RESP message according to RFC 4567 [12]

10. The responder derives the media session keys and initiates the media plane security. 
**********************END OF CHANGES***************************
