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1 Introduction
The IKEv2 call flows currently in the Annex are stable.  Since there are no other authentication procedures and alternate call flows, the IKEv2 call flows should be part of normative text, not informative. It is proposed that:

1. Annex A to be moved to the appropriate section in the main body of TS 33.320, specifically, Annex A.1 will go into 7.2.2 and Annex A.2 will go into 7.3. 
2. The references to “example” in the call flows are appropriately removed.
3. Annex B renamed to Annex A and Annex C renamed to Annex B
In addition, the figure of Certificate-based authentication and some descriptipm of the call flows are revised:
1. In the figure of Certificate-based authentication, IDr and CERT are added to step7.

2. SeGW sending its identity in the IKE_AUTH request message of both call-flows is added. 
3. The authentication type indication in the user profile may be used to enforce the choice of authentication in both call-flows is described.
4. H(e)NB sending the HP’s identity in step 8 of Combined certificate and EAP-AKA-based authentication call-flow is added.
5. In step 9 of Combined certificate and EAP-AKA-based authentication call-flow, the refered step 7 is changed to step 8.
6. Some words of “should” are changed to “shall” in Combined certificate and EAP-AKA-based authentication call-flow.

2 Proposed Changes
It is proposed to agree the attached pCR.
****************************Start of change 1*****************************************
7.2.2
SeGW and Device Mutual Authentication Procedure

Device authentication shall be performed using IKEv2 with public key signature based authentication with certificates, as specified in RFC 4306 [4]. The H(e)NB device shall authenticate itself to the SeGW with a certificate based on the globally unique and permanent H(e)NB identity, signed by an operator authorized entity. The SeGW shall authenticate itself to the H(e)NB using a certificate signed by an operator trusted CA. The H(e)NB shall verify the SeGW identity by checking the subjectAltName field of the SeGW certificate against the name of the SeGW used by the H(e)NB to connect to the SeGW.

NOTE:
 If DNS is available, the SeGW’s name is the FQDN used to resolve its IP address; otherwise it is the IP address of the SeGW.

Editor’s Note: 
The certificate handling for the H(e)NB device certificate and the SeGW certificate has to be specified.

The H(e)NB’s TrE shall be used to provide the following critical security functions supporting the IKEv2 and certificate processes:.
-
The H(e)NB’s identity shall be stored in the TrE and shall not be modifiable.

-
The H(e)NB’s private key shall be stored in the TrE and shall not be exposed outside of the TrE.

-
The root certificate used to verify the signatures on the SeGW certificate shall be stored in the H(e)NB’s TrE and shall be writable by authorized access only. The verification process for signatures shall be performed by the H(e)NB’s TrE.

-
The H(e)NB’s TrE shall be used to compute the AUTH payload used during the IKE_AUTH request message exchanges.

Autonomous validation is performed during secure start-up and performs validation of the H(e)NB. The information regarding the trustworthy state of the H(e)NB is optionally carried in the Notify Payload during IKEv2 procedures from the H(e)NB to the SeGW.

Notify Payload within IKEv2's IKE_AUTH message is protected by IKEv2 SK and AUTH.  In addition, the Notify Payload, as constructed by the TrE, shall include a nonce and shall be cryptographically signed by the TrE.

Editor’s Note: Replay protection within the Notify Payload, if needed, is FFS.

Certificate based mutual authentication between the H(e)NB and the core network shall be performed as follows:
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Figure 7.1: Certificate-based authentication with device integrity

1.
TrE brings H(e)NB to secure boot and performs device integrity check of H(e)NB.

NOTE   1:
If the device integrity check fails the following procedure is not executed.

2.
Following successful device integrity check, the H(e)NB sends an IKE_SA_INIT request to the SeGW.

3.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB. 

4.
The H(e)NB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations.  Optionally a user profile may be selected based on the H(e)NB’s identity presented in the IDi payload and the authentication type indication in the user profile may be used to enforce the choice of authentication (device only or combined device and HP).  The H(e)NB sends the AUTH payload and its own certificate, and also requests a certificate from the SeGW. Configuration payload is carried in this message if the H(e)NB’s remote IP address should be configured dynamically. H(e)NB optionally includes a Notify Payload containing integrity information of H(e)NB with a Notification Type of INTEGRITY_INFO in the IKE_AUTH request. Computation of the AUTH parameter is performed within the H(e)NB’s TrE. 

NOTE 2: 
Inclusion of the Notify Payload and further usage of data transferred in this payload is not part of autonomous validation.

5.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

6.
The SeGW processes the N payload of the IKE_AUTH request based on local policy of the operator.  

NOTE 3:
 SeGW may choose to retain the information carried in the N payload for statistical analysis, send the information to a FIGS (Fraud Information Gathering System) for fraud detection, or send the information to a validation entity for validation.

Editor’s Note: The mechanism for the SeGW to verify access authorization (e.g. checking against a whitelist) is FFS.
7.
The SeGW sendsits identity in the IDr payload, the AUTH parameter and its certificate to the H(e)NB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST.

8.
The H(e)NB verifies the SeGW certificate with its stored root certificate. The root certificate for the SeGW certificate shall be stored in the TrE. The H(e)NB checks that the SeGW identity as contained in the SeGW certificate equals the SeGW identity as provided to H(e)NB by initial configuration or by H(e)MS.

9.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.

NOTE 4: The Notification Type value of INTEGRITY_INFO is to be defined, using available values in the Private Use Status Types range of Notification Type values in IKEv2.

Editor’s Note: In case the INTEGRITY_INFO payload carries security information, the security issues have to be studied.
****************************End of change 1*****************************************
****************************Start of change 2*****************************************
7.3
Hosting Party Authentication

Device Authentication may optionally be followed with an EAP-AKA-based hosting party authentication exchange.  The IKEv2 certificate-based mutual authentication is executed according to IETF RFC 4306 [4] as specified in 7.2, extended by IKEv2’s multiple authentication procedure defined in IETF RFC 4739 [6].

The IKEv2 EAP-AKA authentication will follow the TS 33.234 [10] specification.

The H(e)NB’s HPM must be used to provide critical security functions supporting the EAP-AKA authentication processes.

-
The secret key (K) used for HP authentication shall be stored in the HPM.

-
The HPM is responsible for computing the RES and AUTN parameters for the EAP-AKA based hosting party authentication.

The certificate based mutual authentication between the H(e)NB and the core network, followed by an EAP-AKA-based HP authentication exchange between the H(e)NB/HPM and the AAA server, shall be performed as follows:
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Figure 7.2: Combined certificate and EAP-AKA-based authentication

1. TrE brings H(e)NB to secure boot and performs device integrity check of H(e)NB.

NOTE:
If the device integrity check fails the following procedure is not executed.

2.
Following successful device integrity check, the H(e)NB sends an IKE_SA_INIT request to the SeGW.

3.
The SeGW sends IKE_SA_INIT response, requesting a certificate from the H(e)NB.  The SeGW indicates that it support Multiple Authentication by including the MULTIPLE_AUTH_SUPPORTED payload.

4.
The H(e)NB inserts its identity in the IDi payload in this first message of the IKE_AUTH phase, computes the AUTH parameter within its TrE, and begins negotiation of child security associations. The authentication type indication inuser profile whichselected by H(e)NB’s identity presented in the IDi payload may be used and enforce the choice of authentication (device only or combined device and HP).  The H(e)NB then sends IKE_AUTH request with the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message if the H(e)NB’s remote IP address should be configured dynamically.  The H(e)NB indicates that it support Multiple Authentication and that it wants to do a second authentication by including the MULTIPLE_AUTH_SUPPORTED and ANOTHER_AUTH_FOLLOWS attributes.

5.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message.  The SeGW verifies the certificate received from the H(e)NB.

6.
The SeGW sends IKE_AUTH response with its identity in the IDr payload,the AUTH parameter and its certificate to the H(e)NB.
7.
The H(e)NB verifies the SeGW certificate with its stored root certificate. The root certificate for the SeGW certificate shall be stored in the TrE. The H(e)NB checks that the SeGW identity as contained in the SeGW certificate equals the SeGW identity as provided to H(e)NB by initial configuration or by H(e)MS.

8.
The H(e)NB sends another IKE_AUTH request message with the HP’s identity in the IDi payload and the AUTH payload omitted to inform the SeGW that the H(e)NB want to perform EAP authentication.
9.
The SeGW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the identity received in IKE_AUTH request message received in step 8.
10.
The AAA Server shall fetch the subscription data and authentication vectors from HSS/HLR.

11.
The AAA Server initiates the authentication challenge.

12.
The SeGW sends IKE_AUTH response to H(e)NB. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2. 

13.
The H(e)NB processes the EAP challenge message and uses the HPM for verification of the AUTN and generating the RES parameters. Optionally, processing of the whole EAP challenge message, including verification of the received MAC with the newly derived keying material may be performed within the H(e)NB’s HPM.

14. The H(e)NB sends the IKE_AUTH request with the EAP-Response/AKA-Challenge to the SeGW.

15. The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

16.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material shall consist of the MSK generated during the authentication process.

17.
The MSK shall be used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages.

18.
The EAP Success message is forwarded to the H(e)NB over IKEv2.

19.
IKE_AUTH response with the H(e)NB shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. Computation of the AUTH parameter is performed within the H(e)NB’s HPM. 

20. IKE_AUTH request with the AUTH parameter is sent to the SeGW.

21.
The SeGW checks the correctness of the AUTH received from the H(e)NB and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The SeGW shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the H(e)NB requested for a Remote IP address through the CFG_REQUEST. Then the IKE_AUTH response with AUTH parameter is sent to the H(e)NB together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

22.
If the SeGW detects that an old IKE SA for that H(e)NB already exists, it will delete the IKE SA and send the H(e)NB an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in H(e)NB.

****************************End of change 2*****************************************
****************************Start of change 3************************************

















































Annex A (informative):
Location Verification Examples
A.1
Example of Location verification based on IP address and line identifier in NASS 

……….
Annex B:
Change history

****************************End of change 3*****************************************
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