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1 Introduction
1. This contribution is intended to resolve the editor’s note related to the Notify Payload.  The current text proposes a nonce as a source of replay protection.  However, a system time parameter may be more appropriate as the source of replay protection.  System time does not require maintenance as a nonce or a monotonically increasing counter and yet provides uniqueness.  When it is properly integrity protected, it can be checked readily to insure that the Notify Payload has not been modified.  It is therefore proposed to use system time for Notify Payload replay protection.  It is also proposed to remove the editor’s note.
2 Proposed Changes
It is proposed to agree the attached pCR.
****************************Start of change 1*****************************************
7.2.2
SeGW and Device Mutual Authentication Procedure

Device authentication shall be performed using IKEv2 with public key signature based authentication with certificates, as specified in RFC 4306 [4]. The H(e)NB device shall authenticate itself to the SeGW with a certificate based on the globally unique and permanent H(e)NB identity, signed by an operator authorized entity. The SeGW shall authenticate itself to the H(e)NB using a certificate signed by an operator trusted CA. The H(e)NB shall verify the SeGW identity by checking the subjectAltName field of the SeGW certificate against the name of the SeGW used by the H(e)NB to connect to the SeGW.

NOTE:
 If DNS is available, the SeGW’s name is the FQDN used to resolve its IP address; otherwise it is the IP address of the SeGW.

Editor’s Note: 
The certificate handling for the H(e)NB device certificate and the SeGW certificate has to be specified.

The H(e)NB’s TrE shall be used to provide the following critical security functions supporting the IKEv2 and certificate processes:.
-
The H(e)NB’s identity shall be stored in the TrE and shall not be modifiable.

-
The H(e)NB’s private key shall be stored in the TrE and shall not be exposed outside of the TrE.

-
The root certificate used to verify the signatures on the SeGW certificate shall be stored in the H(e)NB’s TrE and shall be writable by authorized access only. The verification process for signatures shall be performed by the H(e)NB’s TrE.

-
The H(e)NB’s TrE shall be used to compute the AUTH payload used during the IKE_AUTH request message exchanges.

Autonomous validation is performed during secure start-up and performs validation of the H(e)NB. The information regarding the trustworthy state of the H(e)NB is optionally carried in the Notify Payload (see Annex A.1) during IKEv2 procedures from the H(e)NB to the SeGW.

Notify Payload within IKEv2's IKE_AUTH message is protected by IKEv2 SK and AUTH.  In addition, the Notify Payload, as constructed by the TrE, shall include a system time parameter and shall be cryptographically signed by the TrE.


****************************End of change 1*****************************************



















































