3GPP TSG-SA3 (Security)
S3-092005
SA3#57, 16-20 Nov 2009, Dublin, Ireland


Source:
Qualcomm Europe, Telecom Italia, Airvana, Nokia Corporation, Nokia Siemens Networks
Title:
pCR to TS 33.320: Resolution of editor’s note in 4.4.2
Document for:
Approval
Agenda Item:
6.11 H(e)NB Security
Work Item / Release:
EHNB-Sec / Rel-9
Abstract of the contribution: This contribution proposes a resolution the editor’s note in section 4.4.2.
1. Introduction

This contribution moves portions of some requirements in 4.4.2 which specify aspects of the solution to more appropriate places within the TS. In some cases, similar text already exists elsewhere in the TS, so no additions are needed.
2. pCR

The following pCR is against 3GPP TS 33.320 V1.1.1 (2009-10).

**************************** start of first change *******************************
4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. 
- 
The H(e)NB shall authenticate the SeGW. 
-
Optionally the hosting party of the H(e)NB may be authenticated. 
-
The H(e)NB shall authenticate the H(e)MS, if the H(e)MS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the H(e)MS using the same identity as for authentication to the SeGW, if the H(e)MS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
The H(e)NB shall be capable of filtering unauthenticated traffic received from the access network. Operator policy shall control which types of unauthenticated traffic are filtered.


**************************** start of next change *******************************
5.2
Device Authentication

The device authentication is mandatory for H(e)NB; it is part of the mutual authentication of H(e)NB device and the operator’s network. 
Device authentication shall be performed using aH(e)NB certificate. The credentials and critical security functions for device authentication shall be protected inside a TrE.

The device authentication shall be securely bound to device integrity validation. 

The certificate-based device authentication shall have the following parts:

-
The H(e)NB shall be provisioned with a device certificate. This device certificate allows the authentication of the H(e)NB by the SeGW (and thus the operator network). The device certificate shall be provided by the operator, manufacturer, or vendor of the H(e)NB, or by another party trusted by the operator.
Editor’s Note 1:  A H(e)NB device identity server shall be available in the core network to manage a whitelist holding the information about valid device identities of H(e)NBs.  The method of this checking is FFS.

Editor’s Note 2: It is FFS how to handle the certificate management.
-
A globally unique, Fully Qualified Domain Name (FQDN) formatted identifier shall be used for certificate based device authentication. 
5.3
Hosting Party Authentication
The hosting party authentication is optionally performed by the operator’s network following successful Device Authentication.

An EAP-AKA based method [3] shall be used for hosting party authentication. When Hosting Party Authentication is used, both authentications must be completed successfully before a secure tunnel to the operator network can be established.
The authentication of the hosting party is based on credentials contained in a separate Hosting Party Module (HPM) in H(e)NB.

The EAP-AKA based hosting party authentication shall have the following parts:

-
An AKA credential shall be stored in HPM enabling to use EAP-AKA. The SeGW is acting as EAP authenticator and forwards the EAP protocol messages to the AAA server to retrieve an authentication vector from AuC via HSS/HLR. 

-
A globally unique identifier in the format of an IMSI shall be used for EAP-AKA based authentication. These IMSIs shall be marked in HLR/HSS as used for H(e)NBs, e.g. by allocating dedicated ranges or by adding specific attributes to avoid misuse of these IMSIs for ordinary UEs.

NOTE: 
The implementation of the related HLR/HSS entry is out of scope of this document.

**************************** end of changes *******************************
