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1. Discussion 

In section 5.1.3.7.4.2 of TR33.812 v.1.5.0, before installing the new MCIM originating from the new SHO, the M2ME should discard the current AVs and other MCIM credentials corresponding to the old SHO. However, before discarding the information related to the old SHO, the M2ME should notify the old SHO. In this way, the notifying messages between M2ME and the old SHO can be protected by the current AVs and then that the attackers deregisters a M2ME can be mitigated. 
As for the step 13 of section 5.1.3.7.4.2, if the provisioning to the new SHO failed, the M2ME firstly reverts to the pristine state and then performs another initial provisioning phase, as defined in section 5.1.3.7.4.2.
2. Proposal 

This contribution proposes to reorder the steps 8, 9 and 10 and to add error handling in step 13.
3. pCR 

The following pCR is against 3GPP TR 33.812 V1.5.0 (2009-07).
**** Start of the First change ****

5.1.3.7.4.2 
Re-provisioning using connectivity provided by old SHO
Re-provisioning may be performed using connectivity provided by the old SHO. The following is an example sequence of steps to achieve this goal: 

1) The M2ME subscriber contacts the new SHO and transfers the M2ME’s parameters. These parameter includes the data needed to re-provision the subscription, i.e., authorization token by old SHO to avoid malicious overwriting of MCIM. This authorization token might be a token signed with a private key of the M2ME.

2) The M2ME subscriber contacts the M2ME and instructs it to perform a re-provisioning. In this message, the M2ME subscriber sends also the information for the M2ME to determine that the incoming M2ME MCIM is authorized.

3) The new SHO requests the PVA to validate the M2ME.

4) The PVA validates the M2ME.

5) If the validation is successful, the PVA reports the successful status of the validation to the new SHO. 

6) The new SHO sends its MCIM and the authorization token to the RO (DPF).

7) The RO securely sends the new MCIM and the authorization token to the M2ME using the connectivity provided by the old SHO. The M2ME validates the authorization token. This step should be atomic in the sense that the MCIM download should be complete before any other steps are initiated. 

8) Before installing the new MCIM originating from the new SHO, the M2ME sends a message to the old SHO indicating that the M2ME will discard the current AVs and other MCIM credentials corresponding to the old SHO. This message is authorized with the authorization token to avoid that an attacker unregisters a M2ME. This message is also protected by the current AVs of the old SHO.
9) The old SHO sends an acknowledgment to the M2ME indicating the receipt of the above message.
10) After receiving the old SHO’s acknowledgment, the M2ME discards the current AVs and other MCIM credentials corresponding to the old SHO (e.g. overwrite the old MCIM).
11) The M2ME sends the acknowledgment message to the RO (DPF), which relays it to the new SHO. Some privacy filtering may be applied here, to prevent any sensitive information about the old SHO from being seen by the new SHO.

12) With the aid of the RO (DPF), the M2ME provisions the new MCIM from the new SHO into the TRE.  

13) The RO (DPF) reports the success/failure status of the provisioning to the new SHO. If the provisioning to the new SHO failed, the M2ME firstly reverts to the pristine state and then performs another initial provisioning phase, as defined in section 5.1.3.7.4.2.
14) The new SHO sends a message to the RO to register the M2ME as ‘subscribing to’ the new SHO, for future discovery queries. 

The procedure of re-provisioning of a new MCIM due to a change of SHO is executed as depicted in figure 5.1.3.7.4.2-1.
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Figure 5.1.3.7.4.2-1:  Re-provisioning using connectivity provided by old SHO procedure
**** End of the First change ****
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