3GPP TSG-SA3 (Security)
S3-091969
SA3#57, 16-20 Nov 2009, Dublin, Ireland
revision of S3-09xyzw
Source:
ZTE Corporation
Title:
Re-locking of H(e)NB location
Document for:
Discussion and approval
Agenda Item:
FS_HNB_sec

Work Item / Release:
Rel-8
Abstract of the contribution:
1. Introduction

The aim of this contribution is to clarify in TR33.820 that it is recommended that re-locking of H(e)NB location is necessary to the location locking mechanism and it should be specified in SA3.

2. Rationale

In TS25.467, the location verification process is described as follow: 

During the location verification, HNB reports its location information to the HMS. HMS in turn examines the provided information and verifies HNB’s location. Macrocell Information, GNSS location information and Broadband connection information are 3 possible types of information for this purpose. 

Not all of this information is mandatory. In fact, the type of reported information is based on factors such as physical environmental condition the HNB is installed and/or possible variations in the HNB’s HW and SW implementation.
TR33.820 does not provide a solution for the re-locking of H(e)NB location when the reported location information types from H(e)NB are different at different time or different places.

There is a suggestion that complete initialisation procedure can be perform to replace the re-locking of H(e)NB location when a location change is detected. It means H(e)MS needs to reset all its internal data for the H(e)NB when it gives the command for the factory default reset to the H(e)NB. They think the procedures for location locking and location change are to be specified by SA5. SA3 should only state the security requirements for this.

3. Disscussion

According to the description of TS25.467, H(e)NB may obtain different types of location information at different time or places. For example, when there is no change to the location and H(e)NB recovers from unavailability, H(e)NB can not obtain the old type of location information (e.g. macro cell information or UE information), however it can obtain other types of new location information (e.g. IP address or location information obtained via the (A-)GPS). The new information should also be correct, but the location identifier stored in H(e)MS (AHR) is not belonging to this type of location information. And then, there must be a mismatch between the location identifier and the new type of location information. As a result, H(e)NB is located in appropriate location (same location), but it can not work.

When the location change of H(e)NB is detected (e.g. H(e)NB is moved from Munich to the mountainous area of Norway or Tibet), H(e)NB still needs to report its newly obtained location information for the verfication of its location, but H(e)NB can not obtain the macro cell information because there is no macro cell signal coverage. H(e)NB located in mountainous area can only obtain the IP address or (A-)GPS information. Then the problem caused by the mismatch of diffenent types of location information still exist. H(e)NB still can not work.
For the above suggestion, when H(e)NB recovers from unavailability, the complete initialisaztion precedure will not be perform because there is no change to the location of the H(e)NB. However there may be a mismatch between the location identifier and the new type of location information H(e)NB reported. H(e)NB can not work. 

For the above suggestion, When the location of H(e)NB is changed,  H(e)MS needs to reset all its internal data for the H(e)NB when it gives the command for the factory default reset to the H(e)NB. Because H(e)MS does not know the new location of identifier of H(e)NB, H(e)MS can only delete the old location identifier instead of reseting the location identifier (after the deletion of old location identifier, H(e)NB may also encounter the problem cause by the different reported location information at different time), Or else, H(e)NB’s user has to go to tell the operator its new location for the reseting of H(e)NB’s location identifier in H(e)MS. It will surely bring much unnecessary work to operators and inconvenience to users. Moreover, not all of users are glad to see the compellent factory default reset to their H(e)NBs at every turn (factory default reset may cause the lose of information stored in H(e)NB and waste time etc.). Otherwise, H(e)NB’s configuration run will not be done, because accroding to the specification of TS25.467, The HMS provisions configuration parameters to the HNB only after successful location verification in the HMS.
Whatever, if the H(e)NB is reset to factory defaults and a new configuration run is done just because the H(e)NB recovers from unavilability at the same location or the location of H(e)NB is changed, and the reseting can not settle the problem of mismatch of different types of location information, we believe it is a huge and insignificant waste of network resources and will bring much inconvenience to operators and users. 

Additionally, We do believe the procedures for location locking and location change of H(e)NB shall be the duty of SA3. Because it is the security related procedures and SA3 had paid a lot of attention on 7.8 Location Locking Mechanisms of TR33.820. 
4. Conclusion

We kindly ask SA3 to agree the proposed additonal description of the re-locking of H(e)NB location for TR33.820 and continue the work for the location locking or verification of H(e)NB.
