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1. Introduction

This contribution provides a Turing Test method to allow callers not on white lists and not in possession to a prescribed PIN to succeed in communicating with an intended callee. This method is to be viewed as strictly a SPAM/SPIT prevention method.
We propose that SA3 review and approve the proposed changes. 
2. Background

For SPAM/SPIT prevention it is essential to distinguish human from machine; Turing Tests (CAPTCHAS) of various types are devised to achieve this. In section 7.3.3.4 a Turing Test is applied whereby it is required that the caller is required to solve a riddle involving a pre-determined PIN. When the PIN is not pre-determined and a white list is to be overridden we divise a scheme whereby a user is asked to solve, for example, a relatively simple mathematical problem as a means of acquiring a random PIN, used to successfully communicate with an  intended callee.
3. pCR

The following pCR is against S3-091518, the current draft of the 3GPP TR 33.837 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)”.

**************************** start of the change *****************************

7.3.3.4
Sophisticated SPIT/UC Prevention Profile with Audio CAPTCHA

The text in this subclause shows by way of example, how standardized features like supplementary services, announcement and PIN entries transmitted by key press could be combined to enhance protection against UC. All these features and combinations have to be carefully balanced against usability requirements. In particular, the overriding of White Lists by having callees entering PINs or solve audio riddles may need to be carefully examined with respect to their suitability for widespread use in public telephone networks. It is difficult to imagine that any of these features would be mandated for use.   

Figure 7.3-5 shows a sophisticated SPIT/UC protection configuration with cascaded Supplementary Services that enables subscriber B to configure a rather complex SPIT/UC prevention profile.
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Figure 7.3-5: Sophisticated SPIT/UC Prevention Profile with Audio CAPTCHA

The Black List (BL) on the left side, realized with the Supplementary Service ‘Incoming Call Barring (ICB)’, rejects all matching numbers with a Denial Announcement thus protecting from known SPITters.

The Black List is followed by a White List (WL). Callers matching an entry on the White List are directly put through to subscriber B. While it is possible to circumvent a Black List by address spoofing, it is challenging to guess the entries of a White List. Therefore a White List is a strong protection for subscriber B.

As mentioned before (see chapter 7.3.3.2), a White List has the disadvantage that only callers matching the White List are able to reach subscriber B. As a consequence not only SPITters but also many legitimate users may be excluded. This problem (how do I get on the White List?) is usually called the introduction problem. The approach to solve this problem is called consent-based communication.

Incoming Call Barring can be easily enhanced by a feature that exists in many voice applications today and allows overriding of the White List by entering feedback e.g. a PIN or using voice commands. Therefore a user not matching the White List is asked by an announcement to enter the PIN. The PIN, e.g. entered by means of the telephone keypad, is then compared to the expected PIN and the caller is put through to subscriber B if the PIN is correct. If not, the caller is forwarded to a so called Consent Mailbox (CMB). This Consent Mailbox can be either at user’s site or it can be a network-based mailbox. This mailbox performs now an automated Turing Test, a so called audio CAPTCHA (Completely Automated Public Turing test to tell Computers and Humans Apart) to prevent subscriber B from being called by SPIT/UC automata. The consent mailbox asks the caller a riddle where the solution of the riddle is the required PIN. This riddle can usually only be solved by a human and not by SPIT/UC automata. As every subscriber is able to create his personal audio riddle, it is not so easy to circumvent this Turing test, as the question has really to be understood and solved. If a human caller is able to solve the Turing test, he now possesses the PIN and is able to immediately call subscriber B again and will be put through after entering the correct PIN. This second call causes maybe additional cost plus additional time and therefore this SPIT/UC prevention scenario contains also elements of a grey list whose functionality is based on human behavior. It doesn’t protect from human SPITters, but as the procedure is cost and time consuming, it is usually not paying for a SPITter with commercial interest. In case that a human SPITter has overcome all these hurdles and nevertheless reaches subscriber B, he can be put on the Black List if not calling anonymously, and is then blocked at the next call attempt. If the call is not urgent, another possibility to get consent with subscriber B is to leave a message on the consent mailbox after the Turing test is played in order to convince him to either call back or to put him on the White List.
In the event that it is desirable not to bar a caller not on the white list and not possessing a pre-arranged PIN the consent mailbox could request that the user enter a PIN identified in the message itself.   That is, the voice box could play a simple message like “please enter 3341”. This would require the sender to understand the message as well as physically type in the pin number generating a DTMF tone detectable by the receiver of the communication. 

However, since automated systems exist that could easily replace humans in carrying out such a simple task as repeating a number in the form of touch tones, a fairly sophisticated Turing Test is warranted. This test could, for example, be finding the solution to a “relatively” simple mathematical problem. Two basic CAPTCHA requirements are stated in the following to meet the desired sophistication level:

· As this is a Turing type test it is critical that the PIN indentified in the message be “encoded” in such a way as to make it unintelligible to some of the most sophisticated voice recognition/interpretation systems. 

· Furthermore the encoded message should not be so unintelligible that the caller is discouraged.

The sophisticated SPIT/UC prevention scenario provides optionally some additional features as indicated by the yellow boxes with the dotted lines in Figure 7.3-5. They can be enabled on demand. 

Anonymous Call Rejection (ACR) can be enabled if subscriber B generally wants to exclude anonymous callers. This can be an effective measure as commercial SPITters often use the anonymity feature whether allowed by legislation or not.

Do Not Disturb (DND) allows to occasionally block all external callers if subscriber B doesn’t like to be interrupted, e.g. during a football match.

Call Diversion on Originating Identity with Time-of-Day feature (CD_OI ToD) is a very powerful Supplementary Service enhancement providing Black- and White Lists (selectable by user) that can be additionally combined with time tables. This service can be used to further restrict the White List (based on Incoming Call Barring) in a time dependent way, e.g.

· to further restrict the ICB White List during night time,

· to forward calls on the mobile on weekends,

· to forward calls to the office during office time.
**************************** end of the change *****************************
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