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1. Introduction

This contribution introduces the notion of Trust on a relatively coarse level such that the absence of known malware in the caller UE is included in the set of techniques on which PUCI filtering is based.
We propose that SA3 review and approve the proposed changes. 
2. Background

PUCI filtering is based on techniques that do not include the detection and/or elimination of malware on caller platform. Currently the PUCI application server (AS) global settings suggest that UC prevention filtering be based on the techniques presented in section 3 of IETF 5039. Altough a wide range of SPAM prevention solutions are proposed, none contain elements of trust. Here an addtitional technique to effect the UC scoring is proposed for PUCI filtering whereby a certain trust level is ascertained on the caller platform regarding the absence of known malware. In section 7.2.5.2, item 4, where the provision for PUCI filtering is given, the foregoing UC prevention is described.
3. pCR

The following pCR is against S3-091518, the current draft of the 3GPP TR 33.837 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)”.

**************************** start of the change *****************************

7.2.5.2
Simple PUCI Invocation
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Figure 7.2-4: Simple PUCI service invocation.
R1. The Callee (UE B) side S-CSCF then checks what policies are there for the given Callee (UE B). This part should be standard Diameter message and is already standardized.
R2. The HSS then checks the policies of the Callee (UE B) which is given in the form of personal routing profile. This personal routing profile consists of the following:
i. A flag saying whether the Callee (UE B) wants PUCI service or not; 

ii. Settings which tell the S-CSCF what to do when a certain marking (M) is received. Here it is assumed that the marking is in form of a score value, e.g. a user can set that an incoming call with  a score above 5  should be forwarded to a given number and with  a score above 10  the call should be dropped.
R3. The HSS then sends the routing information to the S-CSCF. The message is again a Diameter message so it does not require standardization. Only the data sent in this message is new.
NOTE: R1 – R3 happen only during IMS registration. HSS can also send such information to S-CSCF if there is an update. 
0. The PUCI AS is initialized with global operator settings, e.g. black-list that applies to all users for which the operator has legal consent. For this purpose a evolved EIR (eEIR) could be used.
1. The S-CSCF receives a SIP INVITE message from the Caller (UE A). This message may include PUCI related marking (M1) information if other PUCI tests were already performed in any of the networks through which the message traversed. 
2. Then the S-CSCF checks whether the PUCI filtering applies for the given Callee (UE B).
3. If the PUCI service applies for the Callee (UE B) then the PUCI AS is invoked by the S-CSCF. For this, the S-CSCF sends a SIP INVITE message to the PUCI AS. This message may include PUCI related marking (M) information if marking (M1) was already provided in step 1.
4. The PUCI AS then checks the operator global setting and provides PUCI filtering based on techniques like those given in Section 3 of [11]. Other techniques could also be possible, e.g. CAPTCHA. These checks (Identification or I) result in an updated marking (M2) which takes in account the marking (M1) received in step3. This, updated marking M2, replaces M1. 
M1, to be replaced by M2, is an evolving marking process; in section 3 of [11—IETF 5039 SIP and SPAM] various techniques, on which PUCI filters are based, are proposed, including content filtering, consent-based communication (CBC), computational puzzles, black lists/white lists, Turing Tests (CAPTCHA), etc. These assessments are incorporated into the PUCI filtering process and have an ultimate impact on the determination of the updated UC score (M2) provided to the S-CSCF. Additional assessments involving for instance caller device validation states, and strength of sender identity authentication should be inserted into the global settings and the corresponding checking programs be installed on the PUCI AS. The caller device validation state information, which represents  distinct trust levels for the caller’s machine, could include verifiable claims on aspects of the caller’s machine state as follows:

· The absence of known malware on the caller platform

· Presence and activation state of up-to-date malware prevention/virus protection programs on the caller platform

· Strength of protection of sender credentials on sending UE (e.g. strength of encryption and access control). 

It is essential that the caller platform or its network operator provide reliable proof of these conditions being satisfied. Such proof could be provided through a trusted third party or, if the sender network is sufficiently trustworthy, an indicator in a SIP INVITE message header field testifying to the above, or additional protocol steps. A trusted third party may provide infrastructure support to the scoring process by referencing generic configuration profiles which have known scores.

The final score, i.e., the updated marking M2, should be derived from M1 and any other information obtained in step 4 PUCI filtering process (such as CAPTCHA inputs, or caller device validation state information, etc). Various other metrics, such as sender identification and authentication, reputation scores, and other, e.g., third party, information, may also play a role in the final scoring process.This should result in a single value score of M2 and ultimately a routing reaction on the part of the S-CSCF. 

5. M2 is then sent to the S-CSCF as part of the SIP INVITE message.
6. The S-CSCF then checks user settings received in Step 4 and makes routing decision accordingly. It could be that the call is sent to an answering machine or forwarded elsewhere. In this example the communication is sent to the Callee (UE B).
7. The S-CSCF then forwards the SIP INVITE to the Callee (UE B) with the marking (M).
8. It is possible for the Callee (UE B) to report a communication as a UC or to change its profile in the HSS. Such information can be sent from the Callee UE (UE B) to the PUCI AS. Reporting from the Callee (UE B) can be done in different ways, e.g. via a Web interface, keypad entries; Ut interface or by piggybacking to a existing message.
9. Based on the message from the Callee (UE B) the PUCI AS can optionally modify the operator global setting  and/or subscriber profile. These optional modification are dependent on local legislations and prior consent from the user. 
10. To change the subscriber profile the PUCI AS sends the Diameter message profile update request (PUR) [12 – 13]. 

NEC: See text above the heading of this section.
The HSS responds with a Diameter message profile update answer (PUA) [12 – 13].
**************************** end of the change *****************************
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