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1. Introduction

This contribution introduces concepts to use the building block of strong, unforgeable sender identities.
We propose that SA3 review and approve the proposed changes. 
2. Background

The current TR already mentions the use of strong sender identities, which disallow spoofing of originating identity for UC. While the use of advanced identification technology and spoofing protection is advised, the proposed solutions assume that such measures be put in place independently.

We believe that the TR should include concepts for the establishment and management of strong sender identities inside and across IMS and non-IMS domains. Adequate security technology should be explored for the possible use to implement strong sender identification. The use of strong sender identities does not replace any of the existing solutions but can be combined with them to increase their efficiency. Especially the combination of existing identity management (IdM) systems and technology and IMS networks should be explored.
3. pCR

The following pCR is against S3-091518, the current draft of the 3GPP TR 33.837 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)”.
**************************** start of the change *****************************

7.1.8
Measures for Protection Against Sender Impersonation UC

The possibility of UC with forged sender identity being received over interworking points (scenario in Section 5.2.11.1.1) suggests that:

1 The system should be able to inform the callee of contextual information regarding the call, specifically such as the fact that the sender identity may be less trustworthy than if the call had been initiated within IMS. 

2 Besides the callee, also SPIT/UC-related reputation systems should take the trustworthiness of the sender information into account. It is likely that the SPIT/UC threat is lower in trustworthy networks like IMS. Hence, the majority of SPIT/UC sources is presumed to be in non-trustworthy networks like non-IMS SIP domains, This raises a big challenge for statistical evaluation of reputation systems,  if the majority of inputs may be forged.

3 Strong Identity Management (IdM) concepts and technology, providing strong authentication methods for claimed sender identities, should be implemented with respect to the applicability across IMS and non-IMS networks for UC protection. IdM solutions specified in 3GPP (e.g., GBA) and outside of 3GPP (e.g. OpenID) could be used, either stand-alone or in combination, to protect the IMS communication against sender impersonation. Similar approaches are being made in 3GPP TR 33.924 which describes a possible interworking scenario for GBA authentication and OpenID IdM.
**************************** end of the change *****************************
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