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1. Introduction

This contribution introduces validation of a device’s state as a possible countermeasure against the UE hijacking threat in the UC initiation stage.
We propose that SA3 review and approve the proposed changes. 
2. Background

The current TR has a gap in the countermeasures centred on device sanity, which generally aim at prevention of bulk UC using fleets of hijacked devices, a threat which is considered important according to Evaluation Criteria of Section 8.1. Nonetheless, the current Section 8.2 on the evaluation of UC prevention evaluates as overly positive, some methods, using supplementary services only, against UC stemming from the hijacking of a UE. Those methods are limited in scope in either not protecting users fully against the disturbance by UC from a large number of hijacked devices, and/or by causing significant computational load in the infrastructure, for instance for CAPTCHA generation, or mailbox services. 

We believe that stronger security technology is needed to effectively protect users and the network from the UE hijacking threat. The internal or online verification of the device state, summarised as device validation, should be considered as an effective countermeasure in this context. A change to Section 7.1.7, highlighting such options, is proposed.

The methods evaluation of Section 8.2 shall be revisited in a separate pCR.
3. pCR

The following pCR is against S3-091518, the current draft of the 3GPP TR 33.837 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)”.

**************************** start of the change *****************************

7.1.7
Measures for Protection Against User Equipment Hijacking

The solution for this issue is similar to that discussed in Section 7.1.1.1 and thus the same requirements apply here. The botnet scenario also implies that the operator should be able to associate UC originating within the network with specific user equipment.

The botnet scenario can be further extended. Now that the infected user equipment is labeled as someone causing UC there should exist means for the user to get out of the list of UC attacker be it an individual (user) list or a global list. This brings us to the following:
1 A given user should have possibility to request the operator for the reason why he/she is considered as a UC attacker
2 The user should also have the possibility to challenge the decision of being listed as a UC attacker and so should the operator have means to defend him/herself.
Further it is possible that the operator is able to identify that the communication is UC, in such case the operator should be able to signal UC information to the receiving user. Such information might also flow through intermediary networks. The intermediary network should pass the PUCI information and not strip it off the packet. This requirement is also valid for the case where the regulatory body requires. 

Further, if the reality from the PC world where a large percentage of all PCs are suspected of having been infected and are operating as botnet nodes is any indication, it may be unwise to block UC just based on identity of the sender, since a sender node may send both perfectly legitimate packets most of the times but also act as a botnet node that send out SPAM. Thus, in-session detection, rating, and response methods may be useful to deal with botnet nodes. A suite of new requirements that had not been anticipated in the TISPAN TR may need to be considered to deal with botnet scenarios. To differentiate between legitimate and botnet-related SPIT/UC traffic of the same UE, in-session SPIT/UC detection requires content analysis. Besides the concerns relating to the feasibility of such techniques, these prevention measures have the disadvantage that the legitimate call or the SPIT/UC-related nuisance has already started until in-session control can start to evaluate the character of the call. This is also in contrast to most of the measures discussed in this TR trying to determine SPIT/UC before the user is affected.  As the complexity, effectiveness, and presumably the cost of in-session UC detection, goes beyond that based on sender identity, there must be a careful trade-off between the complexity imposed to IMS and the expected threat. 

Another possibility to protect the IMS network against botnet-infected UEs is to inform the user of such infected UE about the SPIT/UC suspicion, giving him the chance to remove the malware from his UE. Alternatively the operator could as well offer removing of the malware as a service to the customer. In case of no reaction the malicious UE will be disabled, using e.g. the feature “Selective disabling of UE capabilities”. Countermeasures of this kind, which require the UE to change its internal state in a trusted manner upon a network command, requires the presence of certain secure functionalities, such as a secure and trusted execution environment, on the UE.

As a basis for the pre-session or in-session detection of a malicious UE, technical means to verify the state of a UE, in other words,  platform validation, are a basic requirement. In the extreme case, this would mean the network requiring proof, from each UE, of it being in a known, good state, before session establishment is allowed. For UEs that are built on open platforms with a large number of admissible configurations, which makes it difficult to implement a full ‘proof of known, good state’,  there still are methods that provide somewhat less comprehensive but still useful measures of system-state validation. Some of the possibilities for such methods include the UE validating to prove: 

1. The absence of known malware on the platform; 

2. The presence and activated state of a desired malware-prevention component; 

3. Assertions on the strength of protection of credentials and/or secrets used to establish sender identities by the UE.
**************************** end of the change *****************************
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