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FIRST CHANGE
4.3
Co-hosting of NAF and IdP

In this clause it is assumed that the GBA NAF contains a Liberty IdP as defined in [7]. The creation of the authentication and re-authentication credentials is handled by GBA. 

NOTE:
When the UE contacts the IdP/NAF with a valid B-TID from an earlier bootstrapping run, then the NAF can have its local policy that can be stricter than the BSF policy, when to require a new bootstrapping run [1].

The GBA procedure is triggered by IdP/NAF as defined in TS 33.220 [1]. All [6] and [7] specific tasks are fulfilled by the IdP implementation in the NAF, this is transparent to the GBA function in the UE.

This clause also applies to the case where GAA interworks with Liberty Alliance ID-WSF. In this case the AS/NAF as part of IdP takes the role of the IdP/NAF in ID-FF. For the sake of brevity only IdP/NAF is mentioned in the following text.

4.3.1
Federation Concept in GBA

The Liberty Alliance has the concept of federating Principal identities together. This act of establishing a relationship between two entities requires a mapping. To map the GBA credential information and the Liberty Alliance information the NAF/IdP must maintain a table. In the case of non-anonymous access the IdP/NAF has two options how to label the user table:

-
IMPI. Then the BSF must be configured always to send the IMPI to this NAF/IdP upon receiving the B-TID if the NAF/IdP is fully trusted by the BSF. The IMPI is used as a persistent user identifier.

-
UID. The UID may be the IMPU. Then the NAF must insert the GSID into the request over the Zn reference point [5] to request the USS and then extract the UID from the USS. The UID is used as a persistent user identifier.

The IMPI or UID will be used as a permanent user identifier for the table. The table stores also the user’s B-TID, key lifetime data, key generation time and the corresponding service related opaque handles (service specific user identifiers). The service specific user identifiers should be different for each service to ensure the user’s privacy. This table might also contain the NAF specific key material, USS and further service provider related data. The table should logically separate temporary GBA related data i.e. B-TID, key, expiry time, bootstrapping time from the IdP related data and persistent data e.g. SP related data, SP name, user identifier for this SP, opaque handle, USS etc. The temporary GBA data shall be deleted on key expiry or Liberty session expiry. The IdP related data, and the persistent user identifier are persistent. The USS may be deleted upon defederation.

If the user is allowed to use the service anonymously, then the user is an authorized GBA participant. In this case, the B-TID is used as a temporary user identifier for the table. The federation then lasts as long as the Liberty session and the maximal length of the federation is the key lifetime. Since the whole table is of temporary nature the GBA related data in the table will be deleted, if the B-TID expires or the session is terminated. If the federation is terminated and the B-TID is still valid, then only the opaque handle and service provider related information should be deleted. In this anonymous user case, the whole table is of temporary nature. The table consists of two logically separate data blocks: Liberty service provider related data and GBA related data. For the anonymous access case, the Liberty service provider related data will be deleted upon termination of federation and the GBA related data upon session termination or expiration of key lifetime.

NAF/IdP can manage defederation (termination of the federation) by deleting the opaque handles and service provider related information out of the table. This may apply to single SPs or to all federations. The NAF could still then use the B-TID in GBA-based applications. The UE informs the NAF/IdP about the defederation using [12]. The NAF/IdP may also trigger the defederation, e.g. in case the service agreement with the SP ends or the user’s subscription ends. In case of subscription end, the whole table should be deleted. The notification to the NAF/IdP of the termination of the subscription is out of the scope of this document.

If the B-TID expires and the user wants to use a GBA-based service then the NAF/IdP may, depending on the NAF policy, trigger a new bootstrapping run and update the B-TID or may delete the B-TID, related key material and key information.

4.3.2
Session Concept at IdP

The session concept of Liberty Alliance is mapped to the key lifetime of the NAF-specific key material. The maximum Liberty Alliance session lifetime must be equal to or shorter than the remaining lifetime of the key. When the Liberty session expires the temporary GBA related data is deleted from the table described in 4.3.1. This implies that if a key expires, then either the login session also expires (if no successful re-authentication has taken place). Then the related sessions should be terminated using Single Logout. If a session is explicitly terminated e.g. via Single-Logout, then the temporary GBA related data is deleted in the NAF/IdP. For the next login, the UE would be required to execute the bootstrapping usage procedure again, since he has no shared keys with the NAF/IdP.  If a new bootstrapping procedure was executed since the last contact between UE and NAF, the new temporary GBA related data is inserted into the table described in 4.3.1. If the freshness of the received key material is not satisfactory, then NAF/IdP sends a re-negotiation request to the UE as outlined in TS 33.220 [1] and uses the new key material for the Liberty session.

When a user starts a Liberty session with the IdP, then it contacts the IdP via Ua reference point and mutual authentication as outlined in [2] is done. Depending on the entries in the table of the IdP, three possibilities exist:

1)
In case the B-TID exists in the table and is not expired, the IdP has all required data and can start communication with the UE without communication over Zn. If the IdP decides that the remaining lifetime of the B-TID is too short, it may indicate bootstrapping re-negotiation required to the UE. Then the procedure is similar to case 2.

2)
In case the B-TID does not exist in the table, and the USS received over Zn contains a user identity which does already exist in the table, then the entry in the table is updated with B-TID and related information.

3)
In case the B-TID does not exist in the table, and the USS received over Zn contains a user identity which does not exist in the table or there is no user identity sent, then the IdP creates a new entry in the table.

This could be applied to a BSF/IdP and a NAF/IdP solution.

For anonymous user access, the B-TID is used as the user identifier. If such an anonymous Liberty session is terminated, then all the GBA related data is deleted, including the B-TID. 

Liberty Alliance has the concept of authentication time. In GBA the bootstrapping time is available to the IdP/NAF. Since the bootstrap procedure requires Digest AKA, the bootstrapping time should be taken as Liberty authentication time. 
If a user with ongoing LAP IdP session contacts the LAP IdP for authentication, and the <lib:AuthnRequest> contains the element <ForceAuthn> (cf. [26], section 3.2.1.1), then the IdP shall send to the user a Bootstrapping Renegotiation Request according to section 4.5.3 of [1]. This is necessary as this may be a reauthentication request issued for liveness validation within LAP (cf. [7], section 4.4.2), requiring a new bootstrapping, as the bootstrapping time is taken as Liberty authentication time. If the <ForceAuthn> fails, then the NAF/IdP should get a corresponding notification. The NAF/IdP may trigger then a Single Logout.
4.3.2a
Single-Logout Concept

In this section, we describe briefly the procedure involved in a Single Logout process triggered by the user:
1. The user contacts the SP to perfomr a Single Logout. 
2. The SP performs an HTTP redirect to the NAF/IdP.
3. The NAF/IdP may redirect the UE to other SPs which have an ongoing session with the user (the NAF/IdP has to keep track to which SPs the user was previously redirected during the lifetime of the current key). The NAF/IdP should provide the UE with his address for the case, that the redirect back in step 4 fails.
4. If redirected the UE performs a logout at the second SP and is redirected back to the IdP/NAF.
5. The NAF/IdP redirects the user back to the first SP to finalize there the logout procedure and then deletes the Ks_(ext/int)_NAF keys and related data.
6. UE performs logout at SP.

The logout procedure should be done using SAML 2.0 logout procedure [13] as outlined in Liberty Profiles and Binding Specification [12].
NOTE1: 
The NAF/IdP might contact the BSF for deletion of all data related to this Ks used to derive the Ks_(ext/int)_NAF, but that would be an even larger sort of logout and is not further elaborated on in this document. This does not eliminate the valid keys already given out to NAFs, those keys are valid up to the key lifetime or shorter, due to the local policy of the NAF.

NOTE2:  
If an operator wants to cancel the session of an user at a NAF/IdP, then he needs to inform the NAF/IdP of this.The Zn reference point can not be utilized as is for this directly, due to the direction of the message flows. 
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