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1
Opening of the meeting

The SA3 Chairman, Valtteri Niemi, opened the SA3#57 meeting held in Dublin, Ireland and hosted by EF3.

Peter Howard, Vice Chairman of SA3, gave a welcoming speech and also presented the practicalities.

2
Agreement of the agenda and meeting objectives

S3-091900
Draft Agenda for THIS meeting





Source: WG Chairman

Discussion: 

The SA3 Chairman presented the draft agenda and objectives for the meeting. Huawei proposed to discuss the M2M WID proposal at an earlier stage; this was agreed.

Decision: 

The document was approved.



2.1
3GPP IPR Declaration

The Chairman read the IPR call:

"The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP. 

to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms."

There were no IPRs declared.

3
Assignment of input documents

The Rapporteurs were invited to provide specific document orders for each topic.

4
Meeting reports

S3-091901
Report from LAST SA Plenary





Source: WG Chairman

Discussion: 

Concerning 2, SA3-LI, the Rel-9 SA3-LI WID has to be sent to SA Plenary - completion date will be March 2010 and the leadership is SA3. This will be addressed in 2156.

Decision: 

The document was noted.



S3-091902
Report from LAST SA3 Ordinary meeting





Source: WG Secretary

Discussion: 

Some changes were applied and the report was approved in its 003 version.

Decision: 

The document was approved with modifications.



S3-091904
Report from ad hoc September 2009 meeting





Source: WG Secretary

Discussion: 

Concerning action 1 from the ad hoc, documents 2030 to 2037 address the KDF alignment.
Concerning action 2, the LS from CT1 contains some additional issues to be addressed by SA3.

Subsequently during the meeting, the LS Reply LS on Defining the NAS COUNTS (C1-095294 ) from CT1 was withdrawn, as the CT1 Chairman sent a mail to the SA3 exploder explaining that:

"Based on the incoming LS from SA3, "Defining the NAS COUNTS" (S3-091811) CT1 discussed this and came to the following conclusion: CT1 agreed that this should be specified in TS 24.301, and have agreed the relevant CRs.

To answer the question from SA3: SA3 asks CT1 and CT4 to inform SA3 by the start of the SA3 November meeting if they have included the text in their specifications, so SA3 can withdraw the conditionally agreed CRs. It is the opinion of CT1 that the conditionally agreed CRs from SA3 can be withdrawn as this now is specified in TS 24.301." 

SA3 agreed to withdraw the SA4#56 conditionally agreed S3-091809 and S3-091810 in the light of this.

Decision: 

The document was approved.



S3-091918
Agreed CRs from SA3 ad hoc September '09





Source: MCC

Discussion: 

It was noted that documents in 7.5 were not treated either because of lack of time, or because out of scope for the ad hoc meeting. An expiry date was agreed to be defined for 1024 bits; this has to be added to the discussion of 1774. 
Decision: 

The document was approved with modifications.



4.1
Report from LAST SA3 Ordinary meeting

4.2
Report from LAST SA Plenary

4.3
Report from SA3-LI

Alex Leadbeater gave an update on the SA3-LI proceedings. Work on dynamic triggering is proceeding within the group. Category F changes are being applied to Release 8 on SAE/LTE work.

5
Reports and Liaisons from other groups

S3-091906
LS on ME support in Rel-9





Source: C1-093965

Decision: 

The document was noted.



S3-091907
Reply LS to S3-091054 on potential ETWS security threat in UTRAN





Source: R2-095355

Decision: 

The document was noted.



S3-091916
LS on IMS emergency session support in non-3G access





Source: C1-094804

Discussion: 

A reply from SA2 exists as S2-096454; delegates are invited to read this document.

Decision: 

The document was noted.



S3-091909
Reply LS on Target UE discovery for inter-UE transfer





Source: S2-096020

Decision: 

The document was noted.



S3-091911
NGMN Security Gap Analysis





Source: LS_NGMN_to_3GPP_SA3_V1.1

Decision: 

The document was noted.



S3-091936
Reaction on the NGMN Security Gap Analysis and LS





Source: KPN

Abstract: 

This is a reaction on Tdoc S3-091911, the LS from NGMN Security project (TWG P-SEC) with the NGMN Security Gap Analysis. It includes some comments on item 10 and item 11 of the NGMN Security Gap Analysis. We propose that SA3 reacts to NGMN with the comments mention in this document, and that SA3 considers addressing item 11 of the NGMN Security Gap Analysis.

Decision: 

The document was noted.



S3-092116
DRAFT reply LS on NGMN Security Gap Analysis





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

There were two comments on the document and a revision will be provided.

Step 15 seems to have a mismatch between the first column and the third column. 1936 will be attached to this LS.

Decision: 

The document was revised to S3-092158.



S3-092144
LS on PSS Content Protection Extensions





Source: S4-090949

Decision: 

The document was replied to.



S3-092158
DRAFT reply LS on NGMN Security Gap Analysis





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-092116)

Decision: 

The document was approved.



S3-092157
Reply to: LS on PSS Content Protection Extensions





Source: current meeting

Decision: 

The document was approved.



S3-092150
LS on security and authentication in UDC





Source: C4-094237

Decision: 

The document was postponed to next meeting.



5.1
3GPP working groups

5.2
IETF

Rolf Blom gave an update on IETF proceedings.

IETF 76, Hiroshima, Nov 8-14, 2009

In the ipsecme wg a draft (draft-eronen-ipsec-ikev2-eap-auth-07) was presented which proposes that in certain cases it would not be required to have certificates for public key signature based responder authentication. The cases when certificates won't be needed are when certain EAP methods like EAP-AKA which provides mutual authentication are used. It will become a WG item. Another draft (draft-harkins-ipsecme-spsk-auth-00) which describes a secure pre-shared key authentication method for IKE was also presented. The proposal is resistant to dictionary attack and retains security even when used with weak pre-shared keys and is based on zero-knowledge proof. The proposal was appreciated by the wg.

The tls wg group spent almost all its meeting time in discussing how to resolve the so called TLS renegotiation attack. A draft (draft-rescorla-tls-renegotiation-00) describing the attack and a proposal for how to resolve the problem was presented.

5.3
ETSI SAGE

Charles Brookson gave an update on behalf of SAGE on the ZUC evaluation activities.

The SAGE task force has received the specification and begun its evaluation. We have asked the designers for clarification on a few aspects of the design rationale and security arguments, and are awaiting a response.

ETSI have agreed funding terms for the paid external evaluation of the algorithms. China Academy of Telecommunications Research (CATR) will pay €80K, and 3GPP and GSMA will pay €10K each. SAGE identified and approached three possible academic teams to carry out the evaluation work, and all three teams submitted very strong proposals; we have selected one team based at Royal Holloway University of London, and one based at the Katholieke Universiteit Leuven in Belgium. These teams will start work in the second half of November (assuming that contracts can be arranged in time), and complete their analysis in February. Results of the evaluation will be discussed with the SAGE task force as they arise.

The plan is for SAGE to make its recommendation to the April 2010 SA3 meeting, with a view to SA3 approval in July and SA plenary approval in September. This is behind the schedule indicated in the Work Item Description (because it took longer than expected to agree the contracts to start the SAGE evaluation, with summer holidays causing delays) - but it is still comfortably in time for Release 10.

Docomo suggested that the public evaluation should be taken into account before the approval of the algorithm. It was suggested that the two months proposed could be a bit short; SA3 will discuss this further.

It was discussed on how the public evaluation would proceed; GSMA proposed to have a Press release on this. Docomo suggested organizing a workshop in one of the major cryptographic conferences.

5.4
GSMA

Charles Brookson gave an update on GSMA SG activities. 

The previous meeting of SG was the week before SA3, also in Dublin. The next meeting will be the 9/10 February 2010 in Edinburgh. Once again, non GSMA members are welcome to contact the SG Chairman if they wish to attend as observers and see if this is possible.

SG is looking at work items including the withdrawal of COMP128-1, something which is still causing issues for many operators after 12 years since it was broken. Successful tests were made on A5/3 enabled BTS equipment in Switzerland, with 10 handsets from 7 manufacturers being tested on a live network. Other tests will be held with the help of volunteer networks and supportive BTS equipment suppliers later. We also discussed the need for a CERT-like warning scheme for the mobile industry, and the increase in Mobile Malware and security issues from App Stores and similar.

The meeting considered the need to ensure that future infrastructure algorithm updates will be exclusively software based and this matter is likely to be raised with SA3 in the future. Work will also be undertaken on developing a mechanism to counter the impact that user fear of phishing attacks can have on communications from service providers to their customers. The Work Plan for next year is under consideration.

A joint meeting was also held with DigitalEurope on the third day to progress Regional Theft Guard and other issues. SA3 is likely to receive input from GSMA in due course in relation to the possible specification of a solution to combat the theft and illegal export of devices to overseas markets. SG will also seek to define requirements for a solution to wipe sensitive data from handsets at end of life and this will most likely result in a submission to SA3.

5.5
3GPP2

No input.

5.6
OMA

No input.

5.7
TR-45 AHAG

No input.

5.8
TCG

No input.

5.9
Other groups

No input.

6
Work areas

6.1
IP multimedia subsystem (IMS)

6.1.1
TS 33.203 issues

S3-091919
Removal of editor’s note on draft-ietf-sip-outbound (Rel-8)





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

The reference to draft-ietf-sip-outbound is corrected to the new RFC 5626.

Decision: 

The document was agreed.



S3-091920
Removal of editor’s note on draft-ietf-sip-outbound (Rel-9)





Source: Nokia Corporation, Nokia Siemens Networks

Abstract: 

The reference to draft-ietf-sip-outbound is corrected to the new RFC 5626.

Decision: 

The document was agreed.



S3-091929
Updating of outbound and related references – Rel-8





Source: Alcatel-Lucent

Abstract: 

draft-ietf-sip-outbound has now been published as RFC 5626.  It is, therefore, appropriate to update references and to reflect this published version.  It is understood that there is no technical change as a result of publication from the existing referenced versions.  

Discussion: 

Not needed in the light of agreement of 1919 and 1920.

Decision: 

The document was withdrawn.



S3-091930
Updating of outbound and related references – Rel-9





Source: Alcatel-Lucent

Abstract: 

draft-ietf-sip-outbound has now been published as RFC 5626.  It is, therefore, appropriate to update references and to reflect this published version.  It is understood that there is no technical change as a result of publication from the existing referenced versions.  

Discussion: 

Not needed in the light of agreement of 1919 and 1920.

Decision: 

The document was withdrawn.



S3-091992
Correction of erroneous interface name





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-092061
X.509 certificate profile alignment





Source: Ericsson, ST-Ericsson

Discussion: 

NSN proposed to wait for news from the next IETF meeting.

Decision: 

The document was noted.



S3-092082
33.203 CR: X.509 Certificate profile alignment





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092218.



S3-092218
33.203 CR: X.509 Certificate profile alignment





Source: Ericsson, ST-Ericsson

(Replaces S3-092082)

Decision: 

The document was agreed.



S3-092062
33.203 CR: X.509 Certificate profile alignment





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092219.



S3-092219
33.203 CR: X.509 Certificate profile alignment





Source: Ericsson, ST-Ericsson

(Replaces S3-092062)

Decision: 

The document was agreed.



S3-091997
SIP Digest Authentication without Authorization header





Source: Huawei

Decision: 

The document was noted.



S3-091991
SIP Digest without Authorization header in first REGISTER message





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

AT&T supported the contribution. Telecom Italia and Deutsche Telekom did not support any of the two contributions. Telecom Italia suggested there is no requirement currently and SA1 should be consulted. It was agreed to send an LS to SA Plenary as the next SA1 meeting would be too late for inclusion in Release 9. It was agreed that the reply from SA Plenary will not determine the decision of SA3, but will only serve as information to be able to decide.

Decision: 

The document was noted.



S3-092121
Comments on S3-091991





Source: Huawei

Decision: 

The document was noted.



S3-092063
33.203 CR (R8): Removing editor’s notes in Annex P





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-092064
33.203 CR (R9): Removing editor’s notes in Annex P





Source: Ericsson, ST-Ericsson

Discussion: 

Huawei suggested that in the light of the previous contributions the last of the editor notes should not be removed; Huawei said that to solve the problem in doc 1991 this editor note would need to be resolved also. The Chairman replied that the removal of the EN's does not mean a CR cannot come in the next meeting. 

It was also agreed that no other Rel-9 exception would be asked but if SA plenary agreed that the feature described in the LS S3-092220 was to be included in Rel-9 then mechanism related to the last editor note could go into Rel-9 also (provided there is a need because of that feature).

It was agreed that the last Editor's Note would be kept and an explanation would be put on the CR cover page on this.

Decision: 

The document was revised to S3-092221.



S3-092221
33.203 CR (R8): Removing editor’s notes in Annex P





Source: Ericsson, ST-Ericsson

(Replaces S3-092064)

Decision: 

The document was agreed.



S3-092220
LS to SA, SA1 on SIP Digest without Authorization header





Source: current meeting (NSN)

Discussion: 

An agreement could not be reached during the meeting.

Decision: 

The document was noted.



S3-092124
Withdrawal of TR 33.978 and TS 33.178





Source: Rapporteur

Discussion: 

NSN noted that the documents to be stopped contained stage 3 parts that went into other specifications.

ACTION:
Forward withdrawal request of 33.978 and 33.178 to WP manager

(action on: MCC)

Decision: 

The document was endorsed.



S3-091912
Integration of the OpenID-based authentication with IMS





Source: COM13-LS083

Discussion: 

SA3 took note of the information. Nokia (Silke Holtmanns) volunteered to provide more information to the ITU Study Group; Nokia also mentioned that GBA is believed to be a good technology for the purposes of work of the document in the attachment.

Decision: 

The document was noted.



S3-091915
Reply LS on early media in forward direction





Source: C3-091560

Decision: 

The document was postponed to next meeting.



6.1.2
Media plane security

It was agreed to send the TS for approval; the TR is also ready but has to be polished and will be held for longer. No exception is necessary for the TR. The TR will be sent for information.

S3-091917
Reply LS on IMS media plane security





Source: C4-093184

Decision: 

The document was replied to.



S3-092222
Reply to: Reply LS on IMS media plane security





Source: current meeting

Decision: 

The document was approved.



S3-092145
LS on IMS media plane security





Source: C1-095644

Discussion: 

It was agreed that the requirement of coupling mentioned in the LS is not an SA3 requirement and must be removed from 33.328. This will be included in the reply. The reference to 24.109 was agreed to be added in 33.328.

Decision: 

The document was replied to.



S3-092223
Reply to: LS on IMS media plane security





Source: current meeting

Decision: 

The document was approved.



S3-092152
Reply to LS on IMS Media Security Lawful Interception Requirements





Source: SA3LI09_114r1

Discussion: 

The rekeying period requirement was discussed. SA3-LI has no issue with end-to-access-edge, while for e2e (and end-to-middle in some scenarios), there would be issues and there would be a requirement for rekeying, suggesting as an example 30 minutes. NSN suggested that there is no e2m anymore. Some offline discussion has to take place before SA3 commits to such a requirement.

Decision: 

The document was replied to.



S3-091935
pCR to TS33.328 on e2e vs. e2ae media plane security





Source: Alcatel-Lucent

Abstract: 

No indications are currently included in SDP offer for the case when e2e security is being requested. As a result, terminating P-SCSF can include ‘e2ae security offered by the network’ indication and one or more SDES crypto attributes in an SDP offer that already contains KMS or SDES based e2e security parameters. Actions in this case need to be clarified.  

Decision: 

The document was withdrawn.



S3-091988
pCR for TS 33.328: text on handling of emergency calls in clause 7





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson

Decision: 

The document was approved.



S3-092224
Reply to: Reply to LS on IMS Media Security Lawful Interception Requirements





Source: current meeting

Decision: 

The document was approved.



S3-091987
pCR for TS 33.328: various editorial corrections





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson

Decision: 

The document was approved with modifications.



S3-091986
pCR for TS 33.328: e2m vs e2ae





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson

Decision: 

The document was approved.



S3-092066
pCR to TS 33.328: Introducing P-CSCF (IMS-ALG) notation





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Alcatel-Lucent suggested that 6.2.2 should not use IMS-ALG for e2e access mechanisms; this was acknowledged and has to be amended.

Qualcomm proposed adding in the definitions the explanation of P-CSCF (IMS-ALG); this was supported.

Decision: 

The document was approved with modifications.



S3-091934
pCR to TS33.328 on IMS Media Plane Security Architecture clarifications





Source: Alcatel-Lucent

Abstract: 

Core network impact when e2e security based on SDES and KMS is used depends on decisions in CT1 and CT4.   Therefore, statements in Section 4.2.1 need to be revisited once the decisions and adequate decisions/changes are made in CT1 and CT4.

Discussion: 

Obsoleted by 1934.

Decision: 

The document was noted.



S3-092065
pCR to TS 33.328: General updates and correction





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Discussion: 

There were some comments by Alcatel-Lucent which were incorporated in the TS.

Decision: 

The document was approved with modifications.



S3-092140
pCR to TS33.328 on e2e vs. e2ae media plane security





Source: Alcatel-Lucent

Abstract: 

This PCR is a result of an offline discussion and replaces S3-091935.  The changes are with the proposed text of the NOTE.

Discussion: 

The text could be further improved with further pCRs; no objections to this pCR.

Decision: 

The document was approved.



S3-091985
pCR for TS 33.328: corrections related to SDES





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson

Decision: 

The document was revised to S3-092215.



S3-092215
pCR for TS 33.328: corrections related to SDES





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson

(Replaces S3-091985)

Decision: 

The document was approved.



S3-092072
pCR to TS 33.328: Updates and corrections to the KMS based solution, KMS-to-KMS signaling





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092230.



S3-092230
pCR to TS 33.328: Updates and corrections to the KMS based solution, KMS-to-KMS signaling





Source: Ericsson, ST-Ericsson

(Replaces S3-092072)

Decision: 

The document was approved.



S3-092021
Modification of the Terminating Procedure When Reusable Ticket Is Used





Source: ZTE Corporation

Discussion: 

Vodafone agreed that the use of reusable tickets could bypass LI, but did not agree that the contribution solves the issue. BT did not agree that the solution solves the issue.

ZTE suggested that the merit of the contribution is that increases security without introducing any drawbacks. It was decided that ZTE would work offline with Ericsson to develop an acceptable contribution by both parties; still the benefits and functioning of the contribution was unclear and has to be further clarified in subsequent meetings.

Decision: 

The document was noted.



S3-092067
pCR to TS 33.328: Updates and corrections to the KMS based solution, clauses 5 and 6





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-092068
pCR to TS 33.328: Updates and corrections to the KMS based solution, clause 7





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-092069
pCR to TS 33.328: Updates and corrections to the KMS based solution, Annex A





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved with modifications.



S3-092070
pCR to TS 33.328: Updates and corrections to the KMS based solution, Annex B





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-092071
pCR to 33.328: Updates and corrections to the KMS based solution, Annex D





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-092023
Discussion Paper on the LI Consideration of the KMS Based Solution





Source: ZTE Corporation

Discussion: 

BT stated that the attacks are simplistic. Qualcomm suggested that the signaling protection is not unreliable as stated, but sometimes users might require an additional level of protection. Ericsson suggested that there is no conflict between KMS based solution and IMS signaling security; it was agreed to add a phrase on this. Qualcomm objected to this proposal as it there was no pCR available to be implemented.

Decision: 

The document was noted.



S3-092225
Threats of off-load of KMS in KMS based solution





Source: ZTE

Decision: 

The document was noted.



S3-091932
PCR to TR 33 828 MIKEY-IBAKE solution





Source: Alcatel-Lucent, AT&T

Abstract: 

Proposed KMS-based solutions to IMS media plane security rely on Key Management Servers (KMS) in the network. Such KMS create, distribute, and manage keys. Due to this broad functionality:  •
Key management servers will have to be always online, high availability, servers and have to be networked across operator boundaries. In some applications, this architecture creates a huge burden on operators to install, and manage these boxes.   •
Moreover, since the keys are created and distributed by the KMS these servers are de-facto escrow points leading to increased vulnerability and huge discomfort on the part of end-users. The latter scenario is particularly applicable to Enterprise environments, where the operator offers managed services to the enterprise, but the enterprise requires end-to-end security without the operator knowing what keys were used.   In this contribution a framework is proposed that re-uses the proposed architecture including a KMS, but notably these KMS servers communicate with end-user clients periodically (e.g., once a month). This framework, in addition to eliminating passive escrow, allows for end-user clients to mutually authenticate each other (at the IMS media plane layer) and provides perfect forwards and backwards secrecy.   This contribution also discusses how various IMS media plane features are securely supported – this includes secure forking, retargeting, deferred delivery, and pre-encoded content. Extensions of the solution allow for secure conferencing applications, where an IMS conference application server authenticates users into a call but all participants of the call decide on a group key (with contributions from everybody) while the conference server itself does not learn the group key. Moreover, the group key can be modified to account for new participants and participants who exit a call.   

Discussion: 

Concerning LI in 7.6.2.2 it was discussed whether the statement that LI is not detectable by the user with the IBAKE solution; In that context it was argued (Nokia) that users A and B could use modified UEs to compare keys and identify an LI-MITM interception. BT confirmed that if every session is treated as LI case then LI would not be detectable by the user. NSN then argued that IBAKE solution would not provide e2e protection anymore. It was decided to send the paper to SA3-LI. Also, it was agreed to insert a Note that the solution in 1932 is considered for inclusion in Release 10. It was agreed that the TR will be stopped after Release 9.

Decision: 

The document was approved with modifications.



S3-091933
PCR to TR 33 828 References Update





Source: Alcatel-Lucent

Abstract: 

MIKEY-IBAKE IETF draft is added to the Reference section of the TR.   

Decision: 

The document was approved.



S3-092024
pCR for TR33.828, LI for Otway-Rees Solution





Source: ZTE Corporation

Decision: 

The document was approved with modifications.



S3-092226
new version of TR 33.828





Source: Rapporteur

Decision: 

The document was agreed.



S3-092227
LS to SA3-LI on MIKEY-IBAKE





Source: current meeting (Alcatel-Lucent)

Decision: 

The document was approved.



S3-092228
new version of TR 33.328





Source: Rapporteur

Discussion: 

ZTE asked adding a Note on the fact that the KMS based solution depends on the signaling; this was not a decision of the meeting and it was not performed.

It was agreed to delete the last sentence in section 5.1 to address the issue raised in the LS from CT1 (S3-092145).

Decision: 

The document was revised to S3-092258.



S3-092258
new version of TR 33.328





Source: Rapporteur

(Replaces S3-092228)

Decision: 

The document was [not addressed].



6.1.3
Protection against Unsolicited Communications in IMS (PUCI)

It was agreed to send the TR for approval.

S3-092081
TR 33.837 Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)





Source: Rapporteur

Abstract: 

This is the most recent version PUCI TR 33.837.

Decision: 

The document was revised to S3-092255.



S3-091928
Improvement of Measures for Protection Against Mobile Phone Virus





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

A minor change was approved concerning WLAN.

Decision: 

The document was approved with modifications.



S3-091951
pCR on 7.1.1.1 of TR 33.837





Source: InterDigital Communications Corporation

Discussion: 

The Note was removed. The last sentence in the addition, on technical options explored, was removed. It was decided that an email discussion was necessary on the document.

Timeline:

- 25 Nov: new version of pCRs out; 

- 27 Nov: comments sent to the list;

- 30 Nov: versions with comments integrated provided;

- 4 Dec: final version with any feedback on the last version integrated.

It was agreed that the content of the pCRs will not be sent to the Plenary; another possibility is to send a revised version later before the Plenary.

Decision: 

The document was approved with modifications.



S3-091952
pCR on 7.1.1.2 for TR 33.837





Source: InterDigital Communications Corporation

Discussion: 

The first paragraph was agreed, the second was removed.

Decision: 

The document was approved with modifications.



S3-091953
pCR on 7.1.7 for TR33.837





Source: InterDigital Communications Corporation

Discussion: 

Docomo, NEC and Ericsson did not support the contribution. There was no other support to the contribution; BT supported the second part of the contribution; Nokia did not agree with this.

Decision: 

The document was noted.



S3-091954
pCR on 7.1.8 for TR 33.837





Source: InterDigital Communications Corporation

Discussion: 

The contribution was sent to email discussion, as per 1951.

Decision: 

The document was sent for email approval.



S3-091955
pCR on 7.2.5.2 for TR 33.837





Source: InterDigital Communications Corporation

Decision: 

The document was noted.



S3-091956
pCR on 7.2.5.3 for TR 33.837





Source: InterDigital Communications Corporation

Decision: 

The document was noted.



S3-091957
pCR on 7.3.3.4 for TR 33.837





Source: InterDigital Communications Corporation

Decision: 

The document was noted.



S3-092125
Comments on S3-091957 “pCR to propose including an additional Turing Test for SPAM/SPIT Prevention in TR 33.837”





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Approved with the addition of BT comments.

Decision: 

The document was approved with modifications.



S3-091962
pCR on 7.5.3 for TR 33.837





Source: InterDigital Communications Corporation

Decision: 

The document was noted.



S3-092138
Comments on S3-091962





Source: Orange

Decision: 

The document was noted.



S3-091982
Alternative Methods for Authentication of Originating Network





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was noted that it would be useful to add further pCR on issues with deployment and SIP identity.

Decision: 

The document was approved.



S3-091983
Evaluation of Alternatives





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks, ST- Ericsson

Discussion: 

It was decided to delete the first table column on IMR. Some further changes were agreed as proposed by NEC.

Decision: 

The document was approved with modifications.



S3-092076
PUCI usage space of solutions





Source: NEC Corporation

Abstract: 

This pCR, as given below, discusses usage space of current solutions in the TR.

Discussion: 

Intelligence was changed to state that there is not necessarily intelligence. The fourth bullet was deleted.

It was agreed to remove the sentence on how to standardize IMR.

Decision: 

The document was approved with modifications.



S3-091984
Chapter 9, Potential PUCI Architecture





Source: Ericsson, Nokia Corporation, Nokia Siemens Networks, ST- Ericsson

Discussion: 

It was agreed to add that for IMR there may be need for a standardized session as listed in this section. Some further NEC and Orange comments were approved.

Decision: 

The document was approved with modifications.



S3-092255
new version of TR 33.837 Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)





Source: Rapporteur

(Replaces S3-092081)

Decision: 

The document was agreed.



S3-091927
Improvement of UC detection approach section





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Some minor rewording was applied to the last sentence.

Decision: 

The document was approved with modifications.



6.1.4
Other Common IMS issues

6.2
Network domain security: IP layer (NDS/IP)

6.3
Network domain security: Authentication Framework (NDS/AF)

S3-092019
Backhaul Security Super CR





Source: Huawei

Decision: 

The document was revised to S3-092232.



S3-092232
Backhaul Security Super CR





Source: Huawei

(Replaces S3-092019)

Decision: 

The document was sent for email approval.



S3-092093
Title of new section in TS 33.310 to cover backhaul security





Source: Vodafone

Discussion: 

NSN suggested that the scope could be extended in the future and have another clause; Vodafone said that this could cause duplications to the specification.

Huawei agreed to changing to "NDS certificate enrolment for eNB" but with the possibility of extending the scope of the clause if need may be in the future.

The title change as proposed in 2093 was not accepted; in the related discussion it was decided to change the title to "Certificate Enrolment for base stations".

Decision: 

The document was noted.



S3-091944
Discussion on the scope of section 9 in TS 33.310





Source: china mobile, Alcatel-Lucent

Decision: 

The document was noted.



S3-091943
Security model for one backhaul case





Source: China Mobile, ZTE, Alcatel-Lucent

Discussion: 

CMCC clarified that this scenario is one of the security models where the eNB's reside within the same domain. BT suggested extending backhaul security to Zb to eNB could be dangerous. Vodafone proposed that, as security domains are out of scope for this clause as it is about certificate enrolment, this kind of content could be placed elsewhere, e.g. 33.401; this was supported by the Chairman. NSN pointed out that there is text already in 33.401 addressing this issue; Vodafone disagreed with this statement as a CR to 33.401 would be necessary to couple the specification with the content to be added in 33.310.

The content of 1944 and 1943 was endorsed, but it will not go into a specification for the time being.

Decision: 

The document was noted.



S3-091978
CR to 33310 Some Corrections of TS 33.310





Source: ZTE Corporation

Discussion: 

The first two changes had been agreed in previous meetings. 

NSN asked to revert the first two changes in 5.2.1.1; also, the shall was changed to a should. The change from shall to should was agreed.

Decision: 

The document was revised to S3-092236.



S3-092058
Network authentication and authorization for backhaul establishment





Source: Ericsson, ST-Ericsson

Discussion: 

BT suggested that code signing could be done with a double method (vendor and then operator) to further protect, but acknowledged that code signing has its vulnerabilities. 

Deutsche Telekom referred to the existing text in 33.401 concerning the protection of the OAM system.

The bullets in the proposal were not endorsed, but it was noted that a more specific definition of the trust anchor is needed and more in general the issues in the proposal.

Vodafone suggested acknowledging that the threat in the paper are valid ones, but this approach is only one of the possible ones. This was endorsed.

Decision: 

The document was noted.



S3-092056
Provisioning for Backhaul Security Establishment





Source: Ericsson, ST-Ericsson

Discussion: 

Deutsche Telekom pointed out some parameters in clause 3 that could be subject to automatic provisioning or detection, and reminded that the purpose of the work is not really local provisioning. BT supported this comment and asked how this is handled by SA5, and also whether TR-069 is used.

It was decided to map the proposal in the paper in a pCR (S3-092233).

Decision: 

The document was noted.



S3-091976
Methods for Certificate Enrolment in Backhaul Case





Source: ZTE Corporation

Decision: 

The document was noted (some content in 2234).



S3-091977
Discussion on Security Mechanism on Initial Access





Source: ZTE Corporation

Discussion: 

Deutsche Telekom suggested that this can be achieved by IKE handshake but also by DHCP, and this is not the purpose of the undertaken task.

The Chairman asked if doing the procedure twice is necessary as the network is the same.

There is no pCR yet, but this could be created similarly to the Ericsson proposal above. NSN acknowledged some merit but pointed out that the contribution assumes cross signing. Huawei suggested that accepting the proposal depends on the architecture.

The general opinion was that the contribution has some merits but further evaluation must be done when the architecture is clearer.

Decision: 

The document was noted.



S3-092018
Backhaul Security Certificate Enrolment Architecture





Source: Huawei

Discussion: 

Vodafone asked how the operator CA signs the CRL in figure 2; Huawei clarified that a cross certification is assumed between vendor and operator. The cross certification is achieved during the IKE exchange.

BT pointed out that SeGW and SEG in the two architectures are two different entities: SEG secures Za, while SeGW is meant to protect the link between eNB and core network.

Huawei confirmed that the NEM acts as CMP client; NSN pointed out that then proof of possession is not possible; Motorola suggested that a way to achieve this would be through CMP. 

Huawei clarified that the NEM is part of the trusted network in this scenario.

Decision: 

The document was noted.



S3-092233
Provisioning for Backhaul Security Establishment





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-092096
pCR on CMP deployment architecture for temporary backhaul document





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

BT supported the contribution as the SEG is re-used from pre-existing architectures. NSN suggested that proof of possession is part of CMPv2; Motorola suggested it is not a mandatory part however. It was decided that proof of possession is necessary for eNB.

It was agreed that CMPv2 will be used between the RA/CA and the eNB; other options are also under study.

It was decided to study whether the NEM could be a possible addition in the architecture; Huawei will provide details on the proof of possession, provisioning.

NSN proposed a possibility for GSMA to act as CA. The Chairman suggested are some security issues involved with this proposal; Vodafone expressed some concerns with this proposal. 

NSN proposed that the standard should support all options and clarified that the standard would not preclude cross certification.

Motorola suggested the enrolment protocol should be standardized.

It was decided to keep into consideration all four alternatives for the time being. It was decided to insert an Editor's Note on this, also taking into consideration 1976 and the cross certification issue contained in the contribution.

It was also agreed to have a conference call on the issue. Details: Dec 16 at 6 AM Pacific Time - duration 2 hours. Input documents by 9 December; output documents by 18 December.

Decision: 

The document was revised to S3-092234.



S3-092234
pCR on CMP deployment architecture for temporary backhaul document





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-092096)

Discussion: 

Huawei noted that there is some ongoing discussion on whether step 2 is needed; the contribution is approved as such.

Decision: 

The document was approved.



S3-091966
CMPv2 Profile for eNB certificate handling





Source: Motorola

Discussion: 

Proposal 1 depends on subsequently discussed documents, so decision on it was postponed.

Proposal 2 depends on 2234, so it was postponed.

Proposal 3 was proposed to be endorsed adding e2e CMP profile; Huawei initially objected to this, removed the objection subsequently.

The conclusion on the proposals was taken offline.

Decision: 

The document was revised to S3-092235.



S3-092235
Text for super CR on CMPv2 Profile for eNB certificate handling





Source: Motorola, Huawei, Nokia Siemens Network

(Replaces S3-091966)

Decision: 

The document was approved.



S3-092017
Backhaul Security CMPv2 Profile





Source: Huawei

Discussion: 

NSN suggested that password based MAC should not be used; Huawei replied that the password is not for the eNBs.

NSN suggested that for e2e if the client is in the eNB there is no password based MAC. Huawei supported this statement; Alcatel-Lucent asked what would be the advantage in having certificates.

It was agreed not to use password based MAC for eNB.

Decision: 

The document was revised to S3-092235.



S3-092016
Backhaul Security CMPv2 Transport Protocol





Source: Huawei

Decision: 

The document was noted.



S3-092095
pCR on CMP transport protocol for temporary backhaul document





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

NSN pointed out that the advantage of HTTP is that allows for HTTPS and thus additional transport security. TCP requires some mechanisms for polling, which CMPv2 provides inbuilt; Motorola had objected to TCP in the ad hoc, due to some complexities. Ericsson did not see any reason not to follow the IETF draft, which leans towards HTTP.

Only Huawei supported the TCP option; it was decided to choose HTTP and leave the option of HTTPS open.

Decision: 

The document was approved.



S3-092236
CR to 33310 Some Corrections of TS 33.310





Source: ZTE Corporation

(Replaces S3-091978)

Decision: 

The document was agreed.



6.4
UTRAN network access security

S3-091990
Mandating integrity protection of reject messages that cause CSG list to be modified and Emergency procedures for the PS domain





Source: Vodafone, Qualcomm, Nokia Corporation, Nokia Siemens Networks

Discussion: 

BT asked if there is a signaling for EC; this has to be checked.

Ericsson asked if this was agreed to be discussed in the email discussion; this has not yet been agreed.

Decision: 

The document was revised to S3-092237.



S3-092083
Security for PS emergency sessions





Source: Samsung, Ericsson, ST-Ericsson

Discussion: 

The CR is similar to 1990. The two will be merged.

Decision: 

The document was noted.



S3-092237
Mandating integrity protection of reject messages that cause CSG list to be modified and Emergency procedures for the PS domain





Source: Vodafone, Qualcomm, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-091990)

Decision: 

The document was agreed.



S3-092047
Security considerations for emergency sessions in HSPA SRVCC





Source: Nokia Corporation, Nokia Siemens Networks, ZTE

Decision: 

The document was revised to S3-092238.



S3-092238
Security considerations for emergency sessions in HSPA SRVCC





Source: Nokia Corporation, Nokia Siemens Networks, ZTE

(Replaces S3-092047)

Decision: 

The document was agreed.



6.5
GERAN network access security

S3-091989
Handling of Kc128 upon power-on or reinsertion of the USIM.





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-092239.



S3-092239
Handling of Kc128 upon power-on or reinsertion of the USIM.





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-091989)

Decision: 

The document was agreed.



6.6
GAA and support for subscriber certificates

S3-091925
Ua security protocol identifier for IMS media plane security





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-092030
33.220 R9 CR: Update of KDF definition





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-092031
33.220 R8 CR: Update of KDF definition





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-092032
33.401 R9 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092240.



S3-092240
33.401 R9 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

(Replaces S3-092032)

Decision: 

The document was agreed.



S3-092033
33.401 R8 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092241.



S3-092241
33.401 R8 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

(Replaces S3-092033)

Decision: 

The document was agreed.



S3-092034
33.402 R9 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092242.



S3-092242
33.402 R9 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

(Replaces S3-092034)

Decision: 

The document was agreed.



S3-092035
33.402 R8 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092243.



S3-092243
33.402 R8 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

(Replaces S3-092035)

Decision: 

The document was agreed.



S3-092036
33.102 R9 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092244.



S3-092244
33.102 R9 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

(Replaces S3-092036)

Decision: 

The document was agreed.



S3-092037
33.102 R8 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092245.



S3-092245
33.102 R8 CR: Replacing KDF definition with a reference





Source: Ericsson, ST-Ericsson

(Replaces S3-092037)

Decision: 

The document was agreed.



S3-092039
33.224 DISC: Key types used by GPL_U and GPL_ME





Source: Ericsson, ST-Ericsson

Discussion: 

BT suggested changing proposal 3 to should; this was later withdrawn as a request. Gemalto objected to postponing the work on GPL_U to Rel-9, as this had been agreed in previous meetings.

Proposals 1 to 4 were endorsed.

The proposal to move it to Release 10 was not endorsed.

Decision: 

The document was endorsed.



S3-092057
GPL_U solution





Source: Gemalto, Giesecke&Devrient, Sagem-Orga

Abstract: 

Discussion paper on GPL_U solution

Decision: 

The document was noted.



S3-092060
CR to 33.224 on GPL_U





Source: Gemalto, Giesecke&Devrient, Sagem-Orga

Abstract: 

CR to TS 33.224 on GPL_U

Decision: 

The document was revised to S3-092248.



S3-092248
CR to 33.224 on GPL_U





Source: Gemalto, Giesecke&Devrient, Sagem-Orga

(Replaces S3-092060)

Decision: 

The document was withdrawn.



S3-092041
33.224 CR: Key types used by GPL_U and GPL_ME





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092249.



S3-092249
33.224 CR: Key types used by GPL_U and GPL_ME





Source: Ericsson, ST-Ericsson

(Replaces S3-092041)

Decision: 

The document was withdrawn.



S3-092042
33.224 DISC: On inband download of GPL_U protocol entities





Source: Ericsson, ST-Ericsson

Discussion: 

The first and second proposals were endorsed.

Decision: 

The document was endorsed.



S3-092043
33.223 R9 CR: Registration of GPL capabilities





Source: Ericsson, ST-Ericsson

Discussion: 

It was recognized that the CT4 specification is impacted by this.

Decision: 

The document was revised to S3-092250.



S3-092250
33.223 R9 CR: Registration of GPL capabilities





Source: Ericsson, ST-Ericsson

(Replaces S3-092043)

Decision: 

The document was agreed.



S3-092045
33.224 CR: General corrections





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092251.



S3-092251
33.224 CR: General corrections





Source: Ericsson, ST-Ericsson

(Replaces S3-092045)

Decision: 

The document was agreed.



6.7
WLAN interworking

6.8
Multimedia broadcast/multicast service (MBMS)

S3-092075
33.246 CR: Impacts of EPS to MBMS security





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092252.



S3-092252
33.246 CR: Impacts of EPS to MBMS security





Source: Ericsson, ST-Ericsson

(Replaces S3-092075)

Decision: 

The document was agreed.



6.9
SAE/LTE security

S3-092162
CR to 33.401 on key calculation at idle mobility from E-UTRAN to UTRAN/GERAN (Rel-8)





Source: Qualcomm Europe

Discussion: 

The FC values have to be amended in the Dublin meeting.

Decision: 

The document was agreed.



S3-092163
CR to 33.401 on key calculation at idle mobility from E-UTRAN to UTRAN/GERAN (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was agreed.



S3-092025
33.401 CR: EPS NAS security context storage (Rel-8)





Source: Ericsson, ST-Ericsson

Discussion: 

Decision: 

The document was revised to S3-092164.



S3-092026
33.401 CR: EPS NAS security context storage (Rel-9)





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092165.



S3-092027
33.401 R9 CR: Correction of ECM states





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092159.



S3-092164
33.401 CR: EPS NAS security context storage (Rel-8)





Source: Ericsson, ST-Ericsson

(Replaces S3-092025)

Decision: 

The document was agreed.



S3-092165
33.401 CR: EPS NAS security context storage (Rel-9)





Source: Ericsson, ST-Ericsson

(Replaces S3-092026)

Decision: 

The document was agreed.



S3-091995
Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer





Source: NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks.

Discussion: 

Huawei suggested that the new text in 6.1.4 should be in reality in 6.1.5; NSN suggested it should be replicated in 6.1.5. Qualcomm suggested that the 6.1

Decision: 

The document was revised to S3-092166.



S3-092166
Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer





Source: NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks.

(Replaces S3-091995)

Decision: 

The document was agreed.



S3-091996
Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer (Rel-9)





Source: NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-092167.



S3-092167
Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer (Rel-9)





Source: NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-091996)

Decision: 

The document was agreed.



S3-091998
Clarification for EPS security contexts in context response message





Source: Huawei

Discussion: 

NSN suggested that CT4 should address the mismatches spotted by Huawei. It was agreed; if this approach is successful then the CR is not necessary.

Decision: 

The document was noted.



S3-091999
Clarification for EPS security contexts in context response message (R9)





Source: Huawei

Decision: 

The document was noted.



S3-091913
LS on inter PLMNs handover





Source: C1-094652

Discussion: 

NEC presented the LS.

Decision: 

The document was noted.



S3-092154
Reply LS on inter PLMNs handover





Source: S2-096387

Decision: 

The document was noted.



S3-091922
Reply LS to C1-094652 = R2-096231 on inter PLMNs handover





Source: R2-096277

Decision: 

The document was noted.



S3-092147
Response LS on CS Inter-PLMN Handover





Source: C1-095733

Decision: 

The document was noted.



S3-092155
LS on emergency attach in a shared LTE network





Source: S2-096386

Decision: 

The document was noted.



S3-092149
LS on Network sharing and stand alone Authentication procedure





Source: C1-095748

Decision: 

The document was noted.



S3-092148
LS on emergency attach in a shared LTE network





Source: C1-095744

Decision: 

The document was noted.



S3-091923
LS on restriction for execution of security procedure(s) before completion of TAU Procedure





Source: R2-096278

Decision: 

The document was noted.



S3-092111
PLMN Confusion during EPS-AKA





Source: Qualcomm Europe

Abstract: 

The contribution proposes inserting the PLMN information in the AKA to address the issues above.

Decision: 

The document was noted.



S3-092078
Response to LSs Inter-RAT handover (CT1) and AKA after TAU (RAN2)





Source: NEC Corporation

Abstract: 

In this document we set the stage for response to LSs from RAN2 (R2-096278) and CT1 (C1-094652).

Decision: 

The document was noted.



S3-091993
Clarifications to context handling in IRAT handover and Conditions on TAU and NAS SMC in the context of inter-RAT handovers and network sharing scenarios





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-092168
Reply LS on PLMN confusion during EPS-AKA





Source: current meeting (Qualcomm)

Decision: 

The document was approved.



S3-092119
Replace S3-091967 CR to 33401 NCC Initialization (R8)





Source: ZTE Corporation

Discussion: 

NSN asked why it is deleted the part about the UE computing the NH; ZTE replied that in the first step this is not necessary as it would create duplication, but a Note can be inserted that in later stages the UE can indeed do these computations. NSN asked in this case why it is not done for the MME in that case.

ZTE explained that in the beginning the NCC is not sent. There can be a misalignment in this case.

Some offline discussion must be done to reword the CR, but it is only necessary for Release 9; ZTE suggested that this has impact to stage 3 and Rel-8 would also be necessary. This was agreed, but the Release 8 version will not contain the remaining computation changes.

Decision: 

The document was revised to S3-092169.



S3-092120
Replace S3-091968 CR to 33401 NCC Initialization (R9)





Source: ZTE Corporation

Decision: 

The document was revised to S3-092170.



S3-092169
Replace S3-091967 CR to 33401 NCC Initialization (R8)





Source: ZTE Corporation

(Replaces S3-092119)

Decision: 

The document was agreed.



S3-092170
Replace S3-091968 CR to 33401 NCC Initialization (R9)





Source: ZTE Corporation

(Replaces S3-092120)

Decision: 

The document was agreed.



S3-092050
33.401 R8 CR: Correcting A.11





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-092052
33.401 R9 CR: Correcting A.11





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-091942
Licence Policy for EEA3 and EIA3





Source: CATR, China Mobile

Decision: 

The document was noted.



S3-092028
33.401 R8 CR: Correction of ECM states





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092160.



S3-092146
LS on integrity protection of messages that alter CSG list





Source: C1-095709

Discussion: 

It was discussed that null integrity protection could allow changing the CSG and allow for making free calls; Orange pointed out that a reject message should never be received for regulatory purposes; Vodafone suggested this depends on country, operator policy etc. Some offline discussion has to take place, but no immediate action is necessary.

Decision: 

The document was noted.



S3-092159
33.401 R9 CR: Correction of ECM states





Source: Ericsson, ST-Ericsson

(Replaces S3-092027)

Decision: 

The document was revised to S3-092174.



S3-092160
33.401 R8 CR: Correction of ECM states





Source: Ericsson, ST-Ericsson

(Replaces S3-092028)

Decision: 

The document was revised to S3-092175.



S3-092174
33.401 R9 CR: Correction of ECM states





Source: Ericsson, ST-Ericsson

(Replaces S3-092159)

Decision: 

The document was agreed.



S3-092175
33.401 R8 CR: Correction of ECM states





Source: Ericsson, ST-Ericsson

(Replaces S3-092160)

Decision: 

The document was agreed.



S3-092087
Concurrency of inter-MME handovers and NAS downlink messages (Rel-8)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-092176.



S3-092088
Concurrency of inter-MME handovers and NAS downlink messages (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-092177.



S3-092176
Concurrency of inter-MME handovers and NAS downlink messages (Rel-8)





Source: Qualcomm Europe

(Replaces S3-092087)

Decision: 

The document was agreed.



S3-092177
Concurrency of inter-MME handovers and NAS downlink messages (Rel-9)





Source: Qualcomm Europe

(Replaces S3-092088)

Decision: 

The document was agreed.



S3-092089
Concurrency of inter-RAT handovers and NAS SMC procedure (Rel-8)





Source: Qualcomm Europe

Decision: 

The document was agreed.



S3-092090
Concurrency of inter-RAT handovers and NAS SMC procedure (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was agreed.



S3-092129
33.401 R8 CR: proposed update of S3-091821





Source: Ericsson, ST-Ericsson

Discussion: 

Some rewording of the CR is necessary.

Decision: 

The document was revised to S3-092178.



S3-092130
33.401 R9 CR: proposed update of S3-091822





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092179.



S3-092178
33.401 R8 CR: proposed update of S3-091821





Source: Ericsson, ST-Ericsson

(Replaces S3-092129)

Decision: 

The document was agreed.



S3-092179
33.401 R9 CR: proposed update of S3-091822





Source: Ericsson, ST-Ericsson

(Replaces S3-092130)

Decision: 

The document was agreed.



S3-091908
Reply LS on INTER RAT HANDOVER INFO during inter-RAT PS Handover





Source: GP-091745

Decision: 

The document was noted.



S3-092038
Not resetting START to 0 (Rel-8).





Source: Nokia, Nokia Siemens Networks

Discussion: 

25.331 must be checked; Qualcomm had some questions in regard.

Decision: 

The document was revised to S3-092246.



S3-092246
Not resetting START to 0 (Rel-8).





Source: Nokia, Nokia Siemens Networks

(Replaces S3-092038)

Decision: 

The document was agreed.



S3-092040
Not resetting START to 0 (Rel-9).





Source: Nokia, Nokia Siemens Networks

Decision: 

The document was revised to S3-092247.



S3-092247
Not resetting START to 0 (Rel-9).





Source: Nokia, Nokia Siemens Networks

(Replaces S3-092040)

Decision: 

The document was agreed.



S3-091914
LS on preventing UTRA to EUTRA handover for USIM-less UE





Source: R2-096245

Discussion: 

The group discussed the proposed solution in 2.3. BT asked what would happen with A5/4; it was replied that the USIM would be present in that case.

It was decided that the probability of identification reasonably high; in the second bullet, there is extremely low probability of false results.

Decision: 

The document was replied to.



S3-092180
Reply to: LS on preventing UTRA to EUTRA handover for USIM-less UE





Source: current meeting

Decision: 

The document was approved.



S3-092012
CR SIM User HO to EUTRAN





Source: Huawei

Decision: 

The document was revised to S3-092181.



S3-092181
CR SIM User HO to EUTRAN





Source: Huawei

(Replaces S3-092012)

Decision: 

The document was agreed.



S3-092048
33.401 R9 CR: Correction of interworking between GERAN and E-UTRAN





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092183.



S3-092183
33.401 R9 CR: Correction of interworking between GERAN and E-UTRAN





Source: Ericsson, ST-Ericsson

(Replaces S3-092048)

Decision: 

The document was agreed.



S3-092011
CR Key Replacement Clarification in USIM when interworking





Source: Huawei

Decision: 

The document was revised to S3-092184.



S3-092184
CR Key Replacement Clarification in USIM when interworking





Source: Huawei

(Replaces S3-092011)

ACTION:
Check Kc issue for the next meeting

(action on: Huawei )

Decision: 

The document was agreed.



S3-092105
CR Key Replacement Clarification in USIM when interworking  (R9)





Source: Huawei, NEC

Decision: 

The document was revised to S3-092185.



S3-092185
CR Key Replacement Clarification in USIM when interworking  (R9)





Source: Huawei, NEC

(Replaces S3-092105)

Decision: 

The document was agreed.



S3-092091
Alignment of Context modifications behaviour (Rel-8)





Source: Qualcomm Europe

Discussion: 

Some typos have to be corrected; also EPS has to be added in UE security capabilities.

Decision: 

The document was revised to S3-092186.



S3-092186
Alignment of Context modifications behaviour (Rel-8)





Source: Qualcomm Europe

(Replaces S3-092091)

Decision: 

The document was agreed.



S3-092092
Using P-TMSI signature when attaching to SGSN using a GUTI (Rel-9)





Source: Qualcomm Europe

Discussion: 

NSN suggested this is more of an addition of a feature. Ericsson suggested that in 33.102 there is a contradicting statement; this must be checked.

Decision: 

The document was revised to S3-092187.



S3-092187
Using P-TMSI signature when attaching to SGSN using a GUTI (Rel-9)





Source: Qualcomm Europe

(Replaces S3-092092)

Decision: 

The document was agreed.



S3-092015
CR Kc Derivation Clarification When Interworking





Source: Huawei

Discussion: 

Deutsche Telekom suggested that some more clarification on the intention should be given; the Chairman suggested the existing text already suggests that Kc128 is derived if necessary.

It was decided that some clarification on the "if necessary" should be done.

Decision: 

The document was revised to S3-092188.



S3-092188
CR Kc Derivation Clarification When Interworking





Source: Huawei

(Replaces S3-092015)

Decision: 

The document was agreed.



S3-092106
CR Security interworking between E-UTRAN and GERAN in 128-bit encryption





Source: Huawei, Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092188.



S3-092108
Proposed update of S3-091832: Key-Chaining issue in I-RAT handover to UTRAN





Source: Qualcomm Europe

Discussion: 

A Note must be added; HO failure case must be clarified.

Decision: 

The document was revised to S3-092189.



S3-092189
Proposed update of S3-091832: Key-Chaining issue in I-RAT handover to UTRAN





Source: Qualcomm Europe

(Replaces S3-092108)

Decision: 

The document was agreed.



S3-092109
Proposed update of S3-091833: Key-Chaining issue in I-RAT handover to UTRAN





Source: Qualcomm Europe

Decision: 

The document was revised to S3-092190.



S3-092190
Proposed update of S3-091833: Key-Chaining issue in I-RAT handover to UTRAN





Source: Qualcomm Europe

(Replaces S3-092109)

Decision: 

The document was agreed.



S3-092153
LS on CR Optimized Key-Chaining issue in I-RAT handover to UTRAN





Source: R3-092638

ACTION:
Develop emergency section in 33.402 to remove Editor's Note

(action on: Alec Brusilovsky)

Decision: 

The document was noted.



S3-092171
Reply LS on Emergency Call Support Indication on BCCH





Source: R3-093339

Decision: 

The document was noted.



S3-092172
Reply LS on Inter-PLMN Handover





Source: R3-093403

Decision: 

The document was noted.



S3-092029
Correction of Clauses B.0 and B.2.1 for emergency calls





Source: Ericsson, ST-Ericsson, Alcatel-Lucent, Qualcomm

Decision: 

The document was revised to S3-092229.



S3-092229
Correction of Clauses B.0 and B.2.1 for emergency calls





Source: Ericsson, ST-Ericsson, Alcatel-Lucent, Qualcomm

(Replaces S3-092029)

Decision: 

The document was agreed.



S3-092044
Security considerations for emergency sessions in SRVCC





Source: Nokia Corporation, Nokia Siemens Networks, ZTE

Decision: 

The document was agreed.



S3-092046
33.401 R9 CR: Authentication failure during emergency call





Source: Ericsson, ST-Ericsson

Discussion: 

NSN suggested that for no integrity, replay protection had been decided that is not provided; this was agreed and a note will be added.

Some typos must also be corrected.

Decision: 

The document was revised to S3-092191.



S3-092191
33.401 R9 CR: Authentication failure during emergency call





Source: Ericsson, ST-Ericsson

(Replaces S3-092046)

Decision: 

The document was agreed.



S3-092142
Reply LS on emergency attach in a shared LTE network





Source: R2-097461

Decision: 

The document was noted.



S3-092049
Delete the derived CK keys in the MSC server enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in SRVCC





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Ericsson asked why this does not occur for PS; Nokia replied that it is not clear if this situation is valid for PS.

Decision: 

The document was revised to S3-092192.



S3-092192
Delete the derived CK keys in the MSC server enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in SRVCC





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-092049)

Decision: 

The document was agreed.



S3-092143
LS to SA3 on key invalidation following SR-VCC failure





Source: R2-097508

Decision: 

The document was replied to.



S3-092193
Reply to: LS to SA3 on key invalidation following SR-VCC failure





Source: current meeting

Decision: 

The document was approved.



S3-092051
Delete the existing CS keys in the MSC enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in HSPA SRVCC





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-092194.



S3-092194
Delete the existing CS keys in the MSC enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in HSPA SRVCC





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-092051)

Decision: 

The document was agreed.



S3-091924
Reply LS to S3-091113 = R2-093653 on security aspects on Relay-node type 1





Source: R2-096287

Decision: 

The document was noted.



S3-092173
LS on Un interface security for Relay Architecture in LTE-Advanced





Source: R3-093386

Discussion: 

BT asked if the relay node will be static or nomadic/vehicle mounted; it was clarified that the LS suggests that static is the first objective but other scenarios are envisaged.

BT suggested the contrasting views between the Huawei and Qualcomm papers are similar to the M2M ones; Gemalto asked not to mix the two issues.

It was agreed to send a reply stating that there is one identified issue (removable token), and that there could be more issues.

Decision: 

The document was replied to in S3-092195.



S3-092197
LS on Un interface security for Relay Architecture in LTE-Advanced





Source: R3-093386

(Replaces S3-092173)

Discussion: 

BT asked if the relay node will be static or nomadic/vehicle mounted; it was clarified that the LS suggests that static is the first objective but other scenarios are envisaged.

BT suggested the contrasting views between the Huawei and Qualcomm papers are similar to the M2M ones; Gemalto asked not to mix the two issues.

It was agreed to send a reply LS stating that some issues raised but SA3 cannot get consensus. SA3 would therefore need more study and discussion.

Decision: 

The document was replied to.



S3-092195
Reply to: LS on Un interface security for Relay Architecture in LTE-Advanced





Source: current meeting

Abstract: 

v2

Decision: 

The document was approved.



S3-092110
Security discussion on Alt 4 Relay Architecture





Source: Qualcomm Europe

Decision: 

The document was noted.



S3-092122
Comments to S3-092110, Security discussion on Alt 4 Relay Architecture





Source: Huawei

Decision: 

The document was noted.



S3-091994
Clarifications to context handling in IRAT handover and Conditions on TAU and NAS SMC in the context of inter-RAT handovers and network sharing scenarios (Rel-9)





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



6.10
Key establishment 

No input at this meeting.
6.11
Security aspects of Home (e)NodeB

S3-091921
33.320 v1.1.1 (editHelp cleanup)





Source: MCC

Decision: 

The document was noted.



S3-092102
CR to 33.820 on storage of CSG Lists and CSG Type in USIM of UE





Source: Gemalto

Abstract: 

Update version of CR presented during Sophia Antipolis ad-hoc meeting

Discussion: 

Qualcomm suggested that there should not be quotes from other deliverables, just references; it was agreed to put the version number in the reference.

Decision: 

The document was revised to S3-092196.



S3-092196
CR to 33.820 on storage of CSG Lists and CSG Type in USIM of UE





Source: Gemalto

(Replaces S3-092102)

Decision: 

The document was agreed.



S3-091971
CR to TR33.820 Transfer RIM of Software





Source: ZTE Corporation

Decision: 

The document was noted.



S3-091972
CR to TR33.820 Transfer RIM of Hardware Information





Source: ZTE Corporation

Decision: 

The document was noted.



S3-091975
Some analysis to TR-069 when it is used to protect software download





Source: ZTE Corporation

Discussion: 

Airvana and NSN suggested that the proposed contributions address issues that are not really problems.

On the SW module versions, Qualcomm suggested that the vulnerability is independent of the download method.

Huawei (Rapporteur) proposed inserting the proposal to the TR; Airvana suggested that only valid proposals should be contained in this deliverable. Deutsche Telekom suggested that there is a similar solution in the TR, and there would be no merit to include this in the TR. Huawei suggested this is a possible solution and could be contained. Vodafone and Orange did not support the contribution.

It was agreed to hold an email discussion on the first problem in 1975; ZTE suggested it would be necessary to discuss all four of them. This was agreed. The Rapporteur will chair this discussion.

Timeline:

- 21 Dec: deadline for comments;

- 24 Dec: comments are incorporated;

- 6 Jan: comments to new version;

- 8 Jan: final version is out.

Decision: 

The document was sent for email discussion.



S3-091974
Comparison for SW Download Protection Methods





Source: ZTE Corporation

Decision: 

The document was noted.



S3-091969
Re-locking of H(e)NB Location





Source: ZTE Corporation

Discussion: 

NSN suggested there is pertinent work in SA5 and SA3 should await discussions and results with the BBF on the datamodel. 

The requirement to H(e)NB location's re-locking has been accepted. The default factory reset of H(e)NB at every turn is unacceptable.

It was suggested that the solution has a mandatory element the CLF (described in TISPAN), which is not mandated in 3GPP.

Decision: 

The document was noted.



S3-091970
CR to 33820 Additional Description to The Re-locking of H(e)NB Location





Source: ZTE Corporation

Decision: 

The document was noted.



S3-091945
Making ipsec tunnel optional with physical secure link scenario in system architecture of H(e)NB





Source: China Mobile

Decision: 

The document was revised to S3-092182.



S3-092182
Making ipsec tunnel optional with physical secure link scenario in system architecture of H(e)NB





Source: China Mobile

(Replaces S3-091945)

Discussion: 

There was some discussion on attacks on optical fibres. CMCC clarified that the scenario envisages the ownership of the fibre by the operator, and so a trusted environment. The Chairman suggested considering that the link is secure.

Deutsche Telekom suggested not limiting the link to PON, but to any secure technology.

There was no support for the contribution; more offline discussion is necessary.

Decision: 

The document was revised to S3-092208.



S3-092208
Making ipsec tunnel optional with physical secure link scenario in system architecture of H(e)NB





Source: China Mobile

(Replaces S3-092182)

Decision: 

The document was revised to S3-092253.



S3-092253
Making ipsec tunnel optional with physical secure link scenario in system architecture of H(e)NB





Source: China Mobile

(Replaces S3-092208)

Decision: 

The document was approved.



S3-092098
pCR for TS 33.320 on removal of HPM from H(e)NB





Source: Airvana, Nokia Corporation, Nokia Siemens Networks

Abstract: 

This contribution proposes the addition of text on handling of the removal of an HPM from the H(e)NB. This text shall be added to the requirements on H(e)NB in clause 4.4.2.  In addition the void clause 6.2 is proposed to be deleted.

Discussion: 

The wording of the contribution was discussed as it seems that when the HPM is removed the connection could stay up momentarily in the present contribution.

It was agreed that the requirement is acceptable but the case of insertion of the HPM must be considered.

Decision: 

The document was approved.



S3-092005
pCR to TS 33.320: Resolution of editor’s note in 4.4.2





Source: Qualcomm Europe, Telecom Italia, Airvana, Nokia Corporation, Nokia Siemens Networks

Abstract: 

This contribution proposes a resolution the editor’s note in section 4.4.2.

Discussion: 

There was an NSN objection to 5.2 concerning "part of". All other changes were accepted.

Decision: 

The document was approved with modifications.



S3-092198
pCR to TS 33.320: device authentication and mutual authentication in 5.2





Source: Qualcomm Europe, Telecom Italia, Airvana, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-091959
pCR on 5.1 for TS 33.320





Source: InterDigital Communications Corporation

Decision: 

The document was revised to S3-092199.



S3-092199
pCR on 5.1 for TS 33.320





Source: InterDigital Communications Corporation

(Replaces S3-091959)

Decision: 

The document was approved.



S3-091958
pCR on 6.1 for TS 33.320





Source: InterDigital Communications Corporation

Discussion: 

It was agreed to delete the first sentence and keep the second one.

Decision: 

The document was revised to S3-092201.



S3-092201
pCR on 6.1 for TS 33.320





Source: InterDigital Communications Corporation

(Replaces S3-091958)

Decision: 

The document was approved.



S3-092086
pCR on 6.2 for TS 33.320





Source: InterDigital Communications Corporation

Discussion: 

Moved to the validation offline session as related to 1949.

Decision: 

The document was noted.



S3-092107
pCR H(e)NB Device ID and HPM ID binding





Source: Huawei

Discussion: 

Huawei clarified that the contribution does not mandate the HPM. Qualcomm suggested that if the removal of the HPM means that the device disconnects, it would be impractical to put in place such a mechanism.

It was decided that for Release 9 it is not possible to add something, but this can be envisaged for Release 10. It was noted that there has been received no reply from SA5.

Subsequently it was decided that there can be an offline discussion on this.

Decision: 

The document was noted.



S3-092202
pCR H(e)NB Device ID and HPM ID binding





Source: NTT Docomo, Orange
(Replaces S3-092107)

Discussion: 

NSN objected that the mechanisms proposed were new; the contribution will need to be resubmitted next meeting because of time constraints for reviewing the proposal. The title for 6.2 stays in the TS.

It was agreed for the content of 6.2 to stay empty; the content is to be discussed in the next meeting.

Decision: 

The document was noted.



S3-091931
pCR to TS33.320 -  Annex A Clarifications





Source: Alcatel-Lucent

Abstract: 

IDr payload is mandatory payload in IKE_AUTH response message. Text and figure in the Annex A.1 are modified accordingly.   

Discussion: 

The changes 1 to 3 in the first and 1 to 5 in the second were agreed; the rest of the contribution was taken offline.

Decision: 

The document was obsoleted by 2010.



S3-091961
pCR Cleaning up clock protection section in TS33.320





Source: Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm

Discussion: 

Offline discussion in conjunction with 2127 commenting paper.

Decision: 

The document was noted.



S3-092127
comments to S3-091961





Source: Huawei

Decision: 

The document was revised to S3-092256.



S3-092256
comments to S3-091961





Source: Huawei

(Replaces S3-092127)

Decision: 

The document was approved.



S3-091937
pCR to TS 33.320: Resolution of editor’s notes in section 8.1





Source: Qualcomm Europe, Airvana, Nokia Corporation, Nokia Siemens Networks

Abstract: 

This contribution proposes a resolution to the editor’s notes in section 8.1.

Decision: 

The document was approved.



S3-092009
pCR H(e)NB TS Emergency Call Handling





Source: Huawei

Decision: 

The document was revised to S3-092204.



S3-092204
pCR H(e)NB TS Emergency Call Handling





Source: Huawei

(Replaces S3-092009)

Decision: 

The document was approved.



S3-092101
pCR for TS 33.320 on Security Aspects of Emergency Call Handling





Source: Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm

Discussion: 

It was agreed that it is preferable not to report text from other specifications as this is subject to changes. It was agreed to draft an LS to RAN3.

Decision: 

The document was noted.



S3-092205
LS to RAN3 on H(e)NB Emergency Call Handling





Source: Huawei

Decision: 

The document was approved.



S3-092097
pCR for TS 33.320 on TLS ciphersuite clarification





Source: Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm

Abstract: 

This contribution proposes the addition of text to the TLS profiling in clause 8.3.4.

Discussion: 

Huawei suggested that the first change would be sufficient; NSN replied that there is a second RC4 suite that could be used; the second sentence was agreed to be changed to "shall" to avoid confusion. It was also rephrased that in particular RSA_WTIH_RC4_128_SHA shall not be mandatory, to further clarify the phrase.

ACTION:
Bring CR on 33.310 on TLS cipher suites

(action on: Colin Blanchard / due by: )

Decision: 

The document was approved with modifications.



S3-092141
pCR for TS 33.320 on IKE and TLS certificates wrt H(e)NB unique ID and HTTPS alignment (update of S3-092103)





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-092135
pCR on TS 33.320 on certificate checking of the H(e)NB, SeGW and H(e)MS certificates (update S3-092114)





Source: Airvana, Motorola, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Deutsche Telekom asked why it is necessary to have two different methods. NSN suggested that OCSP is mandatory to implement but optional to use. Orange supported the mandatory CRL implementation and preferred the 2137 proposal as it is using only one protocol.

NSN suggested that OCSP should not be used for authorization, but only for revocation. Qualcomm suggested 2137 requires less signaling; Airvana suggested 2137 treats authorization failure and revocation condition in the same way; Qualcomm suggested the reaction to the two should be the same; NSN suggested conceptually authorization is a separate issue that can depend on subscriber management.

It was specified that authorization is not defined how to be handled by OCSP; Deutsche Telekom suggested, however, that for an operator authorization management is fundamental. Airvana suggested using the H(e)MS for these issues; Orange replied that this element is not always owned by the operator and there is no authorization enforced at all by this element.

Motorola suggested that authorization adoperates a AAA server usually, using a whitelist.

It was proposed sending an LS to SA5; Orange suggested that this is not a maintenance issue; the Chairman suggested that both solutions work and would require a AAA server so an external opinion would be necessary. BT preferred 2137 as a solution as closer to the WLAN 33.234 specification.

Consensus could not be reached. Qualcomm proposed selecting OCSP for the revocation and deciding later for authorization. NSN suggested that CRL would be preferable.

The H(e)NB method of checking the revocation status could be agreed as it is the same in the two contributions. On the SeGW side it was proposed that implementation of both methods could be optional as a way forward.

Decision: 

The document was revised to S3-092206.



S3-092137
pCR to TS 33.320: Certificate revocation checking and H(e)NB authorization





Source: Qualcomm Europe, Deutsche Telekom

Abstract: 

replaces 2133, which has the wrong TDoc number.

Decision: 

The document was revised to S3-092206.



S3-092206
pCR on TS 33.320 on certificate checking of the H(e)NB, SeGW and H(e)MS certificates (update S3-092114)





Source: Qualcomm, Deutsche Telekom, Airvana, Motorola, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-092135)

Decision: 

The document was approved.



S3-092020
pCR H(e)NB Software Update Verification





Source: Huawei

Decision: 

The document was noted.



S3-091973
PCR to TR33.320 Protection of SW Download





Source: ZTE Corporation

Decision: 

The document was noted.



S3-092151
LS on multiple IPSec Tunnels for “dual-mode” femto





Source: S5-094198

Discussion: 

Deutsche Telekom clarified that two tunnels would be useful for security purposes in case different tunnels end in different elements, but this could work also in a one-tunnel scenario. NSN asked if the SA5 question is due to a functional requirement or a security one.

It was decided that from the security point of view neither option causes difficulties.

Telecom Italia suggested there is no requirement for a dual-mode femto and this could cause problems to operator; Orange suggested a dual mode femto would cause issues such as impossibility to detect cloning detection.

Decision: 

The document was replied to.



S3-092207
Reply to: LS on multiple IPSec Tunnels for “dual-mode” femto





Source: current meeting

Decision: 

The document was approved.



S3-092113
H(e)NB and eNB IP Offload - A proposal for an Option 4 - IP Offload at the ME using IEEE 802.11





Source: BT Group, Research In Motion UK Limited

Abstract: 

The increased popularity of smart ME’s and the populatory of dongle usage in Home PC’s and laptops have resulted in a tremendous growth in mobile data traffic over the last year. So much so, those mobile network operators are now “dusting off” their plans to upgrade their radio infrastructure to support this increase in demand. The result has been that rather than to expand the macro cell capacity, mobile network operators are looking to expand using Home Base Stations or Femto cells and taking advantage of  a fixed network operators broadband network ( Fibre or ADSL) which can carry the data at a lower cost in the core, than can the mobile operators. The 3 offload options being considered by the industry are described and some of the limitations discussed. A proposal for an Option 4 – “IP Offload at the ME using IEEE 802.11 (WLAN)” is presented together with its claimed advantages. The advantages and disadvantage of the three possibilities for securing the offloaded traffic are discussed and the standardisation work needed to implement them.  SA3 are asked to consider and agree the inclusion of this 4th option for IP offload and agree the necessary standardisation work to secure the offloaded traffic. Securing this offloaded traffic, should also include the possibilities of network based Child Protection, Anti-virus and Malicious URL detection, as well as authentication and confidentially and integrity protection of the offloaded IP traffic  

ACTION:
Send input on IP offload at the ME using 802.11 to BT

(action on: All / due by: )

Decision: 

The document was revised to S3-092123.



S3-092123
H(e)NB and eNB IP Offload - A proposal for an Option 4 - IP Offload at the ME using IEEE 802.11 ( replaces S3-092113)





Source: BT Group, Research In Motion UK Limited, Verisign Inc.

(Replaces S3-092113)

Abstract: 

(replaces S3-092113 - addition of co-signers and correction to order of options to match diagram)    The increased popularity of smart ME’s and the popularity of dongle usage in Home PC’s and laptops have resulted in a tremendous growth in mobile data traffic over the last year. So much so, those mobile network operators are now “dusting off” their plans to upgrade their radio infrastructure to support this increase in demand. The result has been that rather than to expand the macro cell capacity, mobile network operators are looking to expand using Home Base Stations or Femto cells and taking advantage of  a fixed network operators broadband network ( Fibre or ADSL) which can carry the data at a lower cost in the core, than can the mobile operators. The 3 offload options being considered by the industry are described and some of the limitations discussed. A proposal for an Option 4 – “IP Offload at the ME using IEEE 802.11 (WLAN)” is presented together with its claimed advantages. The advantages and disadvantage of the initial three possibilities for securing the offloaded traffic are discussed and the standardisation work needed to implement them.  SA3 are asked to consider and agree the inclusion of this 4th option for IP offload and agree the necessary standardisation work to secure the offloaded traffic. Securing this offloaded traffic, should also include the possibilities of network based Child Protection, Anti-virus and Malicious URL detection, as well as authentication and confidentially and integrity protection of the offloaded IP traffic  

Discussion: 

The Chairman suggested that the first action is competence of SA2. BT agreed and suggested that this would be presented to SA2.

Decision: 

The document was noted.



S3-091946
CR & pCR TR33.820: threat analysis of Semi-Autonomous Validation





Source: InterDigital Communications Corporation

Abstract: 

this CR is made on top of approved (but not yet incorporated) S3-091849 (CR046)

Decision: 

The document was revised to S3-092210.



S3-092210
CR & pCR TR33.820: threat analysis of Semi-Autonomous Validation





Source: InterDigital Communications Corporation

(Replaces S3-091946)

Decision: 

The document was agreed.



S3-091947
CR TR33.820 changes to section 7.5.2.4





Source: InterDigital Communications Corporation

Decision: 

The document was revised to S3-092211.



S3-092211
CR TR33.820 changes to section 7.5.2.4





Source: InterDigital Communications Corporation

(Replaces S3-091947)

Decision: 

The document was agreed.



S3-091948
CR TR33.820 section 7.5.3.5 SAV Feasibility Study





Source: InterDigital Communications Corporation

Abstract: 

results of feasibility study into Semi Autonomous Validation

Decision: 

The document was revised to S3-092212.



S3-092212
CR TR33.820 section 7.5.3.5 SAV Feasibility Study





Source: InterDigital Communications Corporation

(Replaces S3-091948)

Decision: 

The document was agreed.



S3-091949
CR TR33.820: section 7.6 Distress Indication





Source: InterDigital Communications Corporation

Decision: 

The document was revised to S3-092213.



S3-092213
CR TR33.820: section 7.6 Distress Indication





Source: InterDigital Communications Corporation

(Replaces S3-091949)

Decision: 

The document was agreed.



S3-091960
H(e)NB Device Remediation Discussion





Source: Airvana

Decision: 

The document was noted.



S3-092022
CR TR33.820 Hybrid Validation Questionnaire





Source: Huawei

Discussion: 

There were several comments on 6, 5.1, 4.4, 2.2 and 3.2. The rest of the contribution was agreed. Huawei agreed to the comments that Airvana made on 4.4 and 6 that a new interface is needed. In 3.2 NSN asked to add a sentence that only errors after SAV may be reported; this was agreed. IDC suggested that a threat analysis is already present in 1849.

Decision: 

The document was revised to S3-092216.



S3-092216
CR TR33.820 Hybrid Validation Questionnaire





Source: Huawei

(Replaces S3-092022)

Decision: 

The document was agreed.



S3-091950
CR TR33.820 section 8.3





Source: InterDigital Communications Corporation

Decision: 

The document was noted.



S3-092100
pCR for TS 33.320 on resolution of editor’s notes on notify payload





Source: Nokia Corporation, Nokia Siemens Networks, Qualcomm

Discussion: 

It was proposed to make the next about the notify payload informative and present this as an example. This was agreed.

Decision: 

The document was revised to S3-092217.



S3-092217
pCR for TS 33.320 on resolution of editor’s notes on notify payload





Source: Nokia Corporation, Nokia Siemens Networks, Qualcomm

(Replaces S3-092100)

Decision: 

The document was approved.



S3-092117
Comments to S3-092100





Source: InterDigital Communication Corporation, Huawei

Decision: 

The document was noted.



S3-092008
pCR Notify Payload for Device Integrity Validation





Source: Huawei

Discussion: 

It was agreed that replay protection is needed.

Decision: 

The document was noted.



S3-091938
pCR to TS 33.320: Resolution of editor’s notes on validation methods





Source: Qualcomm Europe, Airvana, Nokia Corporation, Nokia Siemens Networks

Abstract: 

This contribution proposes a resolution to the editor’s note in sections 6.1, 7.1, and 8.3.2.2.

Decision: 

The document was approved.



S3-092126
Comments to S3-091938





Source: Huawei

Discussion: 

InterDigital supported the Huawei comments. It was reminded that there is very little time left to finalize the TS and new functionalities would be difficult to be inserted. It was discussed that a new exception might be necessary.

There was some discussion on whether the reply from SA5 on distress would help in taking a decision; this is not clear, but most likely SA5 is not deciding between SAV and Hybrid. It was decided to leave such considerations for Release 10 and remove the Editor Notes, reconsidering this for Release 10, not asking another exception.

Decision: 

The document was noted.



S3-092010
pCR H(e)NB TS Authentication Call Flows





Source: Huawei

Decision: 

The document was approved without moving the call flow to normative part.



S3-092103
pCR for TS 33.320 on IKE and TLS certificates wrt H(e)NB unique ID and HTTPS alignment





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-092141.



S3-092200
new version of 33.320





Source: Rapporteur

Discussion: 

The Rapporteur will provide a first version by 25/11; comments will be provided by 1/12. A final version to go for Approval to SA will be provided by December 3.

Decision: 

The document was sent for email approval.



S3-092214
LS to SA5 on H(e)NB remediation





Source: current meeting

Decision: 

The document was approved.



6.12
Other areas

7
Studies

7.2
Protection against SMS and MMS spam

7.3
Feasibility Study on the Security Aspects of Remote Provisioning and Change of Subscription for M2M Equipment

It was agreed to send 33.812 for approval.

S3-091905
presentation of TS22.368 for information





Source: S1-093451

Decision: 

The document was noted.



S3-091910
3GPP CT6 comments on TR 33.812 v 1.5.0





Source: C6-090331

Decision: 

The document was noted.



S3-092003
pCR to TS33.812 Secure Upgrades





Source: Alcatel-Lucent, Alcatel-Lucent Shanghai Bell

Abstract: 

In some instances there may be a need to upgrade algorithms. In some other instances, there may be a need to distribute security patches to address vulnerabilities in protocols and applications that are not known at the time of installation. More generally, operators as well as M2M Application providers may discover new needs to update service and security policies over a period of time.

Discussion: 

Telecom Italia deemed the contribution out of scope for the TR. BT supported the contribution. CMCC supported the contribution except for the last addition. Gemalto did not support the contribution.

It was decided to drop the last part of the requirement and of the last addition.

Decision: 

The document was approved with modifications.



S3-092002
pCR to TS33.812 System Scalability





Source: Alcatel-Lucent Shanghai Bell, Alcatel-Lucent

Abstract: 

The high scalability system provision will contain optimized provisioning and updating procedures that have the ability to efficiently initialize and provision the M2ME, and update the M2ME device during operation that require high scalability.   Potentially Billions of M2ME device provisioning and software updates need to be considered in various aspects of M2M operation; moreover since the eco-system consists of multiple players with or without prior business or trust relationships a highly automated environment would be required. Thus any secure provisioning and update mechanism must be greatly simplified, optimized, and scalable without any compromises in security. For example, round trip times to databases or security servers may need to be minimized or eliminated but any such optimization should not come at the cost of security. 

Decision: 

The document was approved.



S3-092077
pCR Provisioning of USIMISIM by TRE/UICC





Source: ZTE Corporation

Discussion: 

Nokia suggested that there had been discussion on this issue previously and it had been decided to rule this out of the Release; Gemalto confirmed this. Vodafone also agreed with not adding more requirements.

There was no support for this contribution.

Decision: 

The document was noted.



S3-092079
pCR Change of IMSI and Key Transfer by TRE/UICC





Source: ZTE Corporation

Discussion: 

Similar discussion for 2077.

Decision: 

The document was noted.



S3-092080
pCR to 33812 one solution for IMSI change and key generated on UICC





Source: ZTE Corporation

Decision: 

The document was withdrawn.



S3-092000
pCR: Confused identifiers in M2M





Source: Alcatel-Lucent Shanghai Bell, Alcatel-Lucent

Abstract: 

For the solution Alternative 1a, there are several confused identifiers listed as following.  - PCID (Provisional Connectivity ID)  - The identity of the M2ME platform  - M2ME identity  - TRE identity  For above four identifiers, TRE identity is apparently different from other three. However, it’s confused what the relationship among PCID, M2ME identity and M2ME platform identity is. In order to make this TR more readable, it’s suggested using PCID to denote M2ME identity or M2ME platform identity.    This contribution proposes to use M2ME’s PCID to denote M2ME identity or M2ME platform identity.  

Decision: 

The document was noted.



S3-092074
PCR to 33.812: Clarifications and corrections to Alt 1





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was merged with 2001 in 2254.



S3-092001
pCR: Change of Re-provisioning using connectivity provided by old SHO





Source: Alcatel-Lucent Shanghai Bell, Alcatel-Lucent

Abstract: 

In section 5.1.3.7.4.2 of TR33.812 v.1.5.0, before installing the new MCIM originating from the new SHO, the M2ME should discard the current AVs and other MCIM credentials corresponding to the old SHO. However, before discarding the information related to the old SHO, the M2ME should notify the old SHO. In this way, the notifying messages between M2ME and the old SHO can be protected by the current AVs and then that the attackers deregisters a M2ME can be mitigated.   As for the step 13 of section 5.1.3.7.4.2, if the provisioning to the new SHO failed, the M2ME firstly reverts to the pristine state and then performs another initial provisioning phase, as defined in section 5.1.3.7.4.2.    This contribution proposes to reorder the steps 8, 9 and 10 and to add error handling in step 13.

Decision: 

The document was merged with 2074 in 2254.



S3-091964
pCR to TR33.812: Correction of OMA DM bootstrap





Source: Qualcomm Europe

Abstract: 

Some corrections to section B.2 on OMA DM bootstrap are made.

Decision: 

The document was withdrawn.



S3-092073
PCR to 33.812: Clarifications and corrections to Annex B





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-092084
PCR to 33.812: Example of potential OMA DM Management Object





Source: Ericsson, ST-Ericsson

Decision: 

The document was approved.



S3-092094
PCR to 33.812: Algorithm and Content Details





Source: Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Orange asked if AES with CBC is indeed used in MILENAGE; Telecom Italia suggested that MILENAGE should not be used with non-physical UICC. Telenor agreed with this statement.

Ericsson pointed out this is an example in a TR, it does not imply that MILENAGE should be implemented; BT proposed inserting an Editor's Note on this.

It was decided to remove MILENAGE and insert an appropriate AKA algorithm.

Decision: 

The document was approved with modifications.



S3-092099
PCR to 33.812: Example of how to use ASN.1 defined MCIM data into TRE





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-092209.



S3-092209
PCR to 33.812: Example of how to use ASN.1 defined MCIM data into TRE





Source: Ericsson, ST-Ericsson

(Replaces S3-092099)

Decision: 

The document was revised to S3-092231.



S3-092231
PCR to 33.812: Example of how to use ASN.1 defined MCIM data into TRE





Source: Ericsson, ST-Ericsson

(Replaces S3-092209)

Decision: 

The document was approved with modifications.



S3-092254
new version of TR 33.812





Source: Rapporteur

Decision: 

The document was agreed.



S3-092136
pCR on TR33.812: Evaluation of Candidate Solution Alternative 1 vs. the Use Cases





Source: Qualcomm Europe, InterDigital Communications Corporation

Abstract: 

replaces 2007, only change is a new co-signer.

Discussion: 

There was discussion on tamper resistant; Nokia suggested that there is no definition in 3GPP specifications. BT proposed some rephrasing concerning tamper resistant; Ericsson suggested moving comments concerning the trustworthiness in the conclusions clause (first change in 2134); Qualcomm supported this; this was agreed.

The changes from Sagem-Orga in the second last paragraph were accepted by Qualcomm; Telecom Italia asked to mention a new algorithm for authentication. It was agreed to insert a phrase on the need for a standardized algorithm; it was added a Note on the fact that the use of MILENAGE has been disputed.

The changes in the last paragraph were discussed; Qualcomm proposed: the use of TRE to store subscription credentials represent a change from established security procedures, which rely on the UICC; this was agreed.

Decision: 

The document was approved with modifications.



S3-092161
Revised WID: Network Improvements for Machine-Type Communication (NIMTC)





Source: Samsung, Verizon Wireless, NEC Corporation

(Replaces S3-092085)

Discussion: 

BT objected to the limited scope set by SA1/SA2.

Decision: 

The document was agreed.



S3-092132
Comment on S3-092007





Source: Sagem Orga, Giesecke & Devrient

Abstract: 

This contribution comments S3-092007.  Sagem Orga believes that Conclusion to Alternative 1 proposed by Qualcomm and BT does not cover the risks linked to TRE usage.   

Decision: 

The document was noted.



S3-092112
Updated WID: Network Improvements for Machine-Type Communications (NIMTC)





Source: China Mobile, Huawei, Sagem Orga, TeliaSonera, ZTE

Decision: 

The document was noted.



S3-091965
pCR to TR33.812: Evaluation of Alternative 2 Against Use Cases





Source: Qualcomm Europe

Abstract: 

Candidate solution 2 “UICC based solution with no remote subscription provisioning and change” is evaluated against the use cases.

Discussion: 

Telecom Italia asked for the removal of the second bullet; it was agreed to modify the bullet to limit it to some use cases, unless additional protection is provided.

There was some discussion on the first bullet. There was some rephrasing applied.

Decision: 

The document was approved with modifications.



S3-092134
Comments on S3-091965 (replaces S3-092131)





Source: Sagem Orga, Giesecke & Devrient

Abstract: 

This document replaces S3-092131 due to mistaken reference to source pCR in the file name. Content of the document remained unchanged.   This contribution comments S3-091965. Sagem Orga considers that the Conclusion in proposal of Qualcomm does not cover all aspects of Alternative 2. 

Decision: 

The document was noted.



S3-091963
pCR to TR33.812, clause 8.3, Conclusions of TR





Source: Qualcomm Europe, BT

Abstract: 

Conclusions for the TR are proposed.

Discussion: 

Concerning security concerns, this was rephrased to important ones.

It was proposed to change “may not” to “is not”.

Decision: 

The document was noted.



S3-092128
Comments on S3-091963





Source: Sagem Orga, Orange, Telecom Italia

For alternative 2, “Its security and trust level is the highest, compared to other solutions”, for alternative 1 “over all, it provides a low security level and gives rise to the greatest security concerns” and for alternative 2 “and provides a satisfactory level of security” were not accepted.

Decision: 

The document was approved with modifications.



7.4
UTRAN key management enhancements

7.5
Extended Identity Management

It was agreed to send the TR for approval.

S3-092055
Identity, Assertion and Session Mappings between OpenId and GBA





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-091939
Message flow for split terminal GBA interworking scenario





Source: China Mobile

Decision: 

The document was merged with 2053 and approved.



S3-092053
Addition of Message Flow and Description for Split terminal case





Source: Nokia Corporation, Nokia Siemens Networks, Gemalto

Decision: 

The document was merged with 1939 and approved.



S3-091941
Architecture for split terminal GBA interworking scenario





Source: China Mobile

Discussion: 

An update was provided during the meeting.

Decision: 

The document was approved with modifications.



S3-092054
Addition of Annex on Charging for Services interworking with OpenID





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was approved.



S3-091940
Message flow Correction





Source: China Mobile

Discussion: 

Approved as updated during the meeting.

Decision: 

The document was approved.



S3-091926
Missing logout for interworking





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



7.6
Other study areas

S3-092085
Revised WID: Network Improvements for Machine-Type Communication (NIMTC)





Source: Samsung, Verizon Wireless, NEC Corporation

Discussion: 

BT supported the contribution; the comment of BT was on the concept of gateway in the architecture and it was proposed that these kinds of comments should be made to the group with the primary responsibility. Gemalto and Telecom Italia objected to changing the scope as the competence is of SA1.

Orange pointed out that it is not clear what SA2 will produce.

The Chairman proposed moving the addition made in Objectives of 2085 to clause 8. Gemalto objected to the changes proposed to the changes proposed by Huawei and proposed waiting for SA2 work on the issue; NSN supported the Gemalto comments.

It was proposed to insert some examples of the possible output; this was objected by Telecom Italia and NSN and proposed accepting 2085, removing the changes to objective.

It was proposed to keep only the changes to clause 8 of 2085 and move the changes from objective to clause 8; also, the TR introduction will be kept. This approach was agreed.

Huawei suggested SA2 could create normative work, as clause 10 suggests TBD for affected existing specifications. This was acknowledged.

Concerning the Rapporteurship, it was taken offline.

Decision: 

The document was revised to S3-092161.



S3-092118
Comments to S3-092085





Source: InterDigital Communications Corporation

Decision: 

The document was noted.



S3-092257
new version of TR on Open ID





Source: Rapporteur

Decision: 

The document was sent for email approval.



8
Elections of SA3 chairman and vice chairmen

The candidates gave a short speech of their motivation and rationale to apply for chairmanship and vicechairmanship.

The sole candidate, Bengt Sahlin of Ericsson, was elected by acclamation as SA3 Chairman.

Peter Howard of Vodafone was elected as Vice Chairman by acclamation as the remaining two candidates withdrew from the first round of elections.

In the second round, Marcus Wong of Huawei obtained 30 votes while Rajavelsamy Rajaduray of Samsung obtained 22 votes, thus resulting in 57.7 against 42.3 percent.

Rajavelsamy Rajaduray subsequently withdrew his candidature; Marcus Wong was therefore elected as Vice Chairman.

9
Review and update of work programme

33.210: a new Rapporteur is necessary to be assigned; it was decided that Judith Rossebo will be the new Rapporteur.

33.310: a new Rapporteur is necessary to be assigned; it was decided that Wolf Dietrich Muller will be the new Rapporteur.

S3-091903
SA3 WorkPlan





Source: WG Secretary

Discussion: 

Rapporteurs are invited to provide estimates on the completion percentage of their work items.

Decision: 

The document was noted.



10
Future meeting dates and venues

SA3#58: the week after the meeting a final decision will be taken. The possibility is to have it in the original date or the week before. The location would be China or Europe.

S3-092004
SA3 Meeting Calendar





Source: MCC

Decision: 

The document was noted.



11
Any other business

Timeline for deliverables to be submitted to Plenary:

- Wed 27 Nov, version is provided by Rapporteurs

- Tue 1 Dec, final version is provided.

Exceptions will be asked for backhaul and lawful interception.

Berthold Wilhelm is retiring from BMWi and will not attend SA3 and SA3-LI anymore. His rapporteurship of 33.106 and 33.108 on LI is passed to Koen Jaspers of PIDS. 

S3-092156
Revised WID on SA3-LI Release 9





Source: MCC

Decision: 

The document was agreed.



12
Close

The SA3 Chairman, Valtteri Niemi of Nokia Corporation, thanked the Delegates for their hard work and contributions to the meeting. Peter Howard of Vodafone, Vice Chairman of SA3, sincerely thanked the Chairman on behalf of the Group for his three consecutive terms and six years of successful Chairmanship of 3GPP TSG SA WG3; Valtteri Niemi, who attended SA3 since its first meeting will not attend SA3 and will be greatly missed by the Group. The meeting was closed.

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-091900
	Draft Agenda for THIS meeting
	WG Chairman
	approved
	-
	-

	S3-091901
	Report from LAST SA Plenary
	WG Chairman
	noted
	-
	-

	S3-091902
	Report from LAST SA3 Ordinary meeting
	WG Secretary
	approved with modifications
	-
	-

	S3-091903
	SA3 WorkPlan
	WG Secretary
	noted
	-
	-

	S3-091904
	Report from ad hoc September 2009 meeting
	WG Secretary
	approved
	-
	-

	S3-091905
	presentation of TS22.368 for information
	S1-093451
	noted
	-
	-

	S3-091906
	LS on ME support in Rel-9
	C1-093965
	noted
	-
	-

	S3-091907
	Reply LS to S3-091054 on potential ETWS security threat in UTRAN
	R2-095355
	noted
	-
	-

	S3-091908
	Reply LS on INTER RAT HANDOVER INFO during inter-RAT PS Handover
	GP-091745
	noted
	-
	-

	S3-091909
	Reply LS on Target UE discovery for inter-UE transfer
	S2-096020
	noted
	-
	-

	S3-091910
	3GPP CT6 comments on TR 33.812 v 1.5.0
	C6-090331
	noted
	-
	-

	S3-091911
	NGMN Security Gap Analysis
	LS_NGMN_to_3GPP_SA3_V1.1
	noted
	-
	-

	S3-091912
	Integration of the OpenID-based authentication with IMS
	COM13-LS083
	noted
	-
	-

	S3-091913
	LS on inter PLMNs handover
	C1-094652
	noted
	-
	-

	S3-091914
	LS on preventing UTRA to EUTRA handover for USIM-less UE
	R2-096245
	replied to
	-
	-

	S3-091915
	Reply LS on early media in forward direction
	C3-091560
	postponed to next meeting
	-
	-

	S3-091916
	LS on IMS emergency session support in non-3G access
	C1-094804
	noted
	-
	-

	S3-091917
	Reply LS on IMS media plane security
	C4-093184
	replied to
	-
	-

	S3-091918
	Agreed CRs from SA3 ad hoc September '09
	MCC
	approved with modifications
	-
	-

	S3-091919
	Removal of editor’s note on draft-ietf-sip-outbound (Rel-8)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-091920
	Removal of editor’s note on draft-ietf-sip-outbound (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-091921
	33.320 v1.1.1 (editHelp cleanup)
	MCC
	noted
	-
	-

	S3-091922
	Reply LS to C1-094652 = R2-096231 on inter PLMNs handover
	R2-096277
	noted
	-
	-

	S3-091923
	LS on restriction for execution of security procedure(s) before completion of TAU Procedure
	R2-096278
	noted
	-
	-

	S3-091924
	Reply LS to S3-091113 = R2-093653 on security aspects on Relay-node type 1
	R2-096287
	noted
	-
	-

	S3-091925
	Ua security protocol identifier for IMS media plane security
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-091926
	Missing logout for interworking
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-091927
	Improvement of UC detection approach section
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-091928
	Improvement of Measures for Protection Against Mobile Phone Virus
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-091929
	Updating of outbound and related references – Rel-8
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-091930
	Updating of outbound and related references – Rel-9
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-091931
	pCR to TS33.320 -  Annex A Clarifications
	Alcatel-Lucent
	obsoleted by 2010
	-
	-

	S3-091932
	PCR to TR 33 828 MIKEY-IBAKE solution
	Alcatel-Lucent, AT&T
	approved with modifications
	-
	-

	S3-091933
	PCR to TR 33 828 References Update
	Alcatel-Lucent
	approved
	-
	-

	S3-091934
	pCR to TS33.328 on IMS Media Plane Security Architecture clarifications
	Alcatel-Lucent
	noted
	-
	-

	S3-091935
	pCR to TS33.328 on e2e vs. e2ae media plane security
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-091936
	Reaction on the NGMN Security Gap Analysis and LS
	KPN
	noted
	-
	-

	S3-091937
	pCR to TS 33.320: Resolution of editor’s notes in section 8.1
	Qualcomm Europe, Airvana, Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091938
	pCR to TS 33.320: Resolution of editor’s notes on validation methods
	Qualcomm Europe, Airvana, Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091939
	Message flow for split terminal GBA interworking scenario
	China Mobile
	merged with 2053 and approved
	-
	-

	S3-091940
	Message flow Correction
	China Mobile
	approved
	-
	-

	S3-091941
	Architecture for split terminal GBA interworking scenario
	China Mobile
	approved with modifications
	-
	-

	S3-091942
	Licence Policy for EEA3 and EIA3
	CATR, China Mobile
	noted
	-
	-

	S3-091943
	Security model for one backhaul case
	China Mobile,ZTE,Alcatel-Lucent
	noted
	-
	-

	S3-091944
	Discussion on the scope of section 9 in TS 33.310
	china mobile, Alcatel-Lucent
	noted
	-
	-

	S3-091945
	Making ipsec tunnel optional with physical secure link scenario in system architecture of H(e)NB
	China Mobile
	revised
	-
	S3-092182

	S3-091946
	CR & pCR TR33.820: threat analysis of Semi-Autonomous Validation
	InterDigital Communications Corporation
	revised
	-
	S3-092210

	S3-091947
	CR TR33.820 changes to section 7.5.2.4
	InterDigital Communications Corporation
	revised
	-
	S3-092211

	S3-091948
	CR TR33.820 section 7.5.3.5 SAV Feasibility Study
	InterDigital Communications Corporation
	revised
	-
	S3-092212

	S3-091949
	CR TR33.820: section 7.6 Distress Indication
	InterDigital Communications Corporation
	revised
	-
	S3-092213

	S3-091950
	CR TR33.820 section 8.3
	InterDigital Communications Corporation
	noted
	-
	-

	S3-091951
	pCR on 7.1.1.1 of TR 33.837
	InterDigital Communications Corporation
	approved with modifications
	-
	-

	S3-091952
	pCR on 7.1.1.2 for TR 33.837
	InterDigital Communications Corporation
	approved with modifications
	-
	-

	S3-091953
	pCR on 7.1.7 for TR33.837
	InterDigital Communications Corporation
	noted
	-
	-

	S3-091954
	pCR on 7.1.8 for TR 33.837
	InterDigital Communications Corporation
	sent for email approval
	-
	-

	S3-091955
	pCR on 7.2.5.2 for TR 33.837
	InterDigital Communications Corporation
	noted
	-
	-

	S3-091956
	pCR on 7.2.5.3 for TR 33.837
	InterDigital Communications Corporation
	noted
	-
	-

	S3-091957
	pCR on 7.3.3.4 for TR 33.837
	InterDigital Communications Corporation
	noted
	-
	-

	S3-091958
	pCR on 6.1 for TS 33.320
	InterDigital Communications Corporation
	revised
	-
	S3-092201

	S3-091959
	pCR on 5.1 for TS 33.320
	InterDigital Communications Corporation
	revised
	-
	S3-092199

	S3-091960
	H(e)NB Device Remediation Discussion
	Airvana
	noted
	-
	-

	S3-091961
	pCR Cleaning up clock protection section in TS33.320
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm
	noted
	-
	-

	S3-091962
	pCR on 7.5.3 for TR 33.837
	InterDigital Communications Corporation
	noted
	-
	-

	S3-091963
	pCR to TR33.812, clause 8.3, Conclusions of TR
	Qualcomm Europe, BT
	noted
	-
	-

	S3-091964
	pCR to TR33.812: Correction of OMA DM bootstrap
	Qualcomm Europe
	withdrawn
	-
	-

	S3-091965
	pCR to TR33.812: Evaluation of Alternative 2 Against Use Cases
	Qualcomm Europe
	approved with modifications
	-
	-

	S3-091966
	CMPv2 Profile for eNB certificate handling
	Motorola
	revised
	-
	S3-092235

	S3-091969
	Re-locking of H(e)NB Location
	ZTE Corporation
	noted
	-
	-

	S3-091970
	CR to 33820 Additional Description to The Re-locking of H(e)NB Location
	ZTE Corporation
	noted
	-
	-

	S3-091971
	CR to TR33.820 Transfer RIM of Software
	ZTE Corporation
	noted
	-
	-

	S3-091972
	CR to TR33.820 Transfer RIM of Hardware Information
	ZTE Corporation
	noted
	-
	-

	S3-091973
	PCR to TR33.320 Protection of SW Download
	ZTE Corporation
	noted
	-
	-

	S3-091974
	Comparison for SW Download Protection Methods
	ZTE Corporation
	noted
	-
	-

	S3-091975
	Some analysis to TR-069 when it is used to protect software download
	ZTE Corporation
	sent for email discussion
	-
	-

	S3-091976
	Methods for Certificate Enrolment in Backhaul Case
	ZTE Corporation
	noted (some content in 2234)
	-
	-

	S3-091977
	Discussion on Security Mechanism on Initial Access
	ZTE Corporation
	noted
	-
	-

	S3-091978
	CR to 33310 Some Corrections of TS 33.310
	ZTE Corporation
	revised
	-
	S3-092236

	S3-091982
	Alternative Methods for Authentication of Originating Network
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-091983
	Evaluation of Alternatives
	Ericsson, Nokia Corporation, Nokia Siemens Networks, ST- Ericsson
	approved with modifications
	-
	-

	S3-091984
	Chapter 9, Potential PUCI Architecture
	Ericsson, Nokia Corporation, Nokia Siemens Networks, ST- Ericsson
	approved with modifications
	-
	-

	S3-091985
	pCR for TS 33.328: corrections related to SDES
	Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson
	revised
	-
	S3-092215

	S3-091986
	pCR for TS 33.328: e2m vs e2ae
	Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson
	approved
	-
	-

	S3-091987
	pCR for TS 33.328: various editorial corrections
	Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson
	approved with modifications
	-
	-

	S3-091988
	pCR for TS 33.328: text on handling of emergency calls in clause 7
	Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson
	approved
	-
	-

	S3-091989
	Handling of Kc128 upon power-on or reinsertion of the USIM.
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-092239

	S3-091990
	Mandating integrity protection of reject messages that cause CSG list to be modified  and Emergency procedures for the PS domain
	Vodafone, Qualcomm, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-092237

	S3-091991
	SIP Digest without Authorization header in first REGISTER message
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-091992
	Correction of erroneous interface name
	Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-091993
	Clarifications to context handling in IRAT handover and Conditions on TAU and NAS SMC in the context of inter-RAT handovers and network sharing scenarios
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-091994
	Clarifications to context handling in IRAT handover and Conditions on TAU and NAS SMC in the context of inter-RAT handovers and network sharing scenarios (Rel-9)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-091995
	Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer
	NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks.
	revised
	-
	S3-092166

	S3-091996
	Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer (Rel-9)
	NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-092167

	S3-091997
	SIP Digest Authentication without Authorization header
	Huawei
	noted
	-
	-

	S3-091998
	Clarification for EPS security contexts in context response message
	Huawei
	noted
	-
	-

	S3-091999
	Clarification for EPS security contexts in context response message(R9)
	Huawei
	noted
	-
	-

	S3-092000
	pCR: Confused identifiers in M2M
	Alcatel-Lucent Shanghai Bell, Alcatel-Lucent
	noted
	-
	-

	S3-092001
	pCR: Change of Re-provisioning using connectivity provided by old SHO
	Alcatel-Lucent Shanghai Bell, Alcatel-Lucent
	merged with 2074 in 2254
	-
	-

	S3-092002
	pCR to TS33.812 System Scalability
	Alcatel-Lucent Shanghai Bell, Alcatel-Lucent
	approved
	-
	-

	S3-092003
	pCR to TS33.812 Secure Upgrades
	Alcatel-Lucent, Alcatel-Lucent Shanghai Bell
	approved with modifications
	-
	-

	S3-092004
	SA3 Meeting Calendar
	MCC
	noted
	-
	-

	S3-092005
	pCR to TS 33.320: Resolution of editor’s note in 4.4.2
	Qualcomm Europe, Telecom Italia, Airvana, Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	

	S3-092008
	pCR Notify Payload for Device Integrity Validation
	Huawei
	noted
	-
	-

	S3-092009
	pCR H(e)NB TS Emergency Call Handling
	Huawei
	revised
	-
	S3-092204

	S3-092010
	pCR H(e)NB TS Authentication Call Flows
	Huawei
	approved without moving the call flow to normative part
	-
	-

	S3-092011
	CR Key Replacement Clarification in USIM when interworking
	Huawei
	revised
	-
	S3-092184

	S3-092012
	CR SIM User HO to EUTRAN
	Huawei
	revised
	-
	S3-092181

	S3-092015
	CR Kc Derivation Clarification When Interworking
	Huawei
	revised
	-
	S3-092188

	S3-092016
	Backhaul Security CMPv2 Transport Protocol
	Huawei
	noted
	-
	-

	S3-092017
	Backhaul Security CMPv2 Profile
	Huawei
	revised
	-
	S3-092235

	S3-092018
	Backhaul Security Certificate Enrolment Architecture
	Huawei
	noted
	-
	-

	S3-092019
	Backhaul Security Super CR
	Huawei
	revised
	-
	S3-092232

	S3-092020
	pCR H(e)NB Software Update Verification
	Huawei
	noted
	-
	-

	S3-092021
	Modification of the Terminating Procedure When Reusable Ticket Is Used
	ZTE Corporation
	noted
	-
	-

	S3-092022
	CR TR33.820 Hybrid Validation Questionnaire
	Huawei
	revised
	-
	S3-092216

	S3-092023
	Discussion Paper on the LI Consideration of the KMS Based Solution
	ZTE Corporation
	noted
	-
	-

	S3-092024
	pCR for TR33.828, LI for Otway-Rees Solution
	ZTE Corporation
	approved with modifications
	-
	-

	S3-092025
	33.401 CR: EPS NAS security context storage (Rel-8)
	Ericsson, ST-Ericsson
	revised
	-
	S3-092164

	S3-092026
	33.401 CR: EPS NAS security context storage (Rel-9)
	Ericsson, ST-Ericsson
	revised
	-
	S3-092165

	S3-092027
	33.401 R9 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	revised
	-
	S3-092159

	S3-092028
	33.401 R8 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	revised
	-
	S3-092160

	S3-092029
	Correction of Clauses B.0 and B.2.1 for emergency calls
	Ericsson, ST-Ericsson, Alcatel-Lucent, Qualcomm
	revised
	-
	S3-092229

	S3-092030
	33.220 R9 CR: Update of KDF definition
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-092031
	33.220 R8 CR: Update of KDF definition
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-092032
	33.401 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised
	-
	S3-092240

	S3-092033
	33.401 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised
	-
	S3-092241

	S3-092034
	33.402 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised
	-
	S3-092242

	S3-092035
	33.402 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised
	-
	S3-092243

	S3-092036
	33.102 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised
	-
	S3-092244

	S3-092037
	33.102 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised
	-
	S3-092245

	S3-092038
	Not resetting START to 0 (Rel-8).
	Nokia, Nokia Siemens Networks
	revised
	-
	S3-092246

	S3-092039
	33.224 DISC: Key types used by GPL_U and GPL_ME
	Ericsson, ST-Ericsson
	endorsed
	-
	-

	S3-092040
	Not resetting START to 0 (Rel-9).
	Nokia, Nokia Siemens Networks
	revised
	-
	S3-092247

	S3-092041
	33.224 CR: Key types used by GPL_U and GPL_ME
	Ericsson, ST-Ericsson
	revised
	-
	S3-092249

	S3-092042
	33.224 DISC: On inband download of GPL_U protocol entities
	Ericsson, ST-Ericsson
	endorsed
	-
	-

	S3-092043
	33.223 R9 CR: Registration of GPL capabilities
	Ericsson, ST-Ericsson
	revised
	-
	S3-092250

	S3-092044
	Security considerations for emergency sessions in SRVCC
	Nokia Corporation, Nokia Siemens Networks, ZTE
	agreed
	-
	-

	S3-092045
	33.224 CR: General corrections
	Ericsson, ST-Ericsson
	revised
	-
	S3-092251

	S3-092046
	33.401 R9 CR: Authentication failure during emergency call
	Ericsson, ST-Ericsson
	revised
	-
	S3-092191

	S3-092047
	Security considerations for emergency sessions in HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks, ZTE
	revised
	-
	S3-092238

	S3-092048
	33.401 R9 CR: Correction of interworking between GERAN and E-UTRAN
	Ericsson, ST-Ericsson
	revised
	-
	S3-092183

	S3-092049
	Delete the derived CK keys in the MSC server enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-092192

	S3-092050
	33.401 R8 CR: Correcting A.11
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-092051
	Delete the existing CS keys in the MSC enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-092194

	S3-092052
	33.401 R9 CR: Correcting A.11
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-092053
	Addition of Message Flow and Description for Split terminal case
	Nokia Corporation, Nokia Siemens Networks, Gemalto
	merged with 1939 and approved
	-
	-

	S3-092054
	Addition of Annex on Charging for Services interworking with OpenID
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-092055
	Identity, Assertion and Session Mappings between OpenId and GBA
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-092056
	Provisioning  for Backhaul Security Establishment
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-092057
	GPL_U solution
	Gemalto, Giesecke&Devrient, Sagem-Orga
	noted
	-
	-

	S3-092058
	Network authentication and authorization for backhaul establishment
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-092060
	CR to 33.224 on GPL_U
	Gemalto, Giesecke&Devrient, Sagem-Orga
	revised
	-
	S3-092248

	S3-092061
	X.509 certificate profile alignment
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-092062
	33.203 CR: X.509 Certificate profile aligment
	Ericsson, ST-Ericsson
	revised
	-
	S3-092219

	S3-092063
	33.203 CR (R8): Removing editor’s notes in Annex P
	Ericsson, ST-Ericsson
	agreed
	-
	-

	S3-092064
	33.203 CR (R9): Removing editor’s notes in Annex P
	Ericsson, ST-Ericsson
	revised
	-
	S3-092221

	S3-092065
	pCR to TS 33.328: General updates and correction
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-092066
	pCR to TS 33.328: Introducing P-CSCF (IMS-ALG) notation
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-092067
	pCR to TS 33.328: Updates and corrections to the KMS based solution, clauses 5 and 6
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-092068
	pCR to TS 33.328: Updates and corrections to the KMS based solution, clause 7
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-092069
	pCR to TS 33.328: Updates and corrections to the KMS based solution, Annex A
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-092070
	pCR to TS 33.328: Updates and corrections to the KMS based solution, Annex B
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-092071
	pCR to 33.328: Updates and corrections to the KMS based solution, Annex D
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-092072
	pCR to TS 33.328: Updates and corrections to the KMS based solution, KMS-to-KMS signaling
	Ericsson, ST-Ericsson
	revised
	-
	S3-092230

	S3-092073
	PCR to 33.812: Clarifications and corrections to Annex B
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-092074
	PCR to 33.812: Clarifications and corrections to Alt 1
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	merged with 2001 in 2254
	-
	-

	S3-092075
	33.246 CR: Impacts of EPS to MBMS security
	Ericsson, ST-Ericsson
	revised
	-
	S3-092252

	S3-092076
	PUCI usage space of solutions
	NEC Corporation
	approved with modifications
	-
	-

	S3-092077
	pCR Provisioning of USIMISIM by TRE/UICC
	ZTE Corporation
	noted
	-
	-

	S3-092078
	Response to LSs Inter-RAT handover (CT1) and AKA after TAU (RAN2)
	NEC Corporation
	noted
	-
	-

	S3-092079
	pCR Change of IMSI and Key Transfer by TRE/UICC
	ZTE Corporation
	noted
	-
	-

	S3-092080
	pCR to 33812 one solution for IMSI change and key generated on UICC
	ZTE Corporation
	withdrawn
	-
	-

	S3-092081
	TR 33.837 Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)
	Rapporteur
	revised
	-
	S3-092255

	S3-092082
	33.203 CR: X.509 Certificate profile aligment
	Ericsson, ST-Ericsson
	revised
	-
	S3-092218

	S3-092083
	Security for PS emergency sessions
	Samsung, Ericsson, ST-Ericsson
	noted
	-
	-

	S3-092084
	PCR to 33.812: Example of potential OMA DM Management Object
	Ericsson, ST-Ericsson
	approved
	-
	-

	S3-092085
	Revised WID: Network Improvements for Machine-Type Communication (NIMTC)
	Samsung, Verizon Wireless, NEC Corporation
	revised
	-
	S3-092161

	S3-092086
	pCR on 6.2 for TS 33.320
	InterDigital Communications Corporation
	noted
	-
	-

	S3-092087
	Concurrency of inter-MME handovers and NAS downlink messages (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-092176

	S3-092088
	Concurrency of inter-MME handovers and NAS downlink messages (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-092177

	S3-092089
	Concurrency of inter-RAT handovers and NAS SMC procedure (Rel-8)
	Qualcomm Europe
	agreed
	-
	-

	S3-092090
	Concurrency of inter-RAT handovers and NAS SMC procedure (Rel-9)
	Qualcomm Europe
	agreed
	-
	-

	S3-092091
	Alignment of Context modifications behaviour (Rel-8)
	Qualcomm Europe
	revised
	-
	S3-092186

	S3-092092
	Using P-TMSI signature when attaching to SGSN using a GUTI (Rel-9)
	Qualcomm Europe
	revised
	-
	S3-092187

	S3-092093
	Title of new section in TS 33.310 to cover backhaul security
	Vodafone
	noted
	-
	-

	S3-092094
	PCR to 33.812: Algorithm and Content Details
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-092095
	pCR on CMP transport protocol for temporary backhaul document
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-092096
	pCR on CMP deployment architecture for temporary backhaul document
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-092234

	S3-092097
	pCR for TS 33.320 on TLS ciphersuite clarification
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm
	approved with modfications
	-
	-

	S3-092098
	pCR for TS 33.320 on removal of HPM from H(e)NB
	Airvana, Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-092099
	PCR to 33.812: Example of how to use ASN.1 defined MCIM data into TRE
	Ericsson, ST-Ericsson
	revised
	-
	S3-092209

	S3-092100
	pCR for TS 33.320 on resolution of editor’s notes on notify payload
	Nokia Corporation, Nokia Siemens Networks, Qualcomm
	revised
	-
	S3-092217

	S3-092101
	pCR for TS 33.320 on Security Aspects of Emergency Call Handling
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm
	noted
	-
	-

	S3-092102
	CR to 33.820 on storage of CSG Lists and CSG Type in USIM of UE
	Gemalto
	revised
	-
	S3-092196

	S3-092103
	pCR for TS 33.320 on IKE and TLS certificates wrt H(e)NB unique ID and HTTPS alignment
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-092141

	S3-092105
	CR Key Replacement Clarification in USIM when interworking  (R9)
	Huawei, NEC
	revised
	-
	S3-092185

	S3-092106
	CR Security interworking between E-UTRAN and GERAN in 128-bit encryption
	Huawei, Ericsson, ST-Ericsson
	revised
	-
	S3-092188

	S3-092107
	pCR H(e)NB Device ID and HPM ID binding
	Huawei
	revised
	-
	

	S3-092108
	Proposed update of S3-091832: Key-Chaining issue in I-RAT handover to UTRAN
	Qualcomm Europe
	revised
	-
	S3-092189

	S3-092109
	Proposed update of S3-091833: Key-Chaining issue in I-RAT handover to UTRAN
	Qualcomm Europe
	revised
	-
	S3-092190

	S3-092110
	Security discussion on Alt 4 Relay Architecture
	Qualcomm Europe
	noted
	-
	-

	S3-092111
	PLMN Confusion during EPS-AKA
	Qualcomm Europe
	noted
	-
	-

	S3-092112
	Updated WID: Network Improvements for Machine-Type Communications (NIMTC)
	China Mobile, Huawei, Sagem Orga, TeliaSonera, ZTE
	noted
	-
	-

	S3-092113
	H(e)NB and eNB IP Offload - A proposal for an Option 4 - IP Offload at the ME using IEEE 802.11
	BT Group, Research In Motion UK Limited
	revised
	-
	S3-092123

	S3-092116
	DRAFT reply LS on NGMN Security Gap Analysis
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-092158

	S3-092117
	Comments to S3-092100
	InterDigital Communication Corporation, Huawei
	noted
	-
	-

	S3-092118
	Comments to S3-092085
	InterDigital Communications Corporation
	noted
	-
	-

	S3-092119
	Replace S3-091967 CR to 33401 NCC Initialization(R8)
	ZTE Corporation
	revised
	-
	S3-092169

	S3-092120
	Replace S3-091968 CR to 33401 NCC Initialization(R9)
	ZTE Corporation
	revised
	-
	S3-092170

	S3-092121
	Comments on S3-091991
	Huawei
	noted
	-
	-

	S3-092122
	Comments to S3-092110, Security discussion on Alt 4 Relay Architecture
	Huawei
	noted
	-
	-

	S3-092123
	H(e)NB and eNB IP Offload - A proposal for an Option 4 - IP Offload at the ME using IEEE 802.11 ( replaces S3-092113)
	BT Group, Research In Motion UK Limited, Verisign Inc.
	noted
	S3-092113
	202000

	S3-092124
	Withdrawal of TR 33.978 and TS 33.178
	Rapporteur
	endorsed
	-
	-

	S3-092125
	Comments on S3-091957 “pCR to propose including an additional Turing Test for SPAM/SPIT Prevention in TR 33.837”
	Nokia Corporation, Nokia Siemens Networks
	approved with modifications
	-
	-

	S3-092126
	Comments to S3-091938
	Huawei
	noted
	-
	-

	S3-092127
	comments to S3-091961
	Huawei
	revised
	-
	S3-092256

	S3-092128
	Comments on S3-091963
	Sagem Orga, Orange, Telecom Italia
	approved with modifications
	-
	-

	S3-092129
	33.401 R8 CR: proposed update of S3-091821
	Ericsson, ST-Ericsson
	revised
	-
	S3-092178

	S3-092130
	33.401 R9 CR: proposed update of S3-091822
	Ericsson, ST-Ericsson
	revised
	-
	S3-092179

	S3-092132
	Comment on S3-092007
	Sagem Orga, Giesecke & Devrient
	noted
	-
	-

	S3-092134
	Comments on S3-091965 (replaces S3-092131)
	Sagem Orga, Giesecke & Devrient
	noted
	-
	-

	S3-092135
	pCR on TS 33.320 on certificate checking of the H(e)NB, SeGW and H(e)MS certificates (update S3-092114)
	Airvana, Motorola, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-092206

	S3-092136
	pCR on TR33.812: Evaluation of Candidate Solution Alternative 1 vs. the Use Cases
	Qualcomm Europe, InterDigital Communications Corporation
	approved with modifications
	-
	-

	S3-092137
	pCR to TS 33.320: Certificate revocation checking and H(e)NB authorization
	Qualcomm Europe, Deutsche Telekom
	revised
	-
	S3-092206

	S3-092138
	Comments on S3-091962
	Orange
	noted
	-
	-

	S3-092140
	pCR to TS33.328 on e2e vs. e2ae media plane security
	Alcatel-Lucent
	approved
	-
	-

	S3-092141
	pCR for TS 33.320 on IKE and TLS certificates wrt H(e)NB unique ID and HTTPS alignment (update of S3-092103)
	Nokia Corporation, Nokia Siemens Networks
	approved
	-
	-

	S3-092142
	Reply LS on emergency attach in a shared LTE network
	R2-097461
	noted
	-
	-

	S3-092143
	LS to SA3 on key invalidation following SR-VCC failure
	R2-097508
	replied to
	-
	-

	S3-092144
	LS on PSS Content Protection Extensions
	S4-090949
	replied to
	-
	-

	S3-092145
	LS on IMS media plane security
	C1-095644
	replied to
	-
	-

	S3-092146
	LS on integrity protection of messages that alter CSG list
	C1-095709
	noted
	-
	-

	S3-092147
	Response LS on CS Inter-PLMN Handover
	C1-095733
	noted
	-
	-

	S3-092148
	LS on emergency attach in a shared LTE network
	C1-095744
	noted
	-
	-

	S3-092149
	LS on Network sharing and stand alone Authentication procedure
	C1-095748
	noted
	-
	-

	S3-092150
	LS on security and authentication in UDC
	C4-094237
	postponed to next meeting
	-
	-

	S3-092151
	LS on multiple IPSec Tunnels for “dual-mode” femto
	S5-094198
	replied to
	-
	-

	S3-092152
	Reply to LS on IMS Media Security Lawful Interception Requirements
	SA3LI09_114r1
	replied to
	-
	-

	S3-092153
	LS on CR Optimized Key-Chaining issue in I-RAT handover to UTRAN
	R3-092638
	noted
	-
	-

	S3-092154
	Reply LS on inter PLMNs handover
	S2-096387
	noted
	-
	-

	S3-092155
	LS on emergency attach in a shared LTE network
	S2-096386
	noted
	-
	-

	S3-092156
	Revised WID on SA3-LI Release 9
	MCC
	agreed
	-
	-

	S3-092157
	Reply to: LS on PSS Content Protection Extensions
	current meeting
	approved
	-
	-

	S3-092158
	DRAFT reply LS on NGMN Security Gap Analysis
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-092116
	-

	S3-092159
	33.401 R9 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	revised
	S3-092027
	S3-092174

	S3-092160
	33.401 R8 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	revised
	S3-092028
	S3-092175

	S3-092161
	Revised WID: Network Improvements for Machine-Type Communication (NIMTC)
	Samsung, Verizon Wireless, NEC Corporation
	agreed
	S3-092085
	-

	S3-092162
	CR to 33.401 on key calculation at idle mobility from E-UTRAN to UTRAN/GERAN (Rel-8)
	Qualcomm Europe
	agreed
	-
	-

	S3-092163
	CR to 33.401 on key calculation at idle mobility from E-UTRAN to UTRAN/GERAN (Rel-9)
	Qualcomm Europe
	agreed
	-
	-

	S3-092164
	33.401 CR: EPS NAS security context storage (Rel-8)
	Ericsson, ST-Ericsson
	agreed
	S3-092025
	-

	S3-092165
	33.401 CR: EPS NAS security context storage (Rel-9)
	Ericsson, ST-Ericsson
	agreed
	S3-092026
	-

	S3-092166
	Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer
	NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks.
	agreed
	S3-091995
	-

	S3-092167
	Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer (Rel-9)
	NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-091996
	-

	S3-092168
	Reply LS on PLMN confusion during EPS-AKA
	current meeting (Qualcomm)
	approved
	-
	-

	S3-092169
	Replace S3-091967 CR to 33401 NCC Initialization(R8)
	ZTE Corporation
	agreed
	S3-092119
	-

	S3-092170
	Replace S3-091968 CR to 33401 NCC Initialization(R9)
	ZTE Corporation
	agreed
	S3-092120
	-

	S3-092171
	Reply LS on Emergency Call Support Indication on BCCH
	R3-093339
	noted
	-
	-

	S3-092172
	Reply LS on Inter-PLMN Handover
	R3-093403
	noted
	-
	-

	S3-092173
	LS on Un interface security for Relay Architecture in LTE-Advanced
	R3-093386
	replied to
	-
	S3-092197

	S3-092174
	33.401 R9 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	agreed
	S3-092159
	-

	S3-092175
	33.401 R8 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	agreed
	S3-092160
	-

	S3-092176
	Concurrency of inter-MME handovers and NAS downlink messages (Rel-8)
	Qualcomm Europe
	agreed
	S3-092087
	-

	S3-092177
	Concurrency of inter-MME handovers and NAS downlink messages (Rel-9)
	Qualcomm Europe
	agreed
	S3-092088
	-

	S3-092178
	33.401 R8 CR: proposed update of S3-091821
	Ericsson, ST-Ericsson
	agreed
	S3-092129
	-

	S3-092179
	33.401 R9 CR: proposed update of S3-091822
	Ericsson, ST-Ericsson
	agreed
	S3-092130
	-

	S3-092180
	Reply to: LS on preventing UTRA to EUTRA handover for USIM-less UE
	current meeting
	approved
	-
	-

	S3-092181
	CR SIM User HO to EUTRAN
	Huawei
	agreed
	S3-092012
	-

	S3-092182
	Making ipsec tunnel optional with physical secure link scenario in system architecture of H(e)NB
	China Mobile
	revised
	S3-091945
	S3-092208

	S3-092183
	33.401 R9 CR: Correction of interworking between GERAN and E-UTRAN
	Ericsson, ST-Ericsson
	agreed
	S3-092048
	-

	S3-092184
	CR Key Replacement Clarification in USIM when interworking
	Huawei
	agreed
	S3-092011
	-

	S3-092185
	CR Key Replacement Clarification in USIM when interworking  (R9)
	Huawei, NEC
	agreed
	S3-092105
	-

	S3-092186
	Alignment of Context modifications behaviour (Rel-8)
	Qualcomm Europe
	agreed
	S3-092091
	-

	S3-092187
	Using P-TMSI signature when attaching to SGSN using a GUTI (Rel-9)
	Qualcomm Europe
	agreed
	S3-092092
	-

	S3-092188
	CR Kc Derivation Clarification When Interworking
	Huawei
	agreed
	S3-092015
	-

	S3-092189
	Proposed update of S3-091832: Key-Chaining issue in I-RAT handover to UTRAN
	Qualcomm Europe
	agreed
	S3-092108
	-

	S3-092190
	Proposed update of S3-091833: Key-Chaining issue in I-RAT handover to UTRAN
	Qualcomm Europe
	agreed
	S3-092109
	-

	S3-092191
	33.401 R9 CR: Authentication failure during emergency call
	Ericsson, ST-Ericsson
	agreed
	S3-092046
	-

	S3-092192
	Delete the derived CK keys in the MSC server enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in SRVCC
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-092049
	-

	S3-092193
	Reply to: LS to SA3 on key invalidation following SR-VCC failure
	current meeting
	approved
	-
	-

	S3-092194
	Delete the existing CS keys in the MSC enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-092051
	-

	S3-092195
	Reply to: LS on Un interface security for Relay Architecture in LTE-Advanced
	current meeting
	approved
	-
	-

	S3-092196
	CR to 33.820 on storage of CSG Lists and CSG Type in USIM of UE
	Gemalto
	agreed
	S3-092102
	-

	S3-092197
	LS on Un interface security for Relay Architecture in LTE-Advanced
	R3-093386
	replied to
	S3-092173
	-

	S3-092198
	pCR to TS 33.320: device authentication and mutual authentication in 5.2
	Qualcomm Europe, Telecom Italia, Airvana, Nokia Corporation, Nokia Siemens Networks
	approved
	
	-

	S3-092199
	pCR on 5.1 for TS 33.320
	InterDigital Communications Corporation
	approved
	S3-091959
	-

	S3-092200
	new version of 33.320
	Rapporteur
	sent for email approval
	-
	-

	S3-092201
	pCR on 6.1 for TS 33.320
	InterDigital Communications Corporation
	approved
	S3-091958
	-

	S3-092202
	pCR H(e)NB Device ID and HPM ID binding
	NTT Docomo, Orange
	noted
	
	-

	S3-092204
	pCR H(e)NB TS Emergency Call Handling
	Huawei
	approved
	S3-092009
	-

	S3-092205
	LS to RAN3 on H(e)NB Emergency Call Handling
	Huawei
	approved
	-
	-

	S3-092206
	pCR on TS 33.320 on certificate checking of the H(e)NB, SeGW and H(e)MS certificates (update S3-092114)
	Qualcomm, Deutsche Telekom, Airvana, Motorola, Nokia Corporation, Nokia Siemens Networks
	approved
	S3-092135
	-

	S3-092207
	Reply to: LS on multiple IPSec Tunnels for “dual-mode” femto
	current meeting
	approved
	-
	-

	S3-092208
	Making ipsec tunnel optional with physical secure link scenario in system architecture of H(e)NB
	China Mobile
	revised
	S3-092182
	S3-092253

	S3-092209
	PCR to 33.812: Example of how to use ASN.1 defined MCIM data into TRE
	Ericsson, ST-Ericsson
	revised
	S3-092099
	S3-092231

	S3-092210
	CR & pCR TR33.820: threat analysis of Semi-Autonomous Validation
	InterDigital Communications Corporation
	agreed
	S3-091946
	-

	S3-092211
	CR TR33.820 changes to section 7.5.2.4
	InterDigital Communications Corporation
	agreed
	S3-091947
	-

	S3-092212
	CR TR33.820 section 7.5.3.5 SAV Feasibility Study
	InterDigital Communications Corporation
	agreed
	S3-091948
	-

	S3-092213
	CR TR33.820: section 7.6 Distress Indication
	InterDigital Communications Corporation
	agreed
	S3-091949
	-

	S3-092214
	LS to SA5 on H(e)NB remediation
	current meeting
	approved
	-
	-

	S3-092215
	pCR for TS 33.328: corrections related to SDES
	Ericsson, Nokia Corporation, Nokia Siemens Networks, ST-Ericsson
	approved
	S3-091985
	-

	S3-092216
	CR TR33.820 Hybrid Validation Questionnaire
	Huawei
	agreed
	S3-092022
	-

	S3-092217
	pCR for TS 33.320 on resolution of editor’s notes on notify payload
	Nokia Corporation, Nokia Siemens Networks, Qualcomm
	approved
	S3-092100
	-

	S3-092218
	33.203 CR: X.509 Certificate profile aligment
	Ericsson, ST-Ericsson
	agreed
	S3-092082
	-

	S3-092219
	33.203 CR: X.509 Certificate profile aligment
	Ericsson, ST-Ericsson
	agreed
	S3-092062
	-

	S3-092220
	LS to SA, SA1 on SIP Digest without Authorization header
	current meeting (NSN)
	noted
	-
	-

	S3-092221
	33.203 CR (R8): Removing editor’s notes in Annex P
	Ericsson, ST-Ericsson
	agreed
	S3-092064
	-

	S3-092222
	Reply to: Reply LS on IMS media plane security
	current meeting
	approved
	-
	-

	S3-092223
	Reply to: LS on IMS media plane security
	current meeting
	approved
	-
	-

	S3-092224
	Reply to: Reply to LS on IMS Media Security Lawful Interception Requirements
	current meeting
	approved
	-
	-

	S3-092225
	Threats of off-load of KMS in KMS based solution
	ZTE
	noted
	-
	-

	S3-092226
	new version of TR 33.828
	Rapporteur
	agreed
	-
	-

	S3-092227
	LS to SA3-LI on MIKEY-IBAKE
	current meeting (Alcatel-Lucent)
	approved
	-
	-

	S3-092228
	new version of TR 33.328
	Rapporteur
	revised
	-
	S3-092258

	S3-092229
	Correction of Clauses B.0 and B.2.1 for emergency calls
	Ericsson, ST-Ericsson, Alcatel-Lucent, Qualcomm
	agreed
	S3-092029
	-

	S3-092230
	pCR to TS 33.328: Updates and corrections to the KMS based solution, KMS-to-KMS signaling
	Ericsson, ST-Ericsson
	approved
	S3-092072
	-

	S3-092231
	PCR to 33.812: Example of how to use ASN.1 defined MCIM data into TRE
	Ericsson, ST-Ericsson
	approved with modifications
	S3-092209
	-

	S3-092232
	Backhaul Security Super CR
	Huawei
	sent for email approval
	S3-092019
	-

	S3-092233
	Provisioning  for Backhaul Security Establishment
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-092234
	pCR on CMP deployment architecture for temporary backhaul document
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-092096
	-

	S3-092235
	Text for super CR on CMPv2 Profile for eNB certificate handling
	Motorola, Huawei, Nokia Siemens Network
	approved
	S3-091966
	-

	S3-092236
	CR to 33310 Some Corrections of TS 33.310
	ZTE Corporation
	agreed
	S3-091978
	-

	S3-092237
	Mandating integrity protection of reject messages that cause CSG list to be modified  and Emergency procedures for the PS domain
	Vodafone, Qualcomm, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-091990
	-

	S3-092238
	Security considerations for emergency sessions in HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks, ZTE
	agreed
	S3-092047
	-

	S3-092239
	Handling of Kc128 upon power-on or reinsertion of the USIM.
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-091989
	-

	S3-092240
	33.401 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed
	S3-092032
	-

	S3-092241
	33.401 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed
	S3-092033
	-

	S3-092242
	33.402 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed
	S3-092034
	-

	S3-092243
	33.402 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed
	S3-092035
	-

	S3-092244
	33.102 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed
	S3-092036
	-

	S3-092245
	33.102 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed
	S3-092037
	-

	S3-092246
	Not resetting START to 0 (Rel-8).
	Nokia, Nokia Siemens Networks
	agreed
	S3-092038
	-

	S3-092247
	Not resetting START to 0 (Rel-9).
	Nokia, Nokia Siemens Networks
	agreed
	S3-092040
	-

	S3-092248
	CR to 33.224 on GPL_U
	Gemalto, Giesecke&Devrient, Sagem-Orga
	withdrawn
	S3-092060
	-

	S3-092249
	33.224 CR: Key types used by GPL_U and GPL_ME
	Ericsson, ST-Ericsson
	withdrawn
	S3-092041
	-

	S3-092250
	33.223 R9 CR: Registration of GPL capabilities
	Ericsson, ST-Ericsson
	agreed
	S3-092043
	-

	S3-092251
	33.224 CR: General corrections
	Ericsson, ST-Ericsson
	agreed
	S3-092045
	-

	S3-092252
	33.246 CR: Impacts of EPS to MBMS security
	Ericsson, ST-Ericsson
	agreed
	S3-092075
	-

	S3-092253
	Making ipsec tunnel optional with physical secure link scenario in system architecture of H(e)NB
	China Mobile
	approved
	S3-092208
	-

	S3-092254
	new version of TR 33.812
	Rapporteur
	agreed
	-
	-

	S3-092255
	new version of TR 33.837 Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)
	Rapporteur
	agreed
	S3-092081
	-

	S3-092256
	comments to S3-091961
	Huawei
	approved
	S3-092127
	-

	S3-092257
	new version of TR on Open ID
	Rapporteur
	sent for email approval
	-
	-

	S3-092258
	new version of TR 33.328
	Rapporteur
	[not addressed]
	S3-092228
	-


Annex B: List of change requests

	Document
	Title
	Source
	Decision

	S3-091918
	Agreed CRs from SA3 ad hoc September '09
	MCC
	approved with modifications

	S3-091919
	Removal of editor’s note on draft-ietf-sip-outbound (Rel-8)
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-091920
	Removal of editor’s note on draft-ietf-sip-outbound (Rel-9)
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-091925
	Ua security protocol identifier for IMS media plane security
	Ericsson, ST-Ericsson
	agreed

	S3-091926
	Missing logout for interworking
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-091929
	Updating of outbound and related references – Rel-8
	Alcatel-Lucent
	withdrawn

	S3-091930
	Updating of outbound and related references – Rel-9
	Alcatel-Lucent
	withdrawn

	S3-091946
	CR & pCR TR33.820: threat analysis of Semi-Autonomous Validation
	InterDigital Communications Corporation
	revised

	S3-091947
	CR TR33.820 changes to section 7.5.2.4
	InterDigital Communications Corporation
	revised

	S3-091948
	CR TR33.820 section 7.5.3.5 SAV Feasibility Study
	InterDigital Communications Corporation
	revised

	S3-091949
	CR TR33.820: section 7.6 Distress Indication
	InterDigital Communications Corporation
	revised

	S3-091950
	CR TR33.820 section 8.3
	InterDigital Communications Corporation
	noted

	S3-091970
	CR to 33820 Additional Description to The Re-locking of H(e)NB Location
	ZTE Corporation
	noted

	S3-091971
	CR to TR33.820 Transfer RIM of Software
	ZTE Corporation
	noted

	S3-091972
	CR to TR33.820 Transfer RIM of Hardware Information
	ZTE Corporation
	noted

	S3-091978
	CR to 33310 Some Corrections of TS 33.310
	ZTE Corporation
	revised

	S3-091989
	Handling of Kc128 upon power-on or reinsertion of the USIM.
	Nokia Corporation, Nokia Siemens Networks
	revised

	S3-091990
	Mandating integrity protection of reject messages that cause CSG list to be modified  and Emergency procedures for the PS domain
	Vodafone, Qualcomm, Nokia Corporation, Nokia Siemens Networks
	revised

	S3-091991
	SIP Digest without Authorization header in first REGISTER message
	Nokia Corporation, Nokia Siemens Networks
	noted

	S3-091992
	Correction of erroneous interface name
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-091993
	Clarifications to context handling in IRAT handover and Conditions on TAU and NAS SMC in the context of inter-RAT handovers and network sharing scenarios
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	noted

	S3-091994
	Clarifications to context handling in IRAT handover and Conditions on TAU and NAS SMC in the context of inter-RAT handovers and network sharing scenarios (Rel-9)
	Ericsson, ST-Ericsson, Nokia Corporation, Nokia Siemens Networks
	noted

	S3-091995
	Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer
	NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks.
	revised

	S3-091996
	Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer (Rel-9)
	NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks
	revised

	S3-091997
	SIP Digest Authentication without Authorization header
	Huawei
	noted

	S3-091998
	Clarification for EPS security contexts in context response message
	Huawei
	noted

	S3-091999
	Clarification for EPS security contexts in context response message(R9)
	Huawei
	noted

	S3-092011
	CR Key Replacement Clarification in USIM when interworking
	Huawei
	revised

	S3-092012
	CR SIM User HO to EUTRAN
	Huawei
	revised

	S3-092015
	CR Kc Derivation Clarification When Interworking
	Huawei
	revised

	S3-092022
	CR TR33.820 Hybrid Validation Questionnaire
	Huawei
	revised

	S3-092025
	33.401 CR: EPS NAS security context storage (Rel-8)
	Ericsson, ST-Ericsson
	revised

	S3-092026
	33.401 CR: EPS NAS security context storage (Rel-9)
	Ericsson, ST-Ericsson
	revised

	S3-092027
	33.401 R9 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	revised

	S3-092028
	33.401 R8 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	revised

	S3-092029
	Correction of Clauses B.0 and B.2.1 for emergency calls
	Ericsson, ST-Ericsson, Alcatel-Lucent, Qualcomm
	revised

	S3-092030
	33.220 R9 CR: Update of KDF definition
	Ericsson, ST-Ericsson
	agreed

	S3-092031
	33.220 R8 CR: Update of KDF definition
	Ericsson, ST-Ericsson
	agreed

	S3-092032
	33.401 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised

	S3-092033
	33.401 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised

	S3-092034
	33.402 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised

	S3-092035
	33.402 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised

	S3-092036
	33.102 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised

	S3-092037
	33.102 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	revised

	S3-092038
	Not resetting START to 0 (Rel-8).
	Nokia, Nokia Siemens Networks
	revised

	S3-092040
	Not resetting START to 0 (Rel-9).
	Nokia, Nokia Siemens Networks
	revised

	S3-092041
	33.224 CR: Key types used by GPL_U and GPL_ME
	Ericsson, ST-Ericsson
	revised

	S3-092043
	33.223 R9 CR: Registration of GPL capabilities
	Ericsson, ST-Ericsson
	revised

	S3-092044
	Security considerations for emergency sessions in SRVCC
	Nokia Corporation, Nokia Siemens Networks, ZTE
	agreed

	S3-092045
	33.224 CR: General corrections
	Ericsson, ST-Ericsson
	revised

	S3-092046
	33.401 R9 CR: Authentication failure during emergency call
	Ericsson, ST-Ericsson
	revised

	S3-092047
	Security considerations for emergency sessions in HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks, ZTE
	revised

	S3-092048
	33.401 R9 CR: Correction of interworking between GERAN and E-UTRAN
	Ericsson, ST-Ericsson
	revised

	S3-092049
	Delete the derived CK keys in the MSC server enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised

	S3-092050
	33.401 R8 CR: Correcting A.11
	Ericsson, ST-Ericsson
	agreed

	S3-092051
	Delete the existing CS keys in the MSC enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks
	revised

	S3-092052
	33.401 R9 CR: Correcting A.11
	Ericsson, ST-Ericsson
	agreed

	S3-092060
	CR to 33.224 on GPL_U
	Gemalto, Giesecke&Devrient, Sagem-Orga
	revised

	S3-092062
	33.203 CR: X.509 Certificate profile aligment
	Ericsson, ST-Ericsson
	revised

	S3-092063
	33.203 CR (R8): Removing editor’s notes in Annex P
	Ericsson, ST-Ericsson
	agreed

	S3-092064
	33.203 CR (R9): Removing editor’s notes in Annex P
	Ericsson, ST-Ericsson
	revised

	S3-092075
	33.246 CR: Impacts of EPS to MBMS security
	Ericsson, ST-Ericsson
	revised

	S3-092082
	33.203 CR: X.509 Certificate profile aligment
	Ericsson, ST-Ericsson
	revised

	S3-092083
	Security for PS emergency sessions
	Samsung, Ericsson, ST-Ericsson
	noted

	S3-092087
	Concurrency of inter-MME handovers and NAS downlink messages (Rel-8)
	Qualcomm Europe
	revised

	S3-092088
	Concurrency of inter-MME handovers and NAS downlink messages (Rel-9)
	Qualcomm Europe
	revised

	S3-092089
	Concurrency of inter-RAT handovers and NAS SMC procedure (Rel-8)
	Qualcomm Europe
	agreed

	S3-092090
	Concurrency of inter-RAT handovers and NAS SMC procedure (Rel-9)
	Qualcomm Europe
	agreed

	S3-092091
	Alignment of Context modifications behaviour (Rel-8)
	Qualcomm Europe
	revised

	S3-092092
	Using P-TMSI signature when attaching to SGSN using a GUTI (Rel-9)
	Qualcomm Europe
	revised

	S3-092102
	CR to 33.820 on storage of CSG Lists and CSG Type in USIM of UE
	Gemalto
	revised

	S3-092105
	CR Key Replacement Clarification in USIM when interworking  (R9)
	Huawei, NEC
	revised

	S3-092106
	CR Security interworking between E-UTRAN and GERAN in 128-bit encryption
	Huawei, Ericsson, ST-Ericsson
	revised

	S3-092108
	Proposed update of S3-091832: Key-Chaining issue in I-RAT handover to UTRAN
	Qualcomm Europe
	revised

	S3-092109
	Proposed update of S3-091833: Key-Chaining issue in I-RAT handover to UTRAN
	Qualcomm Europe
	revised

	S3-092119
	Replace S3-091967 CR to 33401 NCC Initialization(R8)
	ZTE Corporation
	revised

	S3-092120
	Replace S3-091968 CR to 33401 NCC Initialization(R9)
	ZTE Corporation
	revised

	S3-092129
	33.401 R8 CR: proposed update of S3-091821
	Ericsson, ST-Ericsson
	revised

	S3-092130
	33.401 R9 CR: proposed update of S3-091822
	Ericsson, ST-Ericsson
	revised

	S3-092159
	33.401 R9 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	revised

	S3-092160
	33.401 R8 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	revised

	S3-092162
	CR to 33.401 on key calculation at idle mobility from E-UTRAN to UTRAN/GERAN (Rel-8)
	Qualcomm Europe
	agreed

	S3-092163
	CR to 33.401 on key calculation at idle mobility from E-UTRAN to UTRAN/GERAN (Rel-9)
	Qualcomm Europe
	agreed

	S3-092164
	33.401 CR: EPS NAS security context storage (Rel-8)
	Ericsson, ST-Ericsson
	agreed

	S3-092165
	33.401 CR: EPS NAS security context storage (Rel-9)
	Ericsson, ST-Ericsson
	agreed

	S3-092166
	Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer
	NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks.
	agreed

	S3-092167
	Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data transfer (Rel-9)
	NEC Corporation, Huawei, Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-092169
	Replace S3-091967 CR to 33401 NCC Initialization(R8)
	ZTE Corporation
	agreed

	S3-092170
	Replace S3-091968 CR to 33401 NCC Initialization(R9)
	ZTE Corporation
	agreed

	S3-092174
	33.401 R9 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	agreed

	S3-092175
	33.401 R8 CR: Correction of ECM states
	Ericsson, ST-Ericsson
	agreed

	S3-092176
	Concurrency of inter-MME handovers and NAS downlink messages (Rel-8)
	Qualcomm Europe
	agreed

	S3-092177
	Concurrency of inter-MME handovers and NAS downlink messages (Rel-9)
	Qualcomm Europe
	agreed

	S3-092178
	33.401 R8 CR: proposed update of S3-091821
	Ericsson, ST-Ericsson
	agreed

	S3-092179
	33.401 R9 CR: proposed update of S3-091822
	Ericsson, ST-Ericsson
	agreed

	S3-092181
	CR SIM User HO to EUTRAN
	Huawei
	agreed

	S3-092183
	33.401 R9 CR: Correction of interworking between GERAN and E-UTRAN
	Ericsson, ST-Ericsson
	agreed

	S3-092184
	CR Key Replacement Clarification in USIM when interworking
	Huawei
	agreed

	S3-092185
	CR Key Replacement Clarification in USIM when interworking  (R9)
	Huawei, NEC
	agreed

	S3-092186
	Alignment of Context modifications behaviour (Rel-8)
	Qualcomm Europe
	agreed

	S3-092187
	Using P-TMSI signature when attaching to SGSN using a GUTI (Rel-9)
	Qualcomm Europe
	agreed

	S3-092188
	CR Kc Derivation Clarification When Interworking
	Huawei
	agreed

	S3-092189
	Proposed update of S3-091832: Key-Chaining issue in I-RAT handover to UTRAN
	Qualcomm Europe
	agreed

	S3-092190
	Proposed update of S3-091833: Key-Chaining issue in I-RAT handover to UTRAN
	Qualcomm Europe
	agreed

	S3-092191
	33.401 R9 CR: Authentication failure during emergency call
	Ericsson, ST-Ericsson
	agreed

	S3-092192
	Delete the derived CK keys in the MSC server enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in SRVCC
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-092194
	Delete the existing CS keys in the MSC enhanced for SRVCC in case there is desynchronization of CS keys between the UE and the network in HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-092196
	CR to 33.820 on storage of CSG Lists and CSG Type in USIM of UE
	Gemalto
	agreed

	S3-092210
	CR & pCR TR33.820: threat analysis of Semi-Autonomous Validation
	InterDigital Communications Corporation
	agreed

	S3-092211
	CR TR33.820 changes to section 7.5.2.4
	InterDigital Communications Corporation
	agreed

	S3-092212
	CR TR33.820 section 7.5.3.5 SAV Feasibility Study
	InterDigital Communications Corporation
	agreed

	S3-092213
	CR TR33.820: section 7.6 Distress Indication
	InterDigital Communications Corporation
	agreed

	S3-092216
	CR TR33.820 Hybrid Validation Questionnaire
	Huawei
	agreed

	S3-092218
	33.203 CR: X.509 Certificate profile aligment
	Ericsson, ST-Ericsson
	agreed

	S3-092219
	33.203 CR: X.509 Certificate profile aligment
	Ericsson, ST-Ericsson
	agreed

	S3-092221
	33.203 CR (R8): Removing editor’s notes in Annex P
	Ericsson, ST-Ericsson
	agreed

	S3-092229
	Correction of Clauses B.0 and B.2.1 for emergency calls
	Ericsson, ST-Ericsson, Alcatel-Lucent, Qualcomm
	agreed

	S3-092232
	Backhaul Security Super CR
	Huawei
	sent for email approval

	S3-092236
	CR to 33310 Some Corrections of TS 33.310
	ZTE Corporation
	agreed

	S3-092237
	Mandating integrity protection of reject messages that cause CSG list to be modified  and Emergency procedures for the PS domain
	Vodafone, Qualcomm, Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-092238
	Security considerations for emergency sessions in HSPA SRVCC
	Nokia Corporation, Nokia Siemens Networks, ZTE
	agreed

	S3-092239
	Handling of Kc128 upon power-on or reinsertion of the USIM.
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-092240
	33.401 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed

	S3-092241
	33.401 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed

	S3-092242
	33.402 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed

	S3-092243
	33.402 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed

	S3-092244
	33.102 R9 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed

	S3-092245
	33.102 R8 CR: Replacing KDF definition with a reference
	Ericsson, ST-Ericsson
	agreed

	S3-092246
	Not resetting START to 0 (Rel-8).
	Nokia, Nokia Siemens Networks
	agreed

	S3-092247
	Not resetting START to 0 (Rel-9).
	Nokia, Nokia Siemens Networks
	agreed

	S3-092248
	CR to 33.224 on GPL_U
	Gemalto, Giesecke&Devrient, Sagem-Orga
	withdrawn

	S3-092249
	33.224 CR: Key types used by GPL_U and GPL_ME
	Ericsson, ST-Ericsson
	withdrawn

	S3-092250
	33.223 R9 CR: Registration of GPL capabilities
	Ericsson, ST-Ericsson
	agreed

	S3-092251
	33.224 CR: General corrections
	Ericsson, ST-Ericsson
	agreed

	S3-092252
	33.246 CR: Impacts of EPS to MBMS security
	Ericsson, ST-Ericsson
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Title
	From
	Decision
	Reply in

	S3-091905
	presentation of TS22.368 for information
	S1-093451
	noted
	

	S3-091906
	LS on ME support in Rel-9
	C1-093965
	noted
	

	S3-091907
	Reply LS to S3-091054 on potential ETWS security threat in UTRAN
	R2-095355
	noted
	

	S3-091908
	Reply LS on INTER RAT HANDOVER INFO during inter-RAT PS Handover
	GP-091745
	noted
	

	S3-091909
	Reply LS on Target UE discovery for inter-UE transfer
	S2-096020
	noted
	

	S3-091910
	3GPP CT6 comments on TR 33.812 v 1.5.0
	C6-090331
	noted
	

	S3-091911
	NGMN Security Gap Analysis
	LS_NGMN_to_3GPP_SA3_V1.1
	noted
	

	S3-091912
	Integration of the OpenID-based authentication with IMS
	COM13-LS083
	noted
	

	S3-091913
	LS on inter PLMNs handover
	C1-094652
	noted
	

	S3-091914
	LS on preventing UTRA to EUTRA handover for USIM-less UE
	R2-096245
	replied to
	S3-092180

	S3-091915
	Reply LS on early media in forward direction
	C3-091560
	postponed to next meeting
	

	S3-091916
	LS on IMS emergency session support in non-3G acccess
	C1-094804
	noted
	

	S3-091917
	Reply LS on IMS media plane security
	C4-093184
	replied to
	S3-092222

	S3-091922
	Reply LS to C1-094652 = R2-096231 on inter PLMNs handover
	R2-096277
	noted
	

	S3-091923
	LS on restriction for execution of security procedure(s) before completion of TAU Procedure
	R2-096278
	noted
	

	S3-091924
	Reply LS to S3-091113 = R2-093653 on security aspects on Relay-node type 1
	R2-096287
	noted
	

	S3-092142
	Reply LS on emergency attach in a shared LTE network
	R2-097461
	noted
	

	S3-092143
	LS to SA3 on key invalidation following SR-VCC failure
	R2-097508
	replied to
	S3-092193

	S3-092144
	LS on PSS Content Protection Extensions
	S4-090949
	replied to
	S3-092157

	S3-092145
	LS on IMS media plane security
	C1-095644
	replied to
	S3-092223

	S3-092146
	LS on integrity protection of messages that alter CSG list
	C1-095709
	noted
	

	S3-092147
	Response LS on CS Inter-PLMN Handover
	C1-095733
	noted
	

	S3-092148
	LS on emergency attach in a shared LTE network
	C1-095744
	noted
	

	S3-092149
	LS on Network sharing and stand alone Authentication procedure
	C1-095748
	noted
	

	S3-092150
	LS on security and authentication in UDC
	C4-094237
	postponed to next meeting
	

	S3-092151
	LS on multiple IPSec Tunnels for “dual-mode” femto
	S5-094198
	replied to
	S3-092207

	S3-092152
	Reply to LS on IMS Media Security Lawful Interception Requirements
	SA3LI09_114r1
	replied to
	S3-092224

	S3-092153
	LS on CR Optimized Key-Chaining issue in I-RAT handover to UTRAN
	R3-092638
	noted
	

	S3-092154
	Reply LS on inter PLMNs handover
	S2-096387
	noted
	

	S3-092155
	LS on emergency attach in a shared LTE network
	S2-096386
	noted
	

	S3-092173
	LS on Un interface security for Relay Architecture in LTE-Advanced
	R3-093386
	replied to
	S3-092195

	S3-092197
	LS on Un interface security for Relay Architecture in LTE-Advanced
	R3-093386
	replied to
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-092157
	Reply to: LS on PSS Content Protection Extensions
	S4-090949
	-
	S3-092144

	S3-092158
	DRAFT reply LS on NGMN Security Gap Analysis
	-
	-
	

	S3-092168
	Reply LS on PLMN confusion during EPS-AKA
	-
	-
	

	S3-092180
	Reply to: LS on preventing UTRA to EUTRA handover for USIM-less UE
	R2-096245
	-
	S3-091914

	S3-092193
	Reply to: LS to SA3 on key invalidation following SR-VCC failure
	R2-097508
	-
	S3-092143

	S3-092195
	Reply to: LS on Un interface security for Relay Architecture in LTE-Advanced
	R3-093366
	-
	S3-092173

	S3-092205
	LS to RAN3 on H(e)NB Emergency Call Handling
	-
	-
	

	S3-092207
	Reply to: LS on multiple IPSec Tunnels for “dual-mode” femto
	S5-094198
	-
	S3-092151

	S3-092214
	LS to SA5 on H(e)NB remediation
	-
	-
	

	S3-092222
	Reply to: Reply LS on IMS media plane security
	C4-093184
	-
	S3-091917

	S3-092223
	Reply to: LS on IMS media plane security
	C1-095644
	-
	S3-092145

	S3-092224
	Reply to: Reply to LS on IMS Media Security Lawful Interception Requirements
	SA3LI09_114r1
	-
	S3-092152

	S3-092227
	LS to SA3-LI on MIKEY-IBAKE
	-
	-
	


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-092156
	Revised WID on SA3-LI Release 9
	MCC
	revised WID

	S3-092161
	Revised WID: Network Improvements for Machine-Type Communication (NIMTC)
	Samsung, Verizon Wireless, NEC Corporation
	revised WID


Annex E: List of draft Technical Specifications and Reports

	Document
	Doc title

	S3-092200
	new version of TS 33.320

	S3-092226
	new version of TR 33.828

	S3-092228
	new version of TR 33.328

	S3-092254
	new version of TR 33.812

	S3-092255
	new version of TR 33.837 Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)

	S3-092257
	new version of TR on Open ID

	S3-092258
	new version of TR 33.328


Annex F: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible

	S3-57/1
	6.9
	S3-092153
	Develop emergency section in 33.402 to remove Editor's Note
	Alec Brusilovsky

	S3-57/2
	6.11
	S3-092097
	Bring CR on 33.310 on TLS cipher suites
	Colin Blanchard

	S3-57/3
	6.11
	S3-092113
	Send input on IP offload at the ME using 802.11 to BT
	All

	S3-57/4
	6.1
	S3-092124
	Forward withdrawal request of 33.978 and 33.178 to WP manager
	MCC

	S3-57/5
	6.9
	S3-092184
	Check Kc issue for the next meeting
	Huawei
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