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1 Introduction
Emergency Call handling of H(e)NB has been discussed in other WGs (e.g. SA2 and RAN3) and specified in their correspording TR or TS. 

In this contribution, the security risk of Emergency Call handling for non CSG UEs or non CSG HNBs on UE Registration procedure and the measures to reduce it is discussed. And then, the corresponding texts are added into the empty section “security aspects of Emergency Call handling”in latest TS33.320. 
2 Discussion

Figure 1 shows UE Registration procedure for non CSG UEs or non CSG HNBs which was agreed in RAN3 TS 25.467, and the procedure provides how the HNB and the HNB-GW support handling of Emergency call:

In step 3, the HNB checks the UE capabilities provided in step 1, and if these indicate that CSG is not supported, or the HNB itself does not support CSG, and if no Context id exists for the UE, the HNB initiates UE registration towards the HNB-GW (step 5-7).  
In step 6, the HNB-GW checks the UE capabilities and the Registration Cause received in step 5, if these indicate that CSG is not supported and that it is an Emergency Call, HNB-GW will accept the UE registration attempt and allow the Emergency call regardless of whether UE can pass access control. 

In step 7, the HNB-GW will allocate a context-id for the UE and respond with an HNBAP UE REGISTER ACCEPT message which including the context-id to the HNB.
For the above procedure, the following risk must be considered:  For a UE who has no permission to access over a HNB for normal services, a context-id for the UE will be kept on the HNB and the HNB-GW if the UE has initiated an Emergency call via the HNB and the HNB-GW. And this context –id will not be released even if the emergency call has been finished. If the UE initiates a non-emergency service after an Emergency call, the HNB will not perform step 5-7 of the above procedure, then the access control will be passed and the UE can get access over the HNB.
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Figure 1. UE Registration for non CSG UEs or non CSG HNBs.
Based on the discussion, it is proposed that the context of non-permission UE in HNB and HNB-GW shall be release immediately after emergency call finished, which reduces the security risk of Emergency Call handling for non CSG UEs or non CSG HNBs on UE Registration procedure.
3 Proposed Changes
Based on the discussion in section 2 and the current status of Emergency Call handling, it is proposed to agree the attached pCR.
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9
Security Aspects of Emergency Call Handling 

The H(e)NB and/or the H(e)NB-GW shall support security handling of Emergency call as specified in TS 25.467[12], TS 33.102[x] and TS 33.401[y].

Emergency call shall be allowed by the H(e)NB and/or operator’s core network entities (e.g. H(e)NB-GW) regardless of whether UE can pass access control as specified in section 8.2. 

In case of non CSG UEs or non CSG HNBs, after Emergency call is finished, the context (as described in [12]) extablished between the HNB and operator’s core network entities for UEs who can not get access over the HNB shall be released to prevent the UE from accessing non-emergency services.
Editor’s Note: RAN2 and SA1 emergency call handling alignment verification is still needed.
****************************End of second changes*****************************************
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