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1. Introduction

This document addresses the alignment of the TrE requirements to the secure environment requirements of TS 33.401. Protection for user plane plaintext in H(e)NBs should be ensured. Also, because HeNBs are likely to be placed in locations that are physically insecure, the security requirements in TS 33.401 Section 5.3 for an eNB placed in an insecure location should apply to HeNB.
2. Background
TS 33.401 section 5.3 specifies the security requirements for eNBs, which are very similar to the developing TS 33.320 security requirements for H(e)NBs. Both documents describe environments that can be trusted to enforce the security requirements. Since HeNB is an eNB, it is recommended that the eNB security requirements in section 5.3 be applied to HeNB, with one exception described below.

There is at least one exception where the security requirement of the eNB is not required of the HeNB. An eNB has an X2 interface whereas a HeNB does not have an X2 interface. The X2 interface appears to be the only requirement that can be relaxed in the HeNB security requirements. The other requirements are either the same or more stringent and should be relied upon to provide the requirements for TS33.320.
Concerning HNBs specifically, there is only one unique security related reference in TS 33.320. This requirement does not appear to create a conflict.

Below is a table for comparison of the security requirements imposed upon the eNB and HeNBs with respect to the secure or trust environments.

	Security Requirement
	eNB (excerpts from TS 33.401-910)
	HeNB (excerpts from TS 33.320-110)

	Secure Boot
	Section. 5.3.5

The secure environment shall support the execution of sensitive parts of the boot process.
	Section 5.1.2

The TrE shall be built from an irremovable, HW-based root of trust by way of a secure boot process, which shall occur whenever a H(e)NB is turned on or goes through a hard reset. 

The root of trust shall be physically bound to the H(e)NB. The TrE , after having been successfully started, shall proceed to verify other components of the H(e)NB (e.g. operating system and further programs) that are necessary for trusted operation of  the H(e)NB.



	Secure Storage
	Section. 5.3.5

The secure environment shall support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.
	Section 5.1.2.1

The Trusted Environment (TrE) shall be a logical entity which provides a trustworthy environment for the execution of sensitive functions and the storage of sensitive data.


	Sensitive Functions
	Section. 5.3.5

The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use long term secrets (e.g. in authentication protocols).


	Section 5.1.2.1

The TrE shall perform sensitive functions (such as storing private keys and providing cryptographic calculations using those private keys ) needed for H(e)NB device authentication with the operator network, as specifically described in clauses 7.2 and 8.3.

	Integrity Checking
	Section. 5.3.5

The secure environment's integrity shall be assured.
	Section 5.1.2.1

The secure boot process shall include checks of the integrity of the TrE performed by the root of trust. Only successfully verified components shall be loaded or started.


	Authorized Access
	Section. 5.3.5

Only authorised access shall be granted to the secure environment, i.e. to data stored and used within, and to functions executed within.
	Section 5.1.2.1

All data produced through execution of functions within the TrE shall be unknowable to unauthorized external entities.

	Private Key Protection
	Section. 5.3.3
Keys stored inside eNBs shall never leave a secure environment within the eNB except when done in accordance with this or other 3GPP specifications.
	Section 7.2.2

The H(e)NB’s private key shall be stored in the TrE and shall not be exposed outside of the TrE.

	User plane data handling on the device

	Section. 5.3.4
User plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored. 
	Section 4.4.2

Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

	User Plane and Control Plane Backhaul Security

	Section. 5.3.4
It is eNB's task to cipher and decipher user plane packets between the Uu reference point and the S1/X2 reference points. 

The transport of user data over S1-U and X2-U shall be integrity, confidentially and replay-protected from unauthorized parties. If this is to be accomplished by cryptographic means, clause 12 shall be applied.

NOTE: The use of cryptographic protection on S1-U and X2-U is an operator's decision. In case the eNB has been placed in a physically secured environment then the 'secure environment' may include other nodes and links beside the eNB.
Section 11

In case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection according to TS 33.210 [5].
In order to protect the S1 and X2 control plane, it is required to implement IPsec ESP according to RFC 4303 [7] as specified by TS 33.210 [5]. For both S1-MME and X2-C, IKEv2 certificates based authentication according to TS 33.310 [6] shall be implemented. 
For S1-MME and X2-C, tunnel mode IPsec is mandatory to implement on the eNB. On the core network side a SEG may be used to terminate the IPsec tunnel.
Transport mode IPsec is optional for implementation on the X2-C and S1-MME.

NOTE 2:
Transport mode can be used for reducing the protocol overhead added by IPsec.
	Section 7.4
All signalling, user, and management plane traffic over the interface between H(e)NB and SeGW shall be sent through an IPsec ESP tunnel (with NAT-T UDP encapsulation as necessary) that is established as a result of the authentication procedure.


	Protection of Software Downloads
	Section 5.3.2
The eNB shall use authorized data/software.
	Section 8.4

The TrE shall use a public key issued by an operator trusted CA to verify the software signing entity certificate and the signature(s) in the SignedData object. All root certificates used for this purpose shall be stored in the TrE.

	IMEI, IMSI
	Section 5.1.1
From subscriber's privacy point of view, the MSIN (also IMEI) should be confidentiality protected.

From 33.102-900 section 5.1.5

“…the presentation of this identity to the network is not a security feature and the transmission of the IMEI or IMEISV may be unprotected.”

	Section 4.4.1
IMSIs of users connected to H(e)NB shall not be revealed to the Hosting Party of the H(e)NB

	Non-Private Credential Protection
	No information in spec.
	Section 5.2
Device authentication shall be based on certificates. The credentials and critical security functions for device authentication shall be protected inside a TrE
Section 7.2.2
The H(e)NB’s identity shall be stored in the TrE and shall not be modifiable.

The root certificate used to verify the signatures on the SeGW certificate shall be stored in the H(e)NB’s TrE and shall be writable by authorized access only. The verification process for signatures shall be performed by the H(e)NB’s TrE.

The H(e)NB’s TrE shall be used to compute the AUTH payload used during the IKE_AUTH request message exchanges.

	Time base,  Location
	No information in spec.
	Section 4.4.2

The time base of the H(e)NB shall be synchronized to the core network.

The location of the H(e)NB shall be reliably transferred to the network.
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4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. The authentication shall be performed using a certificate provided by the operator, manufacturer or vendor of the H(e)NB.

- 
The H(e)NB shall authenticate the SeGW. The authentication shall take place based on a SeGW certificate.

-
Optionally the hosting party of the H(e)NB may be authenticated. The authentication, if used, shall be based on EAP-AKA [3].

-
The H(e)NB shall authenticate the H(e)MS, if the H(e)MS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the H(e)MS using the same identity as for authentication to the SeGW, if the H(e)MS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
The H(e)NB shall be capable of filtering unauthenticated traffic received from the access network. Operator policy shall control which types of unauthenticated traffic are filtered.
· All security requirements of the eNB secure environment of TS 33.401 [20] section 5.3 shall apply to the HeNB. Security measures to establish this secure environment shall be assured by the TrE (subclause 5.1.2) where they fall under the capability of the TrE.
Editor’s Note:
This section contains also solution related requirements, which may be moved later to other sections.
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