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	When attaching in UTRAN/GERAN using a GUTI as the temporary identity, then it is not possible for the MME to use the P-TMSI signature IE to check the identity of the UE.  

	
	

	Summary of change:
(
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************* FIRST CHANGE ***********

9.X
Attach procedures

9.X.1
Attach in UTRAN
This subclause covers ths case that the UE include a mapped GUTI into the “old P-TMSI” Information Element of the Attach Request.

NOTE 1: TS 23.060 states conditions under which a valid P-TMSI or a P-TMSI that is mapped from a valid GUTI (“mapped GUTI”) is inserted in the Information Element “old P-TMSI” in the Attach Request. 
If the UE has a current EPS NAS security context, it shall include a truncated NAS-token, as defined in subclause 9.1.1, into the P-TMSI signature IE of the Attach Request. If the calculated truncated NAS-token is all zero, then the UE may use the next uplink NAS COUNT to calculate a new NAS-token. 
It shall also include the KSI equal to the value of the eKSI associated with the current EPS security context.  
If the UE does not have a current EPS NAS security context, 
the UE shall set the truncated NAS-token to all zero and the KSI to ‘111’ to indicate the UE has no keys available.

The SGSN shall forward the P-TMSI signature including the truncated NAS-token to the old MME. The MME may check a non-zero NAS-token as described in subclause 9.1.1, except it shall use a full native EPS NAS security context rather than than current EPS NAS security context if the latter is a mapped context to calculate the possible NAS-tokens
. If successful, the MME responds with an Identification Response to the SGSN. If unsuccessful the MME responds with an appropriate error cause which should initiate the security functions in the SGSN. 
If P-TMSI Signature includes an all zero NAS-token or the MME chooses not to check the NAS-token, the MME may respond with an Identification Request that does not include keys.

If needed, the MME and UE shall derive CK' and IK' from the KASME as in subclause 9.1.1. Keys CK' and IK' and KSI sent from the MME shall replace all the UTRAN PS key parameters CK, IK and KSI in the target SGSN if any. Keys CK' and IK' and the KSI shall replace all the currently stored UTRAN PS key  parameters CK, IK, KSI values on both the USIM and ME. START shall be reset to 0. 

************* NEXT CHANGE ***********
10.Y
Attach procedures

10.Y.1
Attach in GERAN
As the SGSN is capable of handling UMTS security contexts clause 9.1.1 applies here with the following changes 

· the SGSN and UE shall derive GSM cipher key Kc as defined by TS 33.102 [4] from CK' and IK' , and the SGSN and UE shall derive Kc128 as defined by TS 33.102 [4] from CK' and IK' when the new encryption algorithm selected by the target SGSN requires Kc128
;

· SGSN shall select the encryption algorithm to use in GERAN.
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�The all zero case will only result in AKA so better to remove complexity


�Make it clear what the otherwise meant


�Further research needed on whether UE will ever use a mapped context in this case


�If MME does not want to pass keys, it does not need to check NAS-token


�Aligns with S3-092184


�Aligns with S3-092188


�Cut and paste error from clause 10.2.1 in original





