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1. Discussion 
1.1 Background
Referring to description of system architecture of H(e)NB, it has been considering the backhaul between H(e)NB and SeGW may be insecure. However, the link between H(e)NB and SeGW is deployed and owned by operator itself under some scenario, and the link will be protected by some existing mechanism and also the scenario has been limited as below. So IPsec tunnel is optional to use but mandatory to implement in this scenario. 
1.2 Scenario description
The detail description of this scenario is as following: [image: image3.wmf]
Figure H(e)NB secure link scenario

As the figure shown, the link between H(e)NB and SeGW is IP network, but there is a PON(Passive Optical Network) physical link used to transfer IP packets between core network and end user. So the link between H(e)NB and SeGW can be divided into two parts: 
1. IP link between SeGW and OLT (PON terminal at operator side). The link is private IP network. It will be included in core network, totally under operator’s control and protected by physical environment in machine room. 

2. Secure Passive Optical Network (PON) link between OLT and H(e)NB. As PON is a shared medium to transfer data. Data in this secure PON link should be encrypted with the key for each OLT-ONU (PON terminal in user side) pair. 
3. In this scenario, ONU is integrated into H(e)NB. The communication between ONU and TrE is protected by the physical circuit board. And ONU is under operator’s control. In summary, this kind of H(e)NB has an optical physical network interface instead of normal IP physical interface(e.g. RJ-45 interface). It is connected with core network by PON physical link.

1.3 Security Discussion
There are some security issues which should be considered and discussion. Here are some security analysis which can remove security concerns:
1. IKE authentication without IPsec:
Discussion: There are some IETF experts who are making this modification in IETF related WG. There already has been an individual draft to solve this problem. Moreover, ONU is an irreplaceable part of H(e)NB. Once the H(e)NB changes after the authentication process, related ONU will also change. As a result, OLT will find out an illegal ONU is connected. So the fake H(e)NB will be banned to connect to core network.
2. Why is PON secure?

Discussion: Firstly, please note PON is an optical based network. Each data will be transferred by optical waves, which can prevent data transportation from eavesdropping or injecting attacking happened between OLT and ONU based on physical characteristics.
Secondly, as PON is a medium, this can be shared to transport data. Any one who has right to get the data from PON terminal (OLT or ONU) is able to catch all data transferred by optical network. It is a problem indeed. But fortunately, OLT is fully under operator’s control. At the same time, each pair (OLT-ONU) can be configured with individual key to protect the data transferred in this path. So if this scenario is used, no one can get any other information expect the ones intended for him. 

3. How to protect data between OLT and ONU?

Discussion: It has mentioned that PON is an optical based network above. So it can provide protection for data based on physical characteristics of PON. If someone wants to make any attacking on optical network, the only impact of attacking is that the optical fiber will be cut and the communication will be dropped immediately.

4. How to protect data between ONU and H(e)NB?

Discussion: As it is shown in the figure, ONU and H(e)NB is integrated together in one circuit board so closely that we can consider the H(e)NB has an optical interface rather than a normal IP interface. Data generated by H(e)NB will be encapsulated to physical layer directly, then sent out by optical interface (ONU). There is no connection between ONU and H(e)NB so no threats should be considered. Moreover, the protection between ONU and H(e)NB inside the device is not needed because it is useless for the attacker on this interception, it shall be much more easier for the attacker to get the plain text than the information between TrE and ONU. 
5. How to protect data transfer between OLT and SeGW.
Discussion: It is protected by operator private solutions, e.g. physical protection, operator auditing and so on.

2. Proposal 

We propose to make IPsec tunnel optional to use for secured link between H(e)NB and SeGW scenario.
3. pCR 
The following pCR is against 3GPP TS 33.320 V1.1.0 .
************************************ start of 1st change ************************************
4.1
System architecture of H(e)NB
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Figure 4.1.1: System Architecture of H(e)NB
Description system architecture:
· Air interface between UE and H(e)NB should be backwards compatible air interface in UTRAN or E-UTRAN;
· H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 

· Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB.
· AAA server authenticates the hosting party based on the authentication information retrieved from HSS when hosting party authentication is performed.
· Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link. But if the link between H(e)NB and SeGW is PON and also PON terminal (ONU) is integrated into H(e)NB, IPsec tunnel is optional to use since the PON link is secure.
Editor's Note: According to IETF RFCs, IKEv2 and IPsec ESP must always be used jointly. The precise conditions, under which IKEv2 and IPsec can be switched off, are ffs.The consistency of the above statement with the rest of the present document needs to be checked further carefully.
· HNB-GW performs the mandatory access control and HNB performs the optional access control in case non-CSG capable UEs or non-CSG capable HNBs. SeGW and HNB-GW are logically separate entities within operator’s network. If the SeGW and the HNB-GW are not integrated, then the interface between the HNB-GW and the SeGW may be protected using NDS/IP [9].

· HeNB-GW is optional to deploy. If HeNB-GW is deployed, then SeGW may be integrated into HeNB GW. If the SeGW and the HeNB-GW are not integrated, then the interface between the HeNB-GW and the SeGW may be protected using NDS/IP [9].

· H(e)MS, H(e)NB-GW, or MME performs location verification of H(e)NB [12].
· Secure communication is required to H(e)NB Management System (H(e)MS).
************************************ end of 1st change *************************************
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