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1. Overall Description:

RAN2 identified and discussed the problem outlined in R2-096904, whereby a potential mismatch occurs between the UE and NW, when storing the derived security context, following SR-VCC failure. The failure occurs due to different success points in the UE and NW; UE considers the procedure successful when the HANDOVER TO UTRAN COMPLETE message is submitted to the lower layers for transmission; NW considers the procedure successful when the HANDOVER TO UTRAN COMPLETE message is received. 
Potentially, the UE will store the newly mapped security context, and the MSC will not, if transmission/reception of the message is unsuccessful. If the newly mapped CS key and the existing stored CS key have the same KSI, then a mismatch will cause connection failure in a subsequent connection. 

One potential solution was discussed in RAN2:

- UE may detect conditions: No ACK from HANDOVER TO UTRAN COMPLETE, Failure of L1 sync, Initiation of failure fallback, invalid handover configuration. 
- UTRAN may detect conditions: Failure to receive HANDOVER TO UTRAN COMPLETE, Failure to achieve L1 sync
- Upon detection of any of the above events, UE and/or the UTRAN may invalidate the stored keyset to force a new key exchange at a subsequent connection
It was noted that this may not be the optimal solution, since in some situations the UE could unnecessarily invalidate the key (In case the UTRAN had received HANDOVER TO UTRAN COMPLETE, but UE had not received the ACK, then UE and UTRAN would have stored the mapped key). It was also noted that this could potentially be solved in the CN without UE involvement.

2. Actions:

To SA3:

Please determine if the problem can/will be resolved in SA3, and if the solution covers all potential problematic cases – i.e. please indicate whether any further action needs to be taken in RAN2.
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