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1 Introduction

This contribution proposes changes on the content of ‘binding HPM ID and Device ID  to current text in draft H(e)NB security TS. 
2 Proposed changes

******************start of first change*****************************
6 Security Procedures in H(e)NB
6.2 Binding of HPM ID and Device ID
The core network shall authenticate the binding relationship of HPM and device. 

HLR/HSS, Home Location Register for H(e)NB,  stores the records of  H(e)NB Identifier corresponding to every HPM_ID, presenting the binding relationship of the H(e)NB device and the HPM .

AAA server performs binding authentication based on the record fetched from the HLR/HSS.
Every H(e)NB equipment has a unique H(e)NB Identifier. The H(e)NB Identifier is assigned by manufacturer and stored securely in the TrE of the H(e)NB.
Through the hosting party authentication flow, AAA server gets the HPM ID of the hosting party module. AAA server retrieves H(e)NB Identifier which matchs the HPM ID from HLR/HSS. 

SeGW forwards the H(e)NB ID received from this H(e)NB itself to AAA server.AAA server compares the H(e)NB Identifier with the one obtained from HLR/HSS. If they’re the same, the binding between the H(e)NB ID and the HPM ID is confirmed.  

******************end of first change*****************************

******************start of second change*****************************

Annex X (informative)
X.1 Binding of HPM ID and H(e)NB ID Call-flow Example
The following diagram shows a example of binding HPM ID and H(e)NB Identifier in HP authentication procedure.
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Figure A.3: binding HPM ID and H(e)NB Identifier call- flow
(1) –(4) Certificate based device authentication flow between the H(e)NB and the SeGW.  

(5) After SeGW authenticates the H(e)NB H(e)NB Identifier, SeGW forwords the ID to AAA server in order to originate binding authentication.

(6)(7) H(e)NB authenticate the SeGW identity by certificate.

(8) H(e)NB sends HPM ID to the SeGW to initialize Hosting Party procudere. 
(9)The SeGW forwards the  HPM ID to the AAA server.

(10) AAA server sends the  HPM ID to HLR/HSS to request Authentication Vectors and the H(e)NB Identifier which mathes the HPM ID.
(11) After receiving the HPM ID, HLR/HSS searches for the H(e)NB Identifier corresponding the HPM ID. 
(12) HLR/HSS replies AAA server the H(e)NB Identifier and the AV.

(13) AAA verifies the H(e)NB Identifier from SeGW in step (5). If it is the same with the one received from HSS/HLR in step 12, binding authentication process succeeds. It can be judged that the HPM is inserted in the legitimate equipment. 
(14)-(25) The following steps continue to complete the Hosting Party authentication and establish the tunnel.
******************end of second change*****************************
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