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1. Introduction

This contribution proposes text for the clause on CMPv2 transport protocol.
Along the lines of draft-ietf-pkix-cmp-transport-protocols CMPv2 transport over HTTP(S) is mandated.

2. Background

The rationales to use HTTP as transport protocol below CMPv2 are best given in the introduction of draft-ietf-pkix-cmp-transport-protocols.
This introduction reads: “

   The Certificate Management Protocol (CMP) [RFC4210] requires well defined transport mechanisms to enable End Entities, RAs and CAs to pass PKIMessage sequences between them.  This document defines the transport mechanisms which were removed from the main CMP specification with the second release and referred to be in a separate document.

   The first version of the CMP specification [RFC2510] included a brief description of a simple TCP-based transport protocol.  Its features are simple transport level error-handling and a mechanism to poll for outstanding PKI messages.  Additionally, it was mentioned that PKI messages could also be conveyed using file-, E-mail- and HTTP-based transport.

   The current version of the CMP specification incorporated an own polling mechanism and thus the need for a transport protocol providing this functionality vanished.  The remaining features CMP requires from its transport protocols are connection- and error-handling.

   During the long time it existed as draft, this RFC was undergoing drastic changes.  The TCP-based transport specification was enhanced and a TCP-Messages-over-HTTP transport specification appeared.  Both proved to be needless and cumbersome, implementers preferred to use plain HTTP transport.  This specification now aims to reflect that.

   HTTP transport is generally easy to implement, traverses network borders utilizing ubiquitous proxies and is already commonly found in existing implementations.  TCP-based transport is only documented for information and optional downward compatibility.  E-Mail or file transfer are also mentioned and may be used to convey PKIMessage sequences - provided that scenarios are identified where they are better suited than HTTP.

”

Profiling for the HTTP transport is done for two topics:

· Only support for communication with the end entity as HTTP client and RA/CA as server are mandated. This avoids the implementation of a HTTP server within the end entity. This is possible as the 4 announcement messages which originate in the RA/CA as client (cf. section 4.6.2 of the IETF draft) are not needed for the enrolment of end entities (here eNBs).

· Arguments for utilisation of HTTPS:

· Section 4.8 of the IETF draft gives a reasoning for usage of HTTPS: “However, it might be possible for an interceptor to utilize the available information to gather confidential technical or business critical information.”.
· In addition firewall settings at the border of the MNO network may disallow plain HTTP, but may allow HTTPS.
Thus support of HTTPS is proposed to be mandatory and usage to be optional.
3. pCR
The following proposes text for the temporary document (super-CR) on backhaul security to be included into TS 33.310.

************************** start of changes ************************
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************************** start of next change *********************

3.2
Abbreviations

…..

RA
Registration Authority

************************** start of next change *********************

9.7 CMPv2 Transport


Transport of CMPv2 messages between end entities (network elements) and RA/CA shall be done using HTTP-based protocol as specified in draft-ietf-pkix-cmp-transport-protocols [xx].

Support is mandatory for communication initiated by the end entities where every CMP request triggers a CMP response message from the CA or RA. Support for RA/CA initiated HTTP requests (i.e. announcements) is not mandatory.

Support for HTTP over TLS (HTTPS) according to [xy] is mandatory. Usage of HTTPS is optional.

************************** end of changes *************************
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