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1
Decision/action requested

Acceptance of proposed text as input for PUCI TR Section 8.
2
References

TR 33.837 Protection against unsolicited communication in IMS.
3
Rationale

· Enhancement of PUCI work

· Clarifying which solution is usable in which conditions
4
Detailed proposal
This pCR, as given below, provides usage space of existing solutions.
*****************************************FIRST CHANGE*****************************************

8.X Usage Space
Section XX Evaluation of Alternatives gives a high level comparison of PUCI solutions presented in this TR. Besides a comparison of solutions it is also important to understand what can be used when i.e. the usage space of a given solution. In this section we present the usage space of all the solutions.
Supplementary services, according to Section 7.3, provide means to identify a UC and react on it. For identification purpose the user or operator has to do prior setting. The prior setting is in terms of order in which SS modules are used, done potentially on operator requirements, and the setting done by the user, e.g., white list or black list. Contextual information, according to Section 7.4, provides means that can be used together with SS to identify a potential UC when the communication is taking place for the first time between two parties. Thus SS together with CI can be used for initial deployment of IMS with list based solution where the list (white or black) of a user can be populated by using CI or by the user using the keypad. SS already exists and therefore does not have much impact on standardization. Issue of course is that SS even with CI does not cater for new types of attacks or attacks from parties that are already accepted in a given white list. Thus the gap that remains in SS after combining with CI are:

· There is no intelligence in the network to automatically identify potential UC and warn the user, respectively to act proactively for the user.

· There is no means marking within the network for a on-going communication
· Static setting of different lists (black, white etc.) cannot take a change in the attack or attacker behaviour into account.
· The static order of tests cannot be dynamically changed based on the source or type of communication request. 
· New modules to handle new attacks cannot be added
IMR provisions for identifying, marking and reacting against UC based on operator policies and user requirements. As such IMR does not define modules to identify UC but instead makes use of SS and other forms of modules [IETF RFC]. Thus IMR in essence works together with SS. IMR can use the marking to react and also re-route received call request for further tests. With possibility to use new modules and perform test depending on incoming call, IMR provides means for handling new attacks and also to react against misbehaviour of identities that are in, say, a white list. Therefore IMR together with SS, CI and other modules [IETF RFC] can take care of the gap left by SS and CI based solution as discussed above. To make IMR happen it is necessary to standardize the items as given in Section 7.2.5.4.
UC-OPH provides methods for secure communication between networks especially IMS and non-IMS networks. Besides that UC-OPH is dependent on other solutions. Therefore it should be used either with SS or IMR.
***************************************END  OF  CHANGES***************************************
