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1
Introduction
This contribution contains updates and clarifications regarding signalling between KMSs
· Moved some text from clause 4.2.4 to a new clause 6.2.3.8, which also include a new figure illustrating MIKEY-TICKET message exchanges between KMSs.
· Added in Annex A that the KMS Ticket Resolve procedure shall also be used bKMS-KMS.
· Added procedures for the case with two KMS domains in Annex B.
2
Proposal

We propose to agree the following changes to TS 33.328 v1.1.0 (all marked using MS-Word revision marks in the following):
*****  Start of first change  *****
4.2.4 
End-to-end security using KMS

Editor’s Note: The text in this section may need to be revisited once the Otway-Rees extensions are agreed.
The objective of the KMS based solution is to establish end-to-end media plane security between IMS UE's. The IMS UE's may be served by different KMS's, e.g. when they belong to different IMS operator domains.

A simple network model of the entities involved in the key management for the KMS based solution is shown in Figure 2. The architecture follows the Generic Bootstrapping Architecture (GBA) [6].  GBA is used for KMS user authentication and establishment of a shared key for protection of message exchanges over Ua. 
NOTE: 
Instead of GBA other systems offering corresponding services may be used. The used system has to provide user authentication, a shared security association between KMS and user and an identity for the security association which can be used to reference the security association. The security association should also define the user associated KMS user identities (see 6.2.3.2). The system can be based on any type of user credentials deemed to be secure enough for the intended application relying on the media plane security.

A new reference point, Zk, for message exchange between two KMS's is introduced. Zk is used when one KMS gets a request to resolve a ticket issued by another KMS. The end-points using Zk shall be mutually authenticated.
The media plane interface and the SIP signalling interface (Gm) is not shown in the reference model as these interfaces are in principle not changed. The required new functionality is implemented by modifications in SIP/SDP.
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Figure 2: Reference model for key management for MIKEY TICKET

Further information on entities and reference points in the reference model is given in the following list:

-
For HSS definitions refer to [2].  

-
For GBA and BSF definitions including the Zh, Zn and Ub reference points refer to TS 33.220 [6]

-
For how to secure Zh and Zn also refer to TS 33.220 [6]

-
The KMS acts as a NAF when GBA is used for user authentication and establishment of a key shared between the KMS and an IMS UE. 

-
Reference point Ua uses HTTP [8] for transport of MIKEY-TICKET [14] messages. The procedures are defined in Annex A.
-
Reference point Zk also uses HTTP [8] for transport of MIKEY-TICKET [14] messages. The procedures are  according to Annex A with the restriction that Request-URI only can contain "requesttype" equal to "ticketresolve”.  Network domain Security [5] shall be used for authentication of endpoints and protection of messages.
*****  End of first change  *****
*****  Start of second change  *****
6.2.3.8 Signalling Between KMSs

Users served by different KMSs (KMS_I, KMS_R) may establish connections provided that the KMSs cooperate and that there is a trust relation between them. The KMSs shall be mutually authenticated and the signalling between them shall be integrity protected. If KMS_R cannot resolve a ticket, but has a trust relation with KMS_I that can resolve the ticket, KMS_R initiates a new ticket resolve exchange with KMS_I. The response message from KMS_I is then re-encoded by KMS_R and forwarded to the responder as described in Annex B.  The message exchange shall be done as described in Section 9 of [14]. The exchanges and the messages in the exchanges are illustrated in Figure X. Note that this introduces a hop-by-hop trust chain as only KMS_R authenticates the user (responder) and KMS_I will have to trust KMS_R.
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Figure X: MIKEY-TICKET message exchanges between KMSs

*****  End of second change  *****
*****  Start of third change  *****
A.1
General aspects

This annex specifies the HTTP based key management procedures between the KMS and the UE. It defines bthe following HTTP based procedures:

-
TBS Ticket Request;

-
TBS Ticket Resolve;

The KMS Ticket Resolve procedure shall also be used between KMSs when one KMS gets a request to resolve a ticket that can only be resolved by another KMS.
*****  End of third change  *****
*****  Start of fourth change  *****
B.2
UE terminating procedures 
B.2.1
General

The terminating call set-up procedure is described in clause 7.3.3. Interactions with the KMS are described in clause 6.2.3.1.

B.2.2.2
Procedures for the case with one KMS domain
B.2.2.2.1
Preconditions

The following preconditions are assumed: 

-
The IMS UE is configured with the address to the KMS it shall use for ticket resolve. 
The KMS address is in the form of a Fully Qualified Domain Name as defined in IETF RFC 1035 [7].  

-
The IMS UE is configured with GBA protocol identifier to use for MIKEY-TICKET [14] message exchange.

-
The IMS UE has performed a GBA bootstrap and holds a valid BTID and Ks.

-
The IMS UE has derived the NAF-key for the KMS it shall use for ticket request

B.2.2.2.2
Procedures

The detailed terminating procedures for the case when both initiator and responder have trust relations with a common KMS are described in the following steps
1.
The responder receives the TRANSFER_INIT message and makes an initial verification of the message by verifying that payloads are in accordance with the responders receive policy. As the keys used to protect the message are based on the content of the ticket no check of the authenticity of the message can be made. 

If the ticket is marked as reusable, the responder searches his local store of reusable tickets. If a match is found the next processing step is step 10. 

2. 
The responder prepares a RESOLVE_INIT_PSK message as described in MIKEY-TICKET. The payloads are generated according to the local policy for ticket resolve requests.  The IDi payload is populated with the BTID and the NAF-key is used as the pre-shared key for protection of the message. 

3.
The message is sent to the KMS over HTTP, as defined in Annex A.
4. The KMS receives the message. The KMS processes the message as defined in MIKEY-TICKET.  The KMS retrieves the BTID and request the NAF-Key and related USS information from the BSF. The USS contains a list of all Public (IMS) User Identities associated with the requestor. Based on the NAF-Key, the KMS verifies the authenticity of the message. If the verification fails, the KMS returns an appropriate error message.

5.
The KMS verifies that one of the Public User Identities in the received USS matches, after transformation into a KMS User Identity format, the KMS User Identity included in the ticket request as the public identity of the initiator. If there is no match the processing is terminated and an appropriate error message is returned.

6.
The KMS checks the received ticket policy against its policy for the requesting user and initiator and if there is a usage conflict the processing is terminated and an appropriate error message is returned. 

7.
The KMS generates the RESOLVE_RESP message according to MIKEY-TICKET  [14] and sends it as a response over HTTP to the responder.  

8. 
The responder receives the REQUEST_RESP message and checks it according to MIKEY-TICKET [14]. If the ticket was a reusable ticket then it is stored in  the local store of reusable tickets together with the corresponding keys retrieved from the RESOLVE_RESP message.

9. 
The responder generates the TRANSFER_RESP message according to MIKEY-TICKET.  The responder prepares the media security response in the SDP part of the 200 OK or 18x provisional answer according to local policies and this specification. It inserts the TRANSFER_RESP message according to RFC 4567 [12]

10. The responder derives the media session keys and initiates the media plane security. 

B.2.2.3
Procedures for the case with two KMS domains

B.2.2.3.1
Preconditions

The following preconditions are assumed: 

-
The IMS UE is configured with the address to the KMS, KMS_R, it shall use for ticket resolve. The KMS address is in the form of a Fully Qualified Domain Name as defined in IETF RFC 1035 [7].  

-
The IMS UE is configured with GBA protocol identifier to use for MIKEY-TICKET [14] message exchange.

-
The IMS UE has performed a GBA bootstrap and holds a valid B-TID and Ks.

-
The IMS UE has derived the NAF-key for the KMS it shall use for ticket resolve.

-
The ticket is issued by another KMS, KMS_I, with which KMS_R has a trust relation. Message origin authentication, and integrity and confidentiality protection is based on NDS/IP [5], see 4.2.4.
B.2.2.3.2
Procedures

The detailed terminating procedures for the case when the initiator has a trust relation with different KMSs are described in the following steps
1-5. 
The steps 1 to 5 are identical to steps 1–5 in clause B.2.2.2.2 with KMS replaced by KMS_R

6. 
KMS_R prepares a new RESOLVE_INIT_PSK message as described in MIKEY-TICKET [14]. If the IDRr payload in the received RESOLV_INIT_PSK message matched a legitimate recipient (step 5) it is reused in the new RESPOLVE_INIT_PSK, otherwise KMS_R inserts a matching KMS UID as IDRr. The TICKET payload is reused.  The message is not integrity protected. 

7
The message is sent to KMS_I over HTTP, as defined in ANNEX A.

8.
KMS_I verifies the message and that it comes from a trusted source (based on the NDS/IP protection).

9.
KMS_I checks the received ticket policy against its policy for the requesting user and initiator and if there is a usage conflict the processing is terminated and an appropriate error message is returned. 

10.
KMS_I generates a RESOLVE_RESP message and sends it as a response over HTTP to KMS_R. The  RESOLVE_RESP message itself  is not protected, i.e. there is no integrity protection and the KEMAC is not enciphered.

11. 
KMS_R receives the RESOLVE_RESP message and checks its integrity and source (based on the NDS/IP protection).

12. 
KMS_R prepares a new protected RESOLVE_RESP reusing the payloads from KMS_I. The KEMAC is  enciphered and the message is integrity protected. KMS_R sends the message to the responder over HTTP according to Annex A 

13-14. The steps 13 and 14 are identical to steps 9 and 10 in clause B.2.2.2.2.

*****  End of fourth change  *****
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