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1
Introduction
This contribution contains 

· Update of editor's note referring to MIKEY-TICKET.

· General corrections.
· Clarification that keys and rands of length 128 and 256 shall be supported.

· Timestamps shall be of NTP-UTC-32 when time based.

· Alignment of notation with MIKEY-TICKET.
to Annex D.

2
Proposal

We propose to agree the following changes to TS 33.328 v1.1.0 (all marked using MS-Word revision marks in the following):
*****  Start of first change  *****
Annex D (Normative):
MIKEY-TICKET profile for IMS media plane security

Editor's Note: This clause is based on MIKEY-TICKET  [14] and may have to be revised when the RFC becomes available.

D.1
Scope

The profiling given in this Annex is with respect to MIKEY-TICKET [14]. The profiling is for the default implementation of KMS based IMS media plane security using GBA for user authentication and establishment of a shared key between KMS and IMS UE. 

The profiling is based on what is needed to support SRTP as defined in RFC 3711 [9] and enhancements in terms of new SRTP transforms using 256 bit keys. 
D.2
General

A KMS based IMS media plane security default implementation

-
Shall support MIKEY-TICKET Mode 1 and Mode 3 (clause 4.1.1 in [14]) 

-
Does not have to support REQUEST_INIT_PK and RESOLVE_INIT_PK, i.e. it does not have to support public key based exchanges.

-
Shall use the recommended payload order for all messages in the exchanges. 

-
Shall not add any extra payloads.  
D.3
Keys, RANDs and algorithms 

A KMS based IMS media plane security default implementation

-
Shall support use of keys of length 128 and 256 bit. 

-
Shall support use of RANDs of length 128 and 256 bit.
-
Shall support the PRF function shall to MIKEY-1 in all HDR payloads. 
-
Shall for KEMAC protection support the AES-CM-128 encryption algorithm and the NULL Authentication algorithm.

-
Shall support HMAC-SHA-1-160 as authentication algorithm in V payloads.

D.3
Exchanges

D.3.1 
Ticket Request

A KMS based IMS media plane security default implementation

-
Shall support timestamps of type NTP-UTC-32 and COUNTER. 
-
Shall populate payloads in REQUEST_INIT_PSK as defined here 

-
IDRi shall contain the Initiator’s KMS UID. 

-
IDRkms: optional, URI for target KMS

-
TP: Must specify (IDRr), i.e. the intended recipients of the requested ticket

-
IDRapp  shall be set to SRTP..
-
IDRpsk: B-TID

-
Shall populate payloads in REQUEST_RESP_PSK as defined here

-
IDRkms: optional, URI for responding KMS

D.3.2
Ticket Transfer

A KMS based IMS media plane security default implementation

-
Shall support timestamps of type NTP-UTC-32. 
-
Shall populate payloads in TRANSFER_INIT as defined here 

-
IDRi shall be present. Contains initiator's KMS UID
-
IDRr: Shall be present. Contains KMS UID or KMS group identity.
-
Shall populate payloads in TRANSFER_RESP as defined here 

-
RANDr shall be present

-
RANDkms shall be present (used in key forking).

-
IDRr shall be present (used in key forking). 

D.3.3
Ticket Resolve

A KMS based IMS media plane security default implementation

-
Shall support timestamps of type NTP-UTC-32 and COUNTER. 
-
Shall populate payloads in RESOLVE_INIT_PSK as defined here 

-
IDRr shall contain the Responder’s KMS UID. 

-
IDRkms: Optional, URI

-
IDRpsk: Shall contain B-TID.

-
Shall populate payloads in RESOLVE_RESP_PSK as defined here 

-
IDRkms: Optional, URI

-
RANDkms shall be present (used in key forking).

D.4
Profiling of Tickets

The default ticket for KMS based IMS media plane security

-
Shall support use of keys of length 128 and 256 bit. 

-
Shall support use of RANDs of length 128 and 256 bit.
-
Shall support the PRF MIKEY-1. 
-
Shall for KEMAC protection support the AES-CM-128 encryption algorithm and the NULL Authentication algorithm.

-
Shall support HMAC-SHA-1-160 as authentication algorithm in V payloads.

-
Shall support timestamps  of type NTP-UTC-32.

The TP payload (section 6.10 in [14]) in the default ticket for KMS based IMS media plane security shall be populated as defined here

-
Has ticket type value 2 (defined in MIKEY-TICKET).

-
Has subtype value 0 (zero) and version value 0 (zero)

-
B flag shall have value 1 due to forking 

-
C flag shall have value 1 due to forking

-
D flag shall have value 1 

-
F flag shall have value 1 prescribing forking

-
H flag shall have value 1 prescribing that no extensions are used.

-
I flag shall have value 1 prescribing that no extensions are used.

-
All sub-payloads specified shall be present

The ticket data of the Ticket payload (Appendix A in [14]) in the default ticket for KMS based IMS media plane security shall be populated as defined here

-
THDR: The first 48bits of the THDR Data shall contain a globally unique identifier of the issuing KMS. 

-
IDRpsk: Shall contain B-TID if the ticket is generated by the initiator. If the KMS generates the ticket it is implementation specific.
*****  End of changes  *****
