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1 Introduction
This contribution is intended to insert into Section 8.3 in TS 33.320 on H(e)NB OAM aspect, which involved with device validation and software update .Also, TR-069  protocol in this process is represented.
2. Background

Device validation and OAM operation correlate with each other. Software update operation will influent the integrity state of H(e)NB . Explanation the process is needed.
3. pCR

The following pCR is against S3-091491, the current draft of the 3GPP TS Security Aspects of H(e)NB.

**************************** start of 1st changes *****************************
8.3.2.2
Device Validation

The H(e)NB shall support a device validation method whereby the device implicitly indicates its validity to the H(e)MS by successful execution of device authentication. To achieve this, the following requirement applies:
-
If the device integrity check according to clause 6.1 failed, the TrE shall not give access to the sensitive functions using the private key needed for H(e)NB device authentication with the H(e)MS.

Editor’s Note: It is FFS if an additional validation method shall be supported optionally, pending that such a method becomes stable in Release 9 time frame.

CN makes decision as to when to perform software update (e.g. based on validation) or to put the H(e)NB into network isolation such that only connection allowed is to H(e)MS and only operation allowed is repair (e.g. software update). The repair operation may include upgrade software version, patch for software bug, etc. Furthermore, after the repair operation, device integrity verification shall be triggered again for accessing the network.
Software update process impacts the integrity state of H(e)NB. H(e)MS should be able to assess the trustworthy state of the H(e)NB both before and after the software update. 
Software update verification mechanism is described below. 

1. The software updates is initiated between the H(e)MS and the H(e)NB.
2. H(e)MS performs the software updates. H(e)MS computes the expected RIM (Reference Integrity Metric)of the platform  after software updates completes in H(e)NB. It also computes the reference value of the software patch the H(e)NB updated.

3. The software updates process is performed, during which the H(e)MS sends the software path and the reference value of the patch to the H(e)NB.

4. H(e)NB installs the received software locally .After the software updates, the trusted start-up is executed and the new integrity measurements of the platform are re-obtained.

5. The H(e)NB sends a software update completed message to the H(e)MS about the completion, including the new integrity measurements of the platform.

6. The H(e)MS perform a integrity validation and assesses H(e)NB trustworthiness. It compares the new integrity measurements of the platform with the expected RIM pre-computed in step2, if they are matched, then the update operation is successful. Both integrity reference vaule stored in H(e)NB and the network (e.g. PVE, if present) need to be renewed.
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Figure 8.x  software update verification
The process above provides an approach that the downloaded package can be correctly implemented by H(e)NB locally.Thus integrity of the H(e)NB after updates can be ensured.The transport security is protected by TR-069 protocol. 

On behalf of ‘Connection Initiation’ of TR-069 protocol [15], the first message triggers link between H(e)NB and H (e) MS. 

Following Steps 1, the process of H(e)NB and H(e)MS for TLS handshake process to establish a secure link is omitted in the above figure.  After the handshake succeeds, ACS sends the last one 'Finished' message. The Step 3-Step 6 goes on. Data exchange between H(e)NB and H(e)MS in these steps is transmitted and protected as application data in the TLS secure channel.

**************************** end of 1st changes *****************************
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