3GPP TSG-SA3 (Security)
S3-092018
SA3#57, 16-20 Nov 2009, Dublin, Ireland
revision of S3-09xyzw
Source:
Huawei
Title:
Discussion on certificate enrolment architectures
Document for:
Discussion and approval
Agenda Item:
6.2.1
Work Item / Release:
NDS_Backhaul / Rel-9
Abstract of the contribution:
This contribution discusses certificate enrolment architectures proposed in last adhoc meeting. 
1 Introduction
In last SA3 adhoc meeting, different certificate enrolment architectures are proposed. This contribution reviews these certificate enrolment architectures and discusses how these possible architectures work. It is also proposed to use proposed architecture in S3-091850 as base and include it in draft CR to 33.310.
2 Certificate enrolment architectures

2.1 Proposed architecture in S3-091850
This chapter further describes proposed architecture in S3-091850. Additional clarifications are added in order to describe the architecture more clearly. Proposed architecture in S3-091850 is illustrated in figure 2.
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Figure 1: proposed architecture in S3-091850
1. eNB and SeGW perform mutual authentication based on unique pre-configured certificate issued by factory CA. A secure tunnel can be established after successful authentication. In contribution S3-091615[1], how to perform authentication between eNB and SeGW in initial access procedure is introduced. Figure 2 is cited from S3-091615 and is an example procedure.

2. eNB and NEM securely exchange necessary information for generating certificate enrolment message, e.g., logical ID information and root certificate of operator CA. Since NEM represents the authenticated eNB to enrol certificate, there is no need to transfer credential for protecting certificate enrolment messages. CMPv2 messages exchanges between NEM and RA/CA could be protected based on credential deployed in NEM and RA/CA.
3. NEM sends the certificate enrolment message to RA/CA and gets the IPsec certificate.

4. NEM forwarded IPsec certificate to eNB in secure tunnel. After eNB gets the IPsec certificate issued by operator CA, eNB could use this certificate to perform later mutual authentication procedure with SeGW and the procedure described in contribution S3-091615 is not needed.
An example of mutual authentication between eNB and SeGW in initial access procedure:
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Figure 2: SeGW responds information of CRL/cross-certificate to eNB

1) IKE_INIT exchange is performed between eNB and SeGW.

2) In first IKE_AUTH message, eNB may request SeGW to send a cross-cert (indicating that its factory CA is trusted) and a CRL.

3) SeGW validates eNB’s certificate according to section 3.2.

4) SeGW sends cross-certificate and URL of CRL to eNB in IKE_AUTH message.

5) eNB gets CRL according to URL received in step 4.

6) eNB validates SeGW’s certificate based on cross-certificate, CRL.

7) An IPsec tunnel is established after all operations succeed.

2.2 Proposed architecture in S3-091770
Different certificate enrolment architecture is proposed in contribution S3-091770. Figure 3 is cited from contribution S3-091770.
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Figure 3: proposed architecture in S3-091770
3 Discussion of certificate enrolment architectures

It is assumed that eNB shall not be provided any operator-specific information in manufacture phase. Only a certificate issued by factory CA could be pre-configured in eNB. And only root certificate of factory CA could be pre-installed as trusted anchor.

The basic idea of two certificate enrolment architectures is to replace certificate issued by factory CA to certificate issued by operator CA. eNB shall perform following steps to enrol certificate to operator RA/CA.

(1) eNB shall be able to get necessary information for enrolling a certificate to operator RA/CA. This information should include but not limited to address of RA/CA, information for generating certificate enrolment request, etc.

(2) eNB shall be able to securely get a certificate issued by operator CA

(3) eNB shall be able to securely get the root certificate of operator CA

(4) eNB shall be able to use certificate issued by operator CA and root certificate of operator CA to perform mutual authentication with SeGW.
In below sections, it is discussed how these steps are performed in two certificate enrolment architectures described in section 2.
3.1 How could eNB get the necessary information for enrol a certificate to operator RA/CA
Proposed architecture in S3-091850:

In this architecture, NEM could provide eNB necessary information for enrolling a certificate to operator RA/CA. Without this information, eNB could not generate certificate enrolment request. 
Proposed architecture in S3-091770

In this architecture, it is not said how eNB could get the information for enrolling a certificate to operator RA/CA. 

On-site configuration may be used as a possible way but it is not preferred since SA3 have agreed that security relevant configuration on site shall be minimal.

If NEM is used to provide the information to eNB, eNB must contact NEM before it can contact operator RA/CA. eNB shall also need to establish a security tunnel with NEM or a SeGW in front of NEM. So, in case that NEM is used to provide the information to eNB, proposed architecture in S3-091770 is same with proposed architecture in S3-091850 on this step.
Conclusion 1: It is preferred that NEM provide the necessary information for enrolling a certificate to operator RA/CA and two architectures are same on this step.

3.2 How could eNB securely get a certificate issued by operator CA
Proposed architecture in S3-091850

In this architecture, eNB shall first perform a mutual authentication with operator core network. eNB could guarantee that the certificate is received from a trusted network and eNB will not accept a malicious certificate. 

Proposed architecture in S3-091770

Only one-way authentication is provided in this architecture. eNB can not authenticate RA/CA and consequently eNB will accept any certificate issued by a malicious attacker.
Conclusion 2: architecture in S3-091850 can provide higher security level on this step.

3.3 How could eNB securely get the root certificate of operator CA
Proposed architecture in S3-091850

In this architecture, eNB could get the root certificate of operator CA from NEM. eNB could guarantee that the root certificate of operator CA is received from a trusted network and eNB will not accept a malicious root certificate as trusted anchor.

Proposed architecture in S3-091770

In this architecture, eNB can not authenticate RA/CA and consequently eNB will accept any root certificate as trusted anchor.
Conclusion 3: architecture in S3-091850 can provide higher security level on this step.
3.4 How could eNB perform mutual authentication to SeGW after eNB get the certificate issued by operator CA
Proposed architecture in S3-091850

In this architecture, eNB could use the root certificate of operator CA and certificate issue by operator CA to perform mutual authentication with SeGW.
Proposed architecture in S3-091770

In this architecture, eNB could use the root certificate of operator CA and certificate issue by operator CA to perform mutual authentication with SeGW.

Conclusion 4: two architectures are same on this step.
4 Conclusions and proposals

Conclusion 1: It is preferred that NEM provide the necessary information for enrolling a certificate to operator RA/CA and two architectures are same on step 3.1.

Conclusion 2: architecture in S3-091850 can provide higher security level on step 3.2.

Conclusion 3: architecture in S3-091850 can provide higher security level on step 3.3.

Conclusion 4: two architectures are same on this step 3.4.

It can be seen based on conclusions listed in section 3 that proposed architecture in S3-091850 is a better solution. So it is proposed to use it as base for future study and include it in draft CR to 33.310.
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Step 1: eNB obtains the operator root certificate and the operator-signed certificate on its own public key from RA/CA using CMPv2.
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Operator root certificate need not be pre-installed (cf. companion contribution S3-091771).
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Step 2: Enrolled eNB certificate is used in IPsec.
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1 Mutual authentication and security tunnel establishment based on unique certificate issued by factory CA
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