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Discussion
Over a period of time, security experts and cryptographers often discover new attacks on M2M Systems. This coupled with the constant improvements in computing capabilities, often force security managers to upgrade key lengths and modify security policies. In some instances there may be a need to upgrade algorithms. In some other instances, there may be a need to distribute security patches to address vulnerabilities in protocols and applications that are not known at the time of installation. More generally, operators as well as M2M Application providers may discover new needs to update service and security policies over a period of time. 

Proposal

* * * First Change * * * 
4.2
Use case analysis

The following issues can be identified from the use cases defined in TR 22.868 [2] and discussed above, and a number of features are proposed that could be beneficial to study in order to solve the identified issues.
Issue 1: How to prevent theft of and tampering with subscription credentials 

Editor’s Note:
It has to be revisited whether the M2M equipment refers to the wireless module or the module where the wireless module is attached to. 
In Use Cases 1, 2, and 3 of TR 22.868 [2], the problem is identified of how to ensure that the M2M equipment is tamper resistant, and in particular to ensure that the M2M subscriber's credentials cannot be removed by simply removing a UICC. The discussion in clause 4.1 also highlights the importance of tamper resistance. To solve this problem it would be beneficial to study the following options:

Option 1: The UICC could be mechanically attached to the M2M equipment in such a way as to make it infeasible to remove the UICC, or where removing the UICC would render it permanently unusable. The USIM application would then still run and be managed in a secured, non-removable execution environment which is tamper resistant, namely the UICC.  

Editor’s Note: The use of the term “mechanically attached” shall be aligned with the term used in ETSI SCP (see SCPr-080425 within SCP-080451). 

Option 2: The USIM application could be integrated within the M2M equipment in a protected module (i.e. without a physical UICC). That protected module would be required to provide for the USIM application a secured execution and storage environment which is tamper resistant in the M2M equipment. Such an environment requires counter-measures against logical and physical attacks on the MCIM application, similar to counter-measures that are currently provided by a physical UICC. 

Option 3: The USIM application is implemented on a removable UICC, but appropriate techniques could be applied to discourage or invalidate the UICC removal (i.e. making the UICC removal unproductive or even counterproductive for the attacker). These techniques may include physical countermeasures.

All of these options would have the feature that even if an attacker is able to steal the M2M equipment, s/he would not be able to tamper with or remove the subscription credentials from the M2M equipment. 
Issue 2: How to initially provision a new M2M equipment with a new USIM application from an operator of M2M subscriber choice

If we assume that the UICC is mechanically attached to the M2M equipment as per option 1 above, there are the following subcases: 

a) The USIM application is provisioned to the UICC prior to being mechanically attached to the M2M equipment.  In this subcase, the M2M subscriber selects his home operator upon ordering the M2M equipment from the supplier. The selection of home operator by the M2M subscriber is straightforward (no new provisioning processes are required). The M2M subscriber may select the home operator based on the M2M end user’s needs/requests. The M2M subscriber might also play the role of a M2M end user.
b) The USIM application is provisioned to the UICC after being mechanically attached to the M2M equipment. This allows the M2M subscriber to select his home operator while receiving the M2M equipment from the supplier. Some form of security credential will need to be provisioned onto the UICC in advance to facilitate the provisioning of the initial USIM.

If we assume that the USIM application is integrated within the M2M equipment as per option 2 above (i.e. not using a physical UICC), then new problems arise, such as: 

· How can the M2M subscriber select his chosen home operator after the M2M equipment has been delivered from the supplier?

· How can the M2M equipment be remotely and securely provisioned with a new MCIM application from the operator chosen by the M2M subscriber?

· How can the home operator ensure the trustworthiness of the M2M equipment?

To solve these issues it would be beneficial if it was possible to: 

· Select the home operator of the M2M subscriber’s choice

· Obtain a secure connection to a network for the purpose of registration and provisioning

· Register on-line with the chosen home operator for obtaining a subscription to that operator’s networks. This includes the possibility of linking the new equipment to an existing subscription.

· Verify credentials for the M2M equipment's trustworthiness as a receptor of such provisioning service before the home operator allows provisioning of the M2M equipment to take place. The components to be verified for authenticity and/or integrity should include the secure module and the M2M equipment ("the platform"). Optionally, the home operator may choose to verify only the TRE e.g. using TCG [3]. 
· Initially download a MCIM application of the M2M subscriber’s choice into a new M2M equipment, over a secured channel. It should also be possible to perform  this initial download after the M2M equipment has been delivered to the M2M subscriber

· Deploy a large set of M2M equipments and associate them with a particular home operator. This could require batch registration and provisioning of M2M subscriptions.

· Operate a secure process for on-line provisioning and management that provides at least authentication of origin, confidentiality, data integrity and anti-replay protection.

If we assume that the USIM application is implemented on a removable UICC, as per option 3 above, the selection of home operator by the M2M subscriber is implicit in the UICC chosen.  This case is straightforward in the sense that it does not imply new processes, logistics and distribution for the chosen home operator. Hence it does not imply additional costs, nor new provisioning processes, for the chosen home operator. However, the process of choosing the home operator may have additional impacts e.g. that the M2M subscription might not be changeable to another operator without additional costs or physical replacement of the UICC.

Issue 3: How to change subscription to a different operator
Use Case 3 of TR22.868 [2] also describes the problem of when the M2M subscription needs to be changed to a different operator due to a change of power supplier, who happens to have a contract with a different mobile operator.  

For this specific issue, the following subcases need to be considered: 

a) Authorized change of subscription. A subcase for this is authorization for the change of the removable physical UICC  
b) Unauthorized (i.e. fraudulent) change of subscription. 
NOTE 1:
In case, that the operator and the M2M user have a special contractual agreements e.g. if the equipment is subsidised, the possibility to change to another operator might be limited.
The usage of a removable UICC in the M2M equipment is conceptually straightforward to enable change of subscription. However, there may be issues with arranging the physical swapping of UICCs e.g. customer service calls.  

NOTE 2:
 With reference to the specific Use Case 3 of TR 22.868 [2], the costs of replacing the UICCs of the M2M equipment are at the expense of the new power supplier that is willing to make business with a new mobile operator. Also, how to physically prevent, in an adequate and effective way, the unauthorized UICC removal from the M2M equipment cannot be considered within the scope of 3GPP.

A related issue is the possibility that another operator might try to migrate the current operator’s M2M end users, with or without the consent of the end users but without the consent of the current operator.
Issue 4: How to upgrade software and security credentials 
The number of M2M services, and use case scenarios, is expected to grow over time. Additionally some M2M services may have long product and service life cycles, e.g. smart meters. Security experts and cryptographers often discover new attacks on systems. This coupled with the constant improvements in computing capabilities, often force security managers to upgrade key lengths and modify security policies. In some instances there may be a need to upgrade algorithms. In some other instances, there may be a need to distribute security patches to address vulnerabilities in protocols and applications that are not known at the time of installation. More generally, operators as well as M2M application providers may discover new needs to update service and security policies over a period of time.
4.3
Requirements

4.3.1
Security requirements
From the analysis in clause 4.2, the following requirements can be derived: 

I. It should be possible to prevent theft of or tampering with the subscription. The following options could be considered:
Option A: The physical UICC is mechanically attached to the M2M equipment (i.e. the UICC is not physically removable from the M2M equipment): At least one of the following solutions is required:
II. A mechanism to logically bind a UICC with the M2ME, e.g. a device pairing mechanism (the implementation details of this may be out of scope of 3GPP).
III. Additional mechanical protection mechanisms, of which implementation aspects are out of scope of 3GPP.
IV. Optionally network based restrictions of services assigned to a subscription (Service Profile).
Option B: The MCIM application is integrated within the M2M equipment in a trusted environment (TRE) (without a physical UICC). At least one of the following solutions is required:
· A secure execution environment; 

· A secure storage environment that protects secrets;

· A mechanism to prevent the loading of unauthorised software on the M2M equipment (“secure boot”);

· Sufficient physical protection against attacks; 

· Support of at least one authentication algorithm and cryptographic mode of operation, preferably two authentication algorithms and mode of operation

· Tamper resistance;  

· Secure storage and use  of credentials that are established using secure methods (e.g. no plaintext input of credentials over the air);
NOTE:
The network can also restrict the range of services the M2M can use e.g. by setting the M2M subscription to a data-only subscription with a limited low data volume in the network.

· Optional provision of  means of detection and reporting (to a TBD network entity) of evidence of tampering on the MCIM functionality  or the trusted environment (TRE) within the M2M equipment that provides such functionality;

· To fulfil other relevant requirements. Those relevant requirement might be originated from one or several of the following documents OMTP TR0 [5], OMTP TR1 [6], TCG [3], GSMA/EICTA Principles concerning handset theft [7] and other relevant industry standards on prevention against attack.

· Network based restrictions of services assigned to a subscription (Service Profile)
Option C: Physically removable UICC. At least one of the following solutions is required:
· A mechanism to logically bind a UICC with the M2ME, e.g. a device pairing mechanism (the implementation details may be out of scope of 3GPP)

· Additional mechanical protection mechanisms of which implementation details are out of scope of 3GPP

· Network based restrictions of services assigned to a subscription (Service Profile)

V. For the integrated MCIM option, it should be possible for the mobile operator to verify the secure execution environment prior to provisioning of the downloadable MCIM application.
· For the integrated MCIM option, it should be possible to securely initially provision a new MCIM application to the M2M equipment.

· For the mechanically attached UICC and integrated MCIM options, it may be required to securely change the subscription in the M2M equipment remotely.

· For the mechanically attached UICC and integrated MCIM options, it may be required to remotely upgrade security credentials, cryptographic contexts, cryptographic algorithms and methods as well as security policies and services.
· Data traffic sent or received by an M2M terminal should have the same protection against eavesdropping or modifications as traffic processed by any 3GPP UE.
· Exposure of subscriber authentication keys to unauthorised 3rd parties would have severe consequences for the GSM and UMTS industry and shall therefore be prevented.

· Any new security relevant functionality or process shall not jeopardise an operator's ability to fulfil obligations towards regulators and government authorities to guarantee secure authentication and billing.

4.3.2
Other Requirements

· It should be possible to find a viable business model with the technical solution. 

· If the solution has an impact on existing subscriber management business processes, then the benefits of the solution should compensate for any additional cost and complexity of the new processes. 

· If the solution has an impact on existing network infrastructure, then the benefits of the solution should compensate for any additional cost and complexity of the new infrastructure. 

· If the solution has an impact on existing terminal architectures, then the benefits of the solution should compensate for any additional cost and complexity of the new terminal architectures. 
· The MCIM should support a number of lifecycle states (e.g. installed but not activated, activated, suspended).

· It should be possible to securely update the software and firmware of the M2M equipment OTA.

· It may be required to prevent the replacement of one operator’s MCIM application with that of another operator without the consent of all parties involved.

· It should be possible to prevent the download of software that would cause the incorrect execution of the MCIM application.

· Appropriate software isolation will be enforced between the secure environment or UICC and the main processing environment of the M2M equipment, and possibly within the secure environment or UICC itself.

· It should be possible for an operator who has a MCIM application installed in the M2M equipment to configure some aspects of the security policy of the M2M equipment.

· It should be possible for the MCIM application to be updated OTA.

· Any solution must preserve the ability of an operator to fulfil obligations towards regulators and government authorities to guarantee secure authentication and billing.

* * * End of Changes * * * 























































































































































































































































































































































































































































































































































































1

