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1 Discussion

For the solution Alternative 1a, there are several confused identifiers listed as following.
- PCID (Provisional Connectivity ID)
- The identity of the M2ME platform
- M2ME identity
- TRE identity
For above four identifiers, TRE identity is apparently different from other three. However, it’s confused what the relationship among PCID, M2ME identity and M2ME platform identity is. In order to make this TR more readable, it’s suggested using PCID to denote M2ME identity or M2ME platform identity.
2. Proposal 

This contribution proposes to use M2ME’s PCID to denote M2ME identity or M2ME platform identity.
3. pCR 

The following pCR is against 3GPP TR 33.812v1.5.0 (2009-07).
**** Start of the First change ****

5.1.2.2
General Functions of a TRE

Editor's Note: It is ffs whether all these functions are needed for the purposes of the TR.

A TRE [t1 cm1] should be a logically separate area in the M2M equipment with hardware support for this separation [t1 cm1, 2]. It is not necessarily a removable module, i.e. it can be functions within an IC or functions that are distributed across a group of ICs. A TRE should define logical and physical interfaces to the outside world, including interfaces to specific functions in the M2ME. Such interfaces should be usable only under control of entities which are authorised to communicate directly with a TRE [t4 cm2, t6 cm1]. Such interfaces should not be able to compromise the confidentiality, integrity or availability of MCIMs or of a TRE [t4 cm3, t8 cm5].

A TRE should provide a root of trust for a secure storage and secure execution environment for multiple MCIMs and for certain functions concerned with the provisioning and management of MCIMs [t1 cm1, t2, cm3]. 

A TRE should be pre-provisioned in a secure, out-of-band facility with any required cryptographic keys and other credentials. Other security-critical functions of a TRE are also typically pre-provisioned onto the M2ME in the same way [t5 cm1, 2]. Other functions are typically provisioned by download after the M2ME is issued.

Editor's Note: The definition of which TRE functions may be downloaded after issue of the M2ME is FFS, if it is deemed within the scope of 3GPP to define that.

A TRE should provide a degree of protection against physical and logical attacks [t3 cm1, t4 cm1, 2, 3, 4]. Any tampering with a TRE or with secure functions in the M2ME should be detected and should result in lockdown of the TRE [t4 cm5, t6 cm5].

Editor’s note: The mechanism for rehabilitating a locked-down TRE, e.g. local or remote re-provisioning, is FFS.

Editor's Note: The degree of assurance to be supported is FFS. 

A TRE should support and enforce its own security policy [t6 cm3]. 

A TRE should perform security-related functions to support the DRF in its function of assisting the M2ME to discover and register itself at the SHO [t7 cm6]. Examples of such functions may include, but are not limited to, secure storage, retrieval, and use of the M2ME’s PCID.  

A TRE should perform security-related functions to support the PVA to validate the authenticity and integrity of the M2ME when required. Such validation should occurbefore a MCIM can be downloaded and provisioned into the M2ME [t1 cm4, t3 cm4, t7 cm5]. Computation of cryptographic signatures is one such function. Others are possible.. 

A TRE should be sufficiently secure as to allow the storage and execution of AKA functions that are currently implemented only in UICCs [t3 cm1].

A TRE should securely store the M2ME’s PCID and should be capable of securely authenticating that identity to the issuing authorities using standardised protocols. The M2ME’s PCID is embedded as part of a physically secure, out-of-band process that takes place before the M2ME is issued. The TRE may also have its own identity. If it does, the TRE should securely store this identity and may be capable of securely authenticating the TRE identity to the issuing authorities using standardised protocols  [t1 cm3, t5 cm2].
**** End of the First change **** 
**** Start of the Second change ****
5.1.3.6.2
Network Interactions for MCIM Provisioning in case of 3GPP Access  

1. The M2ME uses the standard GSM/UMTS principle (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends a Provisional Connectivity ID (PCID) to the VNO. 
NOTE 1: The PCID follows the same format as the IMSI. The “MCC” and “MNC” fields in the PCID will indicate to the VNO which entity it should contact to obtain authentication vectors to authenticate the PCID with.
2. The VNO contacts the RO (ICF function) and sends the PCID to the ICF. Note that in some cases the RO and VNO may be identical.
3. Upon receiving the PCID, the ICF query the temporary-access credential associated with the PCID in its database. According to the credential, the ICF can generate AVs.

NOTE 2: If the ICF is not already in possession of the temporary-access credential, it can obtain it from the CCIF.
4. The RO transfers AVs for the claimed PCID to the VNO.

5. The VNO uses the AV to authenticate the M2ME through the AKA.
6. After a successful authentication, the VNO provides IP connectivity for the M2ME to be able to reach the RO (DRF). The VNO assigns an IP address to the M2ME.
The step 1 to 6 describes the phase of initial attach.
7. The M2ME connects to the RO using IP connectivity provided by the VNO’s network.
8. The ICF request the DRF to bootstrap. Internally, the RO forwards the PCID and the IP address of the M2ME from its ICF to its DRF function.
9. According to the PCID, the DRF query the address of the DPF and the SHO which has contract with the M2ME in its database. Then it generates the Bootstrap message.
10. The DRF sends the Bootstrap message to the M2ME. In the message it concludes the address of the DPF, the address of the SHO, the context of the MCIM application provision and the context of the M2M application provision.
11. After receiving the Bootstrap message, the M2ME perform Bootstrap procedure and move to a state where it is able to initiate a management session with the management server (e.g. the DPF function).

12. The RO (DRF function) connects to the SHO and registers the M2ME there.
The step 7 to 12 describes the phase of discovery and registration.
13. The SHO sends the PfC and M2ME’s PCID to a PVA and requests a PVA to validate the authenticity and integrity of the M2ME. 
NOTE: The SHO retrieved the PfC from the M2ME.
14. The PVA validates the authenticity and integrity of the M2ME. This request may also be forwarded via the RO.
15. The PVA sends the validation results back to the SHO. 
16. The SHO encrypt the MCIM by using the PfC and generate the OMA DM management object for M2M (M2MSIMMobj).

17. The SHO delivers the M2MSIMMobj to the RO (DPF) and authorizes provisioning of the MCIM application to the M2ME.

18. The RO (DPF) downloads a MCIM object to the M2ME.

19. The M2ME decrypt M2MSIMMobj by using the TRE Platform Key to obtain the MCIM, Then it provisions the downloaded MCIM into the TRE.
20. The M2ME reports the success/failure status of the provisioning to the RO (DPF).
21. The RO (DPF) reports the success/failure status of the provisioning back to the SHO
The step 13 to 21 describes the phase of MCIM application provision,
Thus the M2ME can attach to the network of the SHO by using the MCIM. Then the SHO provides the M2ME with operational service.
The procedure of how to initially provision the MCIM to the M2ME is executed as depicted in figure 5.1.3.6.2-1.
**** End of the Second change **** 
**** Start of the Third change ****
6.1.2.3
Threat analysis of Alternative 1: Non UICC based solution with remote subscription provisioning and change

The description of Alternative 1 assumes an implementation of the counter measures described in this section.

Some of the proposed counter-measures define the enforcement of security controls or metadata defining them. Security controls are security policies, or the embodiment thereof, that are small in terms of complexity and memory requirements. Specifically they are atomic in the sense that they do not depend on other policies (and thus do not require advanced policy evaluation). Furthermore, they are local in the sense that they can be enforced by information and means that are locally available in the M2ME.

…….

Threat #5

Description: an attacker replaces a TRE in a M2ME in order to commandeer use of that M2ME and/or its host terminal. The replacement TRE may be a real TRE or an emulation

Likelihood: 2

Impact: 2 (or possibly 3, if the detailed method of attack is widely publicised)

Risk Level: 4 or 6 (major) 

Counter-Measures:

1. Security-critical elements of all TREs should be pre-provisioned in a secure, out-of-band facility.

2. A TRE should have its own embedded, unique identity that is typically associated with the M2ME’s PCID that, where used, is also embedded in a TRE. A TRE should be capable of securely authenticating those identities to the issuing authorities using standardised protocols. The issuing authorities can validate a TRE's identity as being that of a valid, issued, TRE and M2ME. Those identities are embedded as part of a physically secure, out-of-band process that takes place before the M2ME is issued. 

3. Provisioned MCIMs and the messages used to provision the MCIMs should be securely bound and mapped to the identity of the TRE for which they have been issued.

……
**** End of the Third change **** 


































































