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======================1st change begin=====================
N.2 Authentication

N.2.1 Authentication Requirements
N.2.1.1
Authentication Requirements for Registrations

For the purposes of this subclause, the name "authentication" is used synonymously with "entity authentication".
Before a user can get access to the IM services at least one IMPU needs to be registered and the IMPI authenticated in the IMS at application level. In order to get registered the UE sends a SIP REGISTER message towards the SIP registrar, i.e. the S‑CSCF, cf. figure N.1, which will perform the authentication of the user. The message flows are the same regardless of whether the user has an IMPU already registered or not. Every SIP REGISTER message may optionally contain the IMPI of the user.
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Figure N.1: The IMS Authentication using SIP Digest for an unregistered IM subscriber and successful mutual authentication

The detailed registration procedures are defined in TS 24.229 [8].

The NAT traversal procedures in draft-ietf-sip-outbound [32] and in TS 24.229 [8] clause K.4 shall apply. 

NOTE 1: It is recognized that outbound can be useful for capabilities beyond NAT traversal (e.g. multiple registrations) however this annex does not consider such capabilities at this time.

The UE should include an indication of outbound support as defined in draft-ietf-sip-outbound [32] in all REGISTER requests. Per outbound, the P-CSCF shall be able to accept registration request with or without an indication of outbound support. However, the P-CSCF should only accept a register request without outbound support if it can determine that no NAT is present in the signaling path between the UE and the P-CSCF.

NOTE 2: It is left to stage 3 specifications how a P-CSCF can determine whether the conditions in the preceding paragraph are met. An operator may configure all UEs and P-CSCFs in his network not to use Outbound (provided there is no roaming). Cf. also the implications of the indication of outbound support for the P-CSCF procedures after receiving SM11.

SMn stands for SIP Message n and CMm stands for Cx message m which has a relation to the authentication process:
In case the SM1 message contains the IMPI, 
	SM1:

REGISTER(IMPI, IMPU)


In SM2 and SM3 the P‑CSCF and the I‑CSCF respectively forwards the SIP REGISTER towards the S‑CSCF.
In case the SM1 message doesn’t contain the IMPI, the P-CSCF shall behave as specified in Annex P.3.
After receiving SM3, if the IMPU is not currently registered at the S‑CSCF, the S‑CSCF needs to set the registration flag at the HSS to initial registration pending. This is done in order to handle UE terminated calls while the initial registration is in progress and not successfully completed. The registration flag is stored in the HSS together with the S‑CSCF name and user identity, and is used to indicate whether a particular IMPU of the user is unregistered or registered at a particular S‑CSCF or if the initial registration at a particular S‑CSCF is pending. The registration flag is set by the S‑CSCF sending a Cx-Put to the HSS. If the IMPU is currently registered, the S‑CSCF shall leave the registration flag set to registered. At this stage the HSS has performed a check that the IMPI and the IMPU belong to the same user.

The S-CSCF shall determine the type of authentication based on the rules in Annex P. If the IMS registration request is related to SIP Digest, then the procedures below apply.

Upon receiving the SIP REGISTER the S‑CSCF shall use a SIP Digest Authentication Vector (SD-AV) for authenticating the user. If the S‑CSCF has no valid SD-AV for the specific IMPI, then the S‑CSCF shall send a request for SD-AV(s) to the HSS in CM1 where the number m of SD-AVs wanted is equal to 1. 

	CM1:

Cx-AV-Req(IMPI, m)
	


Upon receipt of a request from the S‑CSCF, the HSS sends one SD-AV to the S‑CSCF using CM2. The SD-AV consists of the qop (quality of protection) value, the authentication algorithm, realm, and a hash, called H(A1), of the IMPI, realm, and password. Refer to RFC 2617 [12] for additional information on the values in the authentication vector for SIP Digest based authentication. 

The qop value shall be set to "auth" since SIP Digest, as used in IMS, can only provide authentication, not message integrity.

	CM2:

Cx-AV-Req-Resp(IMPI, realm, algorithm, qop, H(A1) )
	


The S-CSCF generates a random nonce, stores H(A1) and the nonce against the IMPI, and then sends a SIP 401 Auth_Challenge i.e., an authentication challenge towards the UE including the nonce in SM4. It also includes the realm, qop and algorithm parameters. RFC 2617 [12] specifies how to populate the parameters of a 401 Auth_Challenge. 

	SM4:

401 Auth_Challenge(IMPI, realm, nonce, qop, algorithm)


The I-CSCF forwards the SIP 4xx Auth_Challenge message towards the P-CSCF as SM5.

When the P-CSCF receives SM5 it shall forward the message to the UE.

	SM6:

401 Auth_Challenge(IMPI, realm, nonce, qop, algorithm)


Upon receiving the challenge, SM6, the UE generates a cnonce. It then uses the cnonce as well as parameters provided in the SM6 such as nonce and qop to calculate an authentication response according to RFC 2617 [12].  This response and other parameters are put into the Authorization header and sent back towards the network in SM7.

	SM7:

REGISTER(IMPI, realm, nonce, response, cnonce, qop, nonce-count, algorithm, digest-uri)


NOTE 3: As specified in RFC 3261 [6], when  the P-CSCF receives a SIP request from the UE, the P-CSCF checks the IP address in the "sent-by" parameter of the Via header field provided by the UE. If the "sent-by" parameter contains a domain name, or if it contains an IP address that differs from the packet source IP address, the P-CSCF adds a "received" parameter to that Via header field value. This parameter contains the source IP address from which the packet was received.
The P‑CSCF forwards the authentication response in SM8 to the I‑CSCF, which queries the HSS to find the address of the S‑CSCF. In SM9 the I‑CSCF forwards the authentication response to the S‑CSCF.

Upon receiving SM9 containing the response, the S-CSCF calculates the expected response using the previously stored H(A1) and stored nonce together with other parameters contained in SM9 (e.g.,  cnonce, nonce-count, qop, as specified in RFC 2617 [12]) and uses this to check against the response sent by the UE. If the check is successful then the user has been authenticated and the IMPU is registered in the S‑CSCF. If the IMPU was not currently registered, the S‑CSCF shall send a Cx-Put to update the registration-flag to registered. If the IMPU was currently registered the registration-flag is not altered. 

 NOTE 4: Depending on its local security policy, the S-CSCF may delete H(A1) immediately after checking the Digest response, but this may then lead to an increased exposure of H(A1) on the Cx-interface as H(A1) would then have to be fetched from the HSS more often.

It shall be possible to implicitly register IMPU(s) (see clause 4.3.3.4 in TS 23.228 [3]). All the IMPU(s) being implicitly registered shall be delivered by the HSS to the S‑CSCF and subsequently to the P‑CSCF. The S‑CSCF shall regard all implicitly registered IMPU(s) as registered IMPU(s).

When an IMPU has been registered this registration will be valid for some period of time. Both the UE and the S‑CSCF will keep track of a timer for this purpose but the expiration time in the UE is smaller than the one in the S‑CSCF in order to make it possible for the UE to be registered and reachable without interruptions. A successful registration of a previously registered IMPU (including implicitly registered IMPUs) means the expiry time of the registration is refreshed.

If the user has been successfully authenticated, the S‑CSCF sends a SM10 SIP 2xx Auth_OK message to the I-CSCF indicating that the registration was successful. The 2xx Auth_OK message contains the Authentication-Info header with a response digest as specified in RFC 2617 [12]. The response digest allows the UE to authenticate the HN. 

In SM11 the I‑CSCF forwards the SIP 2xx Auth_OK towards the P-CSCF. 

The P-CSCF associates the UE's packet source IP address along with the "sent-by" parameter of the Via header, cf. RFC 3261 [6], of the REGISTER message with the IMPI and all the successfully registered IMPUs related to that IMPI. If draft-ietf-sip-outbound [32] is used then the P-CSCF shall also include the UE's packet source port of the REGISTER message as part of the association. The P-CSCF stores the associated parameters in an IP address check table. If draft-ietf-sip-outbound [40] is not used then the P-CSCF shall overwrite any existing entry in the IP address check table which has the same IP address, but a different IMPI. If draft-ietf-sip-outbound [40] is used then the P-CSCF shall overwrite any existing entry in the IP address check table which has the same (IP address, port) pair, but a different IMPI.
The P-CSCF forwards the SIP 2xx AUTH_OK towards the UE.

NOTE 5: If a P-CSCF associated the port with the IMPI even when draft-ietf-sip-outbound [32] was not used then the UE would be unnecessarily restricted in opening new connections during a registration. The restriction is unavoidable in the presence of NAT.

Upon receiving SM12, the UE shall calculate the expected response from the HN as described in RFC 2617 [12]. To authenticate the HN, the UE shall compare its expected response to the response provided by the HN. If the comparison fails the UE shall abort the communication.
======================1st change end ======================
======================2nd change begin=====================

P.3
P‑CSCF procedure selection 

When the P‑CSCF receives a registration request it shall proceed as follows: 
The P CSCF first checks for the presence of an Authorization header in the REGISTER request, and, if present, checks further for the presence of an "integrity-protected" flag within this header. If the flag is present in the message from the UE, it shall be removed.
The P‑CSCF shall then check whether the Security-Client header exists in the received REGISTER message:

· If the REGISTER request contains a Security-Client header then, for an initial registration, the P-CSCF shall select the sec-mechanism and mode (cf. Annex H) from the corresponding parameters offered in the Security-Client header according to its priorities.

· If the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "trans" it shall perform the steps required for IMS AKA without NAT traversal.
· If the P-CSCF selects the sec-mechanism "ipsec-3GPP" and the mode "UDP-enc-tun" it shall perform the steps required for IMS AKA with NAT traversal.
· If the P-CSCF selects the sec-mechanism "tls" it shall perform the steps required for SIP Digest with TLS.
· If the REGISTER request does not contain a Security-Client header, or the P-CSCF does not select any sec-mechanism from the Security-Client header, then the P-CSCF shall behave as follows:

· If the REGISTER request does not contain an Authorization header and was received over an access networks defined in 3GPP specifications then the P‑CSCF shall perform the steps required for GIBA. 

· If the REGISTER request does not contain an Authorization header and was received over a TISPAN NASS then the P‑CSCF shall perform the steps required for NASS-IMS-bundled authentication. If the NBA-related query from the P-CSCF to the TISPAN NASS fails the P-CSCF shall not continue to perform the NBA-related steps and shall return an error message to the UE.
NOTE_p1: Support for legacy UEs using Digest authentication over a access network other than 3GPP or DOCSIS without an Authorization header is out of scope of this specification.

· If the REGISTER request contains an Authorization header and was not received over a TISPAN NASS then the P‑CSCF shall perform the steps required for SIP Digest without TLS.
· If the REGISTER request doesn’t contain an Authorization header and was received over a DOCSIS access network, then the P‑CSCF shall insert a P-Access-Network-Info header containing the "network-provided" parameter and shall remove any such header containing the "network-provided" parameter sent by the UE and shall perform the steps required for SIP Digest without TLS.

· If the REGISTER request contains an Authorization header and was received over a TISPAN NASS, and the P-CSCF supports both SIP Digest and NBA, then the P‑CSCF shall perform the steps required for NBA as well as the steps required for SIP Digest, unless it is configured to behave differently. If the NBA-related query from the P-CSCF to the TISPAN NASS fails the P-CSCF shall not continue to perform the NBA-related steps.
· For a subsequent registration, the P-CSCF shall continue to use the selected mechanism.

NOTE_p2: Note that Annex N states that SIP Digest authentication shall not apply to access networks defined in 3GPP specifications. 
NOTE_p3: The use of Authorization headers in IMS REGISTER requests is defined in TS 24.229 [8].

NOTE_p4: The inclusion of an Authorization header in a REGISTER request is optional for NBA and mandatory for SIP Digest when a REGISTER request received over a TISPAN NASS. Therefore, when a REGISTER request received over a TISPAN NASS contains an Authorization header the P-CSCF cannot know whether the request relates to SIP Digest or NBA unless it is configured to select one of the schemes according to certain criteria, e.g. IP address range. The steps required for SIP Digest and for NBA are not in contradiction. Rather, for NBA the P-CSCF needs to perform additional steps, namely an exchange with the TISPAN NASS and an inclusion of NASS location information in the REGISTER request, on top of the steps required for SIP Digest. 
A P-CSCF is said to be “PANI-aware” if it handles P-Access-Network-Info headers as follows:

· A “PANI-aware” P‑CSCF shall insert a P-Access-Network-Info header containing the "network-provided" parameter and remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was received over a TISPAN NASS.

· A “PANI-aware” P‑CSCF may insert a P-Access-Network-Info header containing the "network-provided" parameter and shall remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was not received over a TISPAN NASS.
NOTE_p5: For the purposes of NBA, the P-CSCF includes NASS location information in the P-Access-Network-Info header. But, according to TS 24.229 [8], the P‑CSCF handles any P-Access-Network-Info header included by the UE transparently, and, hence, an S‑CSCF could receive a P-Access-Network-Info header with false NASS location information inserted by the UE even when the access network is not a TISPAN NASS. This would negatively impact the security of NASS-IMS-bundled authentication. Therefore, the removal of a P-Access-Network-Info header with the "network-provided" parameter is mandated for PANI-aware P-CSCFs even when the access network is not a TISPAN NASS. 
How the P‑CSCF knows the access network type of a specific network interface is implementation-dependent (e.g. it can know the access network type from different UE IP address ranges or by using different network interfaces for different access network types).
NOTE_p6: The P-CSCF is not in the path for all authentication techniques. For example, for TNA the Trusted Node communicates directly with the I-CSCF.
======================2nd change end ======================
======================3rd change begin=====================

P.4.1
Stepwise approach

When receiving a REGISTER request the S‑CSCF distinguishes among authentication methods using the following three steps. How these steps are performed is described in subclause P.4.2.

-
Step 1: the S‑CSCF first checks whether the IMS REGISTER request relates to IMS AKA or not. In the case of IMS AKA, the S‑CSCF shall behave according to this specification. Otherwise, the S‑CSCF proceeds to step 1a.

-
Step 1a: the S-CSCF checks whether the IMS REGISTER request relates to TNA or not. In the case of TNA, the S-CSCF shall behave according to Annex U of this specification. Otherwise, the S-CSCF proceeds to step 2.

-
Step 2: for a non-IMS-AKA REGISTER request, the S‑CSCF next checks whether the request relates to GIBA. In the case of GIBA the S‑CSCF shall behave according to Annex T of this specification. Otherwise, the S‑CSCF proceeds to step 2a.
-
Step 2a: for a non-IMS-AKA REGISTER request, the S‑CSCF next checks whether the request relates to SIP DIGEST. In the case of SIP DIGEST the S‑CSCF shall behave according to Annex N of this specification. 
Otherwise, the S‑CSCF proceeds to step 3.

-
Step 3: In step 3, the S‑CSCF requests the HSS to perform the distinction among SIP Digest and NBA.

NOTE_p6:
The distinctions in steps 1 and 2 are required because the records of an IMS AKA or GIBA user may reside on an HSS of an earlier release. Such an HSS requires the authentication scheme to be determined by the S-CSCF according to the specification for IMS AKA and GIBA.

For subsequent REGISTER requests, the authentication scheme shall not change. 
P.4.2
Mechanisms for performing steps 1 to 3 in P.4.1
Step 1:

The S‑CSCF checks for the presence of an Authorization header in the REGISTER request, and, if present, checks further for the presence of an "integrity-protected" flag within this header. If the flag is present and has either the value “yes” or the value “no” the S‑CSCF concludes that the REGISTER request relates to IMS AKA.

NOTE_p7: the "integrity-protected" flag and its values are defined in TS 24.229 [8]. 

Step 1a:

The S-CSCF checks for the presence of an Authorization header in the REGISTER request, and, if present, checks further for the presence of an "integrity-protected" flag within this header. If the flag is present and has the value "auth-done" the S-CSCF concludes that the REGISTER request related to TNA.
Step 2:

The S‑CSCF then shall proceed as follows:

If there is no Authorization header in the REGISTER request, and there is no P-Access-Network-Info header or there is a P-Access-Network-Info header field indicating it is received from a 3GPP access network and containing the "network provided" header field parameter, 


then GIBA is used.
Step 2a:

If there is no Authorization header in the REGISTER request, and there is a P-Access-Network-Info header field indicating it is received from a DOCSIS access network and containing the "network provided" header field parameter, 


then SIP DIGEST is used.  The S-CSCF shall send an authentication request to the HSS indicating that the authentication scheme is SIP digest. The S-CSCF shall infer the authentication scheme used by the subscriber from authentication request response by the HSS. If the returned authentication scheme is SIP Digest the S-CSCF will learn from the "integrity-protected" flag in the subsequently received REGISTER request containing the challenge response whether SIP Digest with or without TLS is used.

Otherwise, the S‑CSCF proceeds to step 3.
Step 3: 
This step rests on three conditions:

1)
The S‑CSCF shall know, e.g. using the mechanism in clause P.5, which P‑CSCFs in the home network are PANI-aware in the sense of clause P.3.

2)
It shall be ensured that P‑CSCFs in the home network, which are not PANI-aware, do not connect to TISPAN NASS.

3) A user always uses either NBA or SIP Digest, but not sometimes NBA and sometimes SIP Digest. 
If the S-CSCF supports both SIP Digest and NBA, the S‑CSCF shall send an authentication request to the HSS indicating that the authentication scheme is unknown. The S-CSCF shall infer the authentication scheme used by the subscriber from authentication request response by the HSS. 

If the returned authentication scheme is NBA the S-CSCF shall proceed with this authentication only if the P‑CSCF is in the home network and “PANI-aware”.

If the returned authentication scheme is SIP Digest the S-CSCF will learn from the "integrity-protected" flag in the subsequently received REGISTER request containing the challenge response whether SIP Digest with or without TLS is used.

If the S-CSCF supports NBA but not SIP Digest, the S-CSCF shall send an authentication request to the HSS indicating that the authentication scheme is either NBA or unknown. The S-CSCF shall infer the authentication scheme used by the subscriber from authentication request response by the HSS. If the returned authentication scheme is NBA the S-CSCF shall proceed with this authentication only if the P CSCF is in the home network and “PANI-aware”. 
If the S-CSCF supports SIP Digest but not NBA, the S-CSCF shall send an authentication request to the HSS indicating that the authentication scheme is either SIP digest or unknown. The S-CSCF shall infer the authentication scheme used by the subscriber from authentication request response by the HSS. If the returned authentication scheme is SIP Digest the S-CSCF will learn from the "integrity-protected" flag in the subsequently received REGISTER request containing the challenge response whether SIP Digest with or without TLS is used.
======================3rd change end ======================
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