Page 1



3GPP TSG-SA3 (Security)
S3-091992
Meeting SA3 #56, 06 – 10 July 2009, Seattle, USA


	CR-Form-v9.6

	CHANGE REQUEST

	

	(

	TS 33.203
	CR
	0171
	(

rev
	-
	(

Current version:
	9.2.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	X
	Core Network
	


	

	Title:
(

	Correction of erroneous interface name

	
	

	Source to WG:
(

	Nokia Corporation, Nokia Siemens Networks

	Source to TSG:
(

	

	
	

	Work item code:
(

	SEC-IMS
	
	Date: (

	24/10/2009

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-9

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)

	
	

	Reason for change:
(

	In the context of network domain security, some text speaks of “the intra-domain Za interface”. But the intra-domain interface is Zb.

	
	

	Summary of change:
(

	Replace “Za” with “Zb”.

	
	

	Consequences if 
(

not approved:
	Wrong text causing potential confusion 

	
	

	Clauses affected:
(

	5.1.4

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


	1st Modified Section


5.1.4
Integrity protection

Integrity protection shall be applied between the UE and the P‑CSCF for protecting the SIP signalling, as specified in clause 6.3. The following mechanisms are provided.

1.
The UE and the P‑CSCF shall negotiate the integrity algorithm that shall be used for the session, as specified in clause 7.

2.
The UE and the P‑CSCF shall agree on security associations, which include the integrity keys that shall be used for the integrity protection. The mechanism is based on IMS AKA and specified in clause 6.1.

3.
The UE and the P‑CSCF shall both verify that the data received originates from a node, which has the agreed integrity key. This verification is also used to detect if the data has been tampered with.

4.
Replay attacks and reflection attacks shall be mitigated.

Integrity protection between CSCFs and between CSCFs and the HSS shall rely on mechanisms specified by Network Domain Security in TS 33.210 [5].

NOTE 1:
TLS is mandatorily supported by SIP proxies according to RFC 3261 [6], and operators may use it to provide confidentiality and integrity inside their networks instead of or on top of IPsec, as the intra-domain Zb interface is optional, and TLS may also be used between IMS networks on top of IPsec. It should be pointed out, that the 3GPP specifications do not ensure backward compatibility between CSCFs that do not support TLS and those CSCFs and other networks that do support it. These management and capability issues need then to be solved by manual configuration of the involved operators. If TLS is to be applied then the authentication framework in TS 33.310 [24] can be used.
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