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1. Introduction 

Changes are proposed to the following clauses:

Clause 1: psk-TLS is not used in this version of the TS.
Clause 3: copying of GBA-related definitions and abbreviations from TS 33.220 is not needed because (a) clause 4.2.4 contains a reference to 33.220 anyhow (b) most definitions are not used in TS 33.328.

As no symbols have been defined the corresponding clause (3.2) is made void.
Clause 5.2: unclear specification text “… is optional, except where specified otherwise”. It is unclear what other specifications should be taken into account (3GPP, IETF, more …?). Actually, SRTCP is the only case where integrity is mandatory.

Clause 5.3: it is made clear that IMS media plane protection, when used, should provide confidentiality protection.

Clause 6.1.1: delete superfluous, and potentially misleading, sentence on key material (what about e.g. salts?). 
2. Proposal 

We propose to agree the following changes to TS 33.328 v1.1.0 (all marked using MS-Word revision marks in the following):


**********************START OF FIRST CHANGE***************************

1
Scope

The present document presents IMS media plane security for RTP based media which is designed to meet the following three main objectives: 

1. to provide security for media usable across all access networks
2. to provide an end-to-end media security solution to satisfy major user categories

3. to provide end-to-end media security for important user groups like enterprises, National Security and Public Safety (NSPS) organizations and different government authorities who may have weaker trust in the inherent IMS security and/or may desire to provide their own key management service. 
The media plane security in this release of the TS is based on the well established protocol SRTP. Key management solutions for SRTP are defined in this specification.
**********************END OF FIRST CHANGE***************************

**********************START OF SECOND CHANGE***************************

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Application: In all places in this document where the term application is used to refer to a service offered by the MNO or a third party to the mobile subscriber, then it always denotes the type of application and not the actual instance of an application installed on an application server.



End-to-access edge security: This term refers to media protection extending between an IMS UE and the first IMS core network node in the media path without being terminated by any intermediary. 

End-to-middle security: This term refers to media protection extending between an IMS UE and an IMS core network node in the media path without being terminated by any intermediary.

End-to-end security: This term refers to media protection extending between two IMS UEs without being terminated by any intermediary.


IMS User Equipment: User equipment used for IMS media communications over access networks. Use of such equipment for IMS media communications over any 3GPP access network shall require presence of a UICC.


Network Application Function: NAF is hosted in a network element. GBA may be used between NAFs and UEs for authentication purposes, and for securing the communication path between the UE and the NAF.



KMS User Identity: A KMS user identity is derived from a user's public SIP-URI and it is the NAI-part of the SIP URI.








3.2
Symbols

void
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].



DoS
Denial of Service

e2ae security
End-to-access edge security 

e2m security
End-to-middle security 

e2e security
End-to-end security 

FQDN
Fully Qualified Domain Name






HLR
Home Location Register

HSS
Home Subscriber System
IMS UE
IMS User Equipment
KDF
Key Derivation Function

KMS
Key Management Service




MIKEY
Multimedia Internet KEYing
MNO
Mobile Network Operator

NAF
Network Application Function

NSPS
National Security and Public Safety

PKI
Public Key Infrastructure


TEK
Traffic Encryption Key

TGK
TEK Generation Key
**********************END OF SECOND CHANGE***************************

**********************START OF THIRD CHANGE***************************
5.2
Media integrity protection 
The support for IMS media integrity protection is mandatory in an IMS UE supporting SDES and/or KMS based IMS media plane security and mandatory in IMS core network elements supporting SDES based IMS media plane security.

The use of IMS media integrity protection is optional, except 
for RTCP, for which integrity protection is mandatory, in accordance with RFC 3711 [9].
5.3
Media confidentiality protection
The support for IMS media confidentiality protection is mandatory in an IMS UE supporting SDES and/or KMS based media plane security and mandatory in IMS core network elements supporting SDES based IMS media plane security. 

The use of IMS media plane security is optional. However, when IMS media plane security is used, SRTP transforms with null encryption should not be used. 
**********************END OF THIRD CHANGE***************************

**********************START OF FOURTH CHANGE***************************

6.1.1 
Media security mechanisms for real-time traffic
In this specification, protection for real-time traffic means protection for IMS traffic using the Real-Time Transport Protocol (RTP) or the RTP Control Protocol (RTCP), cf. RFC 3550 [10].

The integrity and confidentiality protection for IMS traffic using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP),  RFC 3711 [9]. The integrity and confidentiality protection for IMS traffic using RTCP shall be achieved by using the Secure RTCP protocol (SRTCP), RFC 3711 [9].
A compliant implementation shall support the default transforms and key derivation functions defined in SRTP [9] Additional transforms and key derivation functions may be supported. Annex C provides further profiling of SRTP  for compliant implementations.

Key management mechanisms for SRTP and SRTCP, as used in this specification, are described in clause 6.2.    The key management mechanisms shall provide  SRTP master key(s) and master salt(s).
**********************END OF FOURTH CHANGE***************************










