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This document propose that the TRE of the candidate solution alternative 1 and the UICC can be collocated on the M2ME, and the TRE function can be used to remote provide and change USIM/ISIM on the UICC. The following pCR is against 3GPP TR 33.812v1.5.0 (2009-07).  
**** Start of changes 1****

5.2
Alternative 1b: TRE /UICC based solution with remote subscription provision and change
The TRE and UICC can be both located on the M2ME. And the UISM/ISIM can be remote provided and change on the UICC with the help of the TRE function.
5.2.1
MCIM remote provision on the UICC with the TRE function

5.2.1.1
General

In section 5.1, With TRE, the M2ME can be remotely provided with an MCIM application and credentials. If TRE and UICC both on the M2ME, TRE function can be directly used for the remote provision of USIM/ISMI on the UICC. This section provides examples of the steps for the M2ME to be remotely provisioned with an MCIM application and credentials on the UICC with the TRE help. 
5.2.1.2
Principles

Initial provisioning of M2M Equipment is done with already existing methods or with any new method developed for M2ME manufacturers and/or M2M subscribers. The following steps describe the mechanism for remote provisioning of MCIM on the UICC with help of the TRE function. By the TRE function on the M2ME, the USIM application, the IMSI, subscriber’s key and the OTA key of the new SHO can be provided to the UICC on the M2ME. Note that, TRE and UICC both on the M2M Equipments, TRE is used construct the connection for the M2M Equipment with VNO and RO.
1） M2ME uses the TRE to establish initial attach with RO.
2） RO discovers the SHO and then registers M2ME on the SHO.
3） The SHO sends the PfC and M2ME identity to a PVA and requests a PVA to validate the authenticity and integrity of the M2ME. 
NOTE: The SHO retrieved the PfC from the M2ME.
4） The PVA validates the authenticity and integrity of the M2ME. This request may also be forwarded via the RO.
5） The PVA sends the validation results back to the SHO. 
6） The SHO encrypt the MCIM by using the PfC and generate the OMA DM management object for M2M (M2MSIMMobj).

7） The SHO delivers the M2MSIMMobj to the RO (DPF) and authorizes provisioning of the MCIM application to the M2ME.

8） The RO (DPF) downloads a MCIM object to the M2ME.

9） The M2ME decrypt M2MSIMMobj by using the TRE Platform Key to obtain the MCIM, Then it provisions the downloaded MCIM into the UICC.
10） The M2ME reports the success/failure status of the provisioning to the RO (DPF).
11） The RO (DPF) reports the success/failure status of the provisioning back to the SHO.
The procedure of how to initially provision the MCIM to the M2ME is executed as depicted in figure 5.2.1.2-1.
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 Figure 5.2.1.2-1  Procedure to initially provision the USIM to t Figure 5.2.1.2-1 he UICC on M2ME
5.2.1.2
Requirements

 This mechanism depends on the following requirements:

· The TRE and UICC both on the M2ME, and at one time, only TRE on the M2ME or UISM/ISIM on the UICC can be activated;
· The mechanism complies with the requirements on the TRE;
· The mechanism complies with the requirements on the UICC in the section 5.4;
5.2.2 Operator change with the TRE function
5.2.2.1
General

If the TRE and UICC both on the M2ME, the TRE function can be used to facilitate a secure re-provisioning of USIM due to a change of SHO.
5.2.2.2
Principles

Initial provisioning of M2M Equipments is done with already existing methods or with any new method developed for M2ME manufacturers and/or M2M subscribers. Re-provisioning may be performed with the help of the TRE functions. The following steps describe the mechanism for change of SHO with help of TRE.
1)  The M2ME subscriber contacts the new SHO and transfers the M2ME’s parameters. These parameter includes the data needed to re-provision the subscription, i.e., authorization token by old SHO to avoid malicious overwriting of MCIM. This authorization token might be a token signed with a private key of the M2ME.
2)  The M2ME subscriber contacts the M2ME and instructs it to perform a re-provisioning. In this message, the M2ME subscriber sends also the information for the M2ME to determine that the incoming M2ME MCIM is authorized.
3) The M2ME subscriber contacts the RO and transfers the M2ME’s parameters.
4) The RO activates the TRE on the M2ME.
5) The M2ME removes the old SHO’s USIM on the UICC(this can be done with the help of the RO).
6) At this point, the M2ME can proceed according to the steps given in section 5.2.1.2.
The procedure of re-provisioning of a new MCIM due to a change of SHO is executed as depicted in figure 5.2.2.2-1
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 Figure 5.2.2.2-1  Re-provisioning using connectivity provided by TRE procedure
**** End of changes 1****

**** Start of changes 2****
5.3
Alternative 2: UICC based solution with no remote subscription provisioning and change 
5.3
Alternative 2: UICC based solution with no remote subscription provisioning and change
5.3.1
General
5.3.2 
Initial provision of a new M2M equipment with a new USIM application from an operator of M2M subscriber’s choice
5.3.3 
Changing subscription to a different operator
5.3.4 
Cloning prevention
5.3.5 
Unauthorized removal and reuse of a UICC from the M2ME
5.3.5.1
Physical protection
5.3.5.2
Logical protection



**** End of changes 2****
**** Start of changes 3****
5.4
Alternative 3: UICC based solution with remote subscription change
5.4.1
Alternative 3a: IMSI change and key transfer between operators
5.4.1.1 
General
5.4.1.2
Principles

5.4.1.3
Requirements

5.4.2
Alternative 3b: IMSI change and pre-configured key list on UICC
5.4.2.1
General
5.4.2.2
Principles

5.4.2.3
Requirements and scheme variants
5.4.4 Requirements for removable UICC-based solution 
5.4.4.1 
Initial provisioning of a new M2ME with a new USIM application from an operator of the M2M subscriber’s choice 

5.4.4.2 
Cloning prevention 

5.4.4.3 
Prevention from unauthorized removal of a UICC from the M2ME

**** End of changes 3****
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