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Abstract of the contribution: This document proposes a security mechanism of initial access in backhaul case. 
1. Introduction
This document proposes a security mechanism of initial access in backhaul case.
2. Background

The objective of WI “NDS enhancements to support backhaul security” is to enhance the NDS specifications to provide better support for backhaul security. 
Initial IP address should be assigned to eNBs at the beginning of initial access process, which is only used for authentication. eNBs should obtain a normal address after successful authentication. The initial IP address is a temporal address which can mitigate the threats caused by malicious eNBs, such as unauthorized eNB tempting to access core network.  
Cross certificates is  used for verifying the messages of initial access. 
3. Security mechanism of initial access
The security mechanism of initial access provided in this document is shown in figure 1. 
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Figure 1: Security mechanism of initial access
1. eNB obtains its initial address and the address of SeGW.

2. eNB sends an IKE_SA_INIT request to the SeGW.
3. SeGW sends IKE_SA_INIT response, requesting a certificate from the eNB. 

4. eNB sends its identity in the IDi payload in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The eNB sends the AUTH payload, its own certificate, and also requests a certificate from the SeGW.  Configuration payload is carried in this message for requiring the eNB’s remote IP address. 
5. SeGW verifies eNB`s  IKE_SA_AUTH request.
6. SeGW sends the AUTH parameter and its certificate to the eNB together with the configuration payload, security associations, and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. The Remote IP address is assigned in the configuration payload (CFG_REPLY).
7. eNB verifies SeGW`s IKE_SA_AUTH response
8. eNB replaces its initial IP address with the allocated IP address from SeGW after succeeded authentication.
4. Proposals

It is proposed to use the provided security mechanism as the candidate method of initial access.
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