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Abstract of the contribution: 
There are three methods to protect SW download now, this document give a comparison between them.
1.Methods

1.1 Pretection of SW download by HMS’s certificate 

The following gives a secure method to protect the software download, this method uses the private key of the HMS’s certificate to do the digital signature for the software. 

The following are the steps:
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Figure A.*  Overview process of the Mechanism to Overview process of the Mechanism to transfer RIM of software by HMS’s certificate
1. SGW signs the HMS’s certificate by its private key of authentication certificate, the result of the digital signature is So
2. The software update is initiated between the HMS and the H(e)NB.
3. The HMS signs the software by the private key its certificate, and the result is RIM.

4. The software update process is performed, during which the HMS sends (RIM, Cert, So) to the H(e)NB.

5. The TrE verifies the RIM of the received software by the received Cert.

Note 1:  If the H(e)NB is rebooted and RIM exists, the TrE can verify its software integrity locally in the AV procedure.

Note 2: In the H(e)NB authentication procedure, the TrE must verify the digital signature So of the HMS’s certificate by the certificate received from the SGW.
1.2. Pretection of SW download by the certificate of SGW
The following gives a secure method to protect the software download, this method uses the private key of the authentication certificate in the SGW to do the digital signature for the software. 

The following are the steps:
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Figure 1 Overview process of the Mechanism to transfer RIM of software by the certificate of SGW
1. The software update is initiated between the HMS and the H(e)NB

2. The HMS hashes the software of H(e)NB, the result is H.

3. The HMS sends the H to the SGW. 

4. The SGW encrypts H by its private key of the authentication certificate, and the result is RIM.

5. SGW sends  (RIM,Cert) to the HMS.
6. The software update process is performed, during which the HMS send (RIM, Cert) to the H(e)NB.

7. The TrE verifies the RIM of the received software by the received Cert.

Note 1:  After step 4, it is like that SGW gives a digital signature for the software, in the step 7, the TrE can verify the RIM by a standard digital signature verifying procedure.

Note 2:   If the H(e)NB is rebooted and RIM exists, the TrE can check its software integrity locally in the AV procedure.

Note 3: In the H(e)NB authentication procedure, the TrE must check whether the saved certificate is same as the certificate received from the SGW.
Analysis
If the digital signature of software was performed by an HMS, to verify the signature, the HMS’s certificate must be transmited to the HNB. If there is no additional protection for the HMS’s certificate, an attacker can use a legal certificate to initiate an attack,  he can rewrite the certificate into the HNB, and sign a modified software with the private key of his certificate and download it to the HNB, by this way, he can attack the HNB. So how to make the HMS’s certificate to be trusted is a problem. Method 1 can deal with this threat. The SGW provides a digital signature for the certificate of the HMS, and the H(e)NB can verify the signature of the HMS’s certificate in the authentication procedure, at that time, the H(e)NB can get the certificate of the SGW. Because the SGW is trusted, so the HMS’s certificate are granted by the SGW is trusted too.
If the digital signature of software was performed by SGW, then the HNB can verify the software in the authentication procedure, because the certificate from the SGW is trusted by the H(e)NB, so the digital signature of the software is trusted too. 

If the digital signature of the software was provided by SGW, no additional certificate is needed, but it will require higer performance’s SGW, because when there is a software update  or a reboot occurs, maybe a digital signature for the software will be performed, that will add some loads to the SGW, moreover, additional logical connection between HMS and SGW will be provided, that will lead SGW faces more threats.
If the digital signature of the software was provided by HMS, and SGW provided the digital signature for the HMS’s certificate. An certificate for HMS is needed.  However, this signature can be provided by an offline way, then it is unnecessary to provide a connection  between HMS and SGW, that will mitigate the threats to SGW. And because there is seldom times to perform the signature for the HMS’s certificate, there is no additional performance requirement to SGW too.
Conclusion
According to the above analysis, method 1 is a better solution to protect SW download, we kindly suggest that SA3 to accept it and add it to 33.320.
PCR for 33.320
	Start of  Modification


8.4.1 Pretection of SW download by HMS’s certificate 

The following gives a secure method to protect the software download, this method uses the private key of the HMS’s certificate to do the digital signature for the software. 
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2. Software updates initiation

1. SGW signsHMS’s certificate by its private key of authentication 

certificate, the result of the digital signature is So

5.TrE Verifies RIM of the received 

software by the received Cert

SGW

3.Signs the software with its private key, 

the signed result is RIM

4. software updates process: besides the software, the HMS 

sends (RIM,Cert,So) to the H(e)NB


Figure 8.4.1  Overview process of Pretection of SW download by HMS’s certificate
1. SGW signs the HMS’s certificate by its private key of authentication certificate, the result of the digital signature is So
2. The software update is initiated between the HMS and the H(e)NB.
3. The HMS signs the software by the private key its certificate, and the result is RIM.

4. The software update process is performed, during which the HMS sends (RIM, Cert, So) to the H(e)NB.

5. The TrE verifies the RIM of the received software by the received Cert.

Note 1:  If the H(e)NB is rebooted and RIM exists, the TrE can verify its software integrity locally in the AV procedure.

Note 2: In the H(e)NB authentication procedure, the TrE must verify the digital signature So of the HMS’s certificate by the certificate received from the SGW.

	End of modifications
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