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1. Introduction

This contribution introduces concepts to use the building block of strong, unforgeable sender identities.
We propose that SA3 review and approve the proposed changes. 
2. Background

The current TR already mentions the use of strong sender identities, viz. strong methods to authenticate claimed sender identities, which disallows spoofing of originating identity for UC. While the use of advanced identification technology and spoofing protection is advised, the proposed solutions assume that such measures be put in place independently.

We believe that the TR should include concepts for the establishment and management of strong sender identities inside and across IMS and non-IMS domains. Adequate security technology should be explored for the possible use to implement strong sender identification. The use of strong sender identities does not replace any of the existing solutions but can be combined with them to increase their efficiency.
The methods evaluation of Section 8.2 at some points assumes that strong sender identities are established. Hence, it shall be revisited in a separate pCR to clarify which solutions can be combined with strong sender identity technology.
3. pCR

The following pCR is against S3-091518, the current draft of the 3GPP TR 33.837 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)”.

**************************** start of the change *****************************

7.1.1.2
Measures Against Targeted UC

Technical means to deal with targeted UC already exist in IMS in the form of Malicious Call Identification (MCID) and Call Barring (CB) supplementary services. Hence, it is not clear that further technical means are required to handle this type of scenario. The possible exception to this is the case where the UC originator is outside the IMS network (case 2), as a potential lack of a trustworthy sender identity would negatively impact the usefulness of these protection mechanisms. However, in the absence of trustworthy sender identities, it is not clear that other protection mechanisms could be devised that would be more effective for this scenario.
For UC originating outside the IMS network sender spoofing is an effective means to circumvent most UC prevention methods based on supplementary services. While blacklists, MCID and CB are prone to spoofing SPITters, even whitelists can easily be circumvented, once the identities on the whitelist are exposed. Such information could easily be obtained through corporate webpages (as used by SPAMbots scanning for internal company mail addresses which are then used to spoof source addresses), or even more prevalent social-network sites provide attackers with names and contact information of whole relationship webs which are likely to be on the whitelists of all the members (social SPAMming). Sophisticated attacks of this kind may subvert individual users’ webs of trust and thus pose a significant threat to IMS service usability.

This further increases the need for at least a minimum security level and number of authenticated sender identities. Although more advanced options such as verifiable, reliable tracking of identities to real subscribers provide the highest level of protection, such solutions may be hard to implement for non-IMS networks.

Hence one measure against targeted UC could be that the users of the IMS network are able to define policies on minimal sender identity authentication strength requirements for the calls they want to receive. They could e.g. specify that the identity is at least authenticated with a certain level of security, for instance by a trusted third party. Users receiving UE or receiving IMS network should be able to obtain assurance about the protection of identity credentials on a sender’s device. Techniques such as identity claims, using interoperable formats, and identity federation across domains could be combined with the policy-based protection mechanisms just described, providing further benefits. 
**************************** end of the change *****************************
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