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Abstract of the contribution:

Introduction and Proposal
This P-CR describes the architecture for split terminal GBA interworking scenario.
We propose to study and accept this P-CR request.
Pseudo-CR
***************************1st BEGIN***************************

4.3
NAF and OpenID-IdP Co-location

The straightforward approach to combine the GBA and the OpenID Architectures is to co-locate the NAF functionality with the OP. The NAF functionality may be added in form of a library to the OpenID server. 

NOTE:
Other co-location approaches may require that the OP server has to support Diameter based reference point. The OPs as today are not telecommunication network nodes and hence it can not be assumed that they support the Diameter and underlying protocols just for the purpose of interworking with GBA.

Editor’s Note: 
A Service Type Code and reference need to be added to TS 29.109 as soon as this document has a proper TR number.
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Figure 4.3.1
Simple OpenID Network Architecture 

The dashed lines indicate the interfaces which originate from the OpenID architecture and the full lines are from the GBA Architecture. The UE utilizes the browser to communicate with the OP. The Ua protocol should be based on TS 24.109 [3] and TS 33.222 [5] section 5.3 and be supported by OP/NAF and UE. The OP/NAF and UE may support the variants of [5] clause 5.4 and 5.5. Even if the figure above shows two interfaces between the NAF/OP and the UE, there is actually only one, since the Ua is the application protocol, which in this case is the OpenID HTTPS protocol.

TS 33.222 [5] only allows HTTPS, the terminal uses the same connection to the NAF/OP server i.e. Ua and the HTTPS to the OP are in the same tunnel. Hence only HTTPS can be used HTTPS to the OP. Due to re-directs this implies that the connection to the RP should also be HTTPS based.
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Figure 4.3.1
OpenID Network Architecture in split terminal scenario
The dashed lines indicate the interfaces which originate from the OpenID architecture and the full lines are from the GBA Architecture. The ME utilizes the browser to communicate with the OP. The GBA Agent with UICC and ME communicate by the local interface. The Ua protocol should be based on TS 24.109 [3] and TS 33.222 [5] section 5.3 and be supported by OP/NAF and GBA Agent with UICC. The OP/NAF and GBA Agent may support the variants of [5] clause 5.4 and 5.5. Even if the figure above shows two interfaces between the NAF/OP and the GBA Agent, there is actually only one, since the Ua is the application protocol, which in this case is the OpenID HTTPS protocol.

TS 33.222 [5] only allows HTTPS, the terminal ME uses the same connection to the NAF/OP server i.e. Ua and the HTTPS to the OP are in the same tunnel. Hence only HTTPS can be used HTTPS to the OP. Due to re-directs this implies that the connection to the RP should also be HTTPS based.

***************************1st END***************************
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