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Abstract of the contribution:

Introduction and Proposal
This P-CR describes some correction to the message flow for direct GBA Interworking Scenario.
When the authentication is completed, the authentication assertion should be sent from OP to UE. The assertion is verified by RP know the authentication status of UE. It’s very important for the security of this message flow. 

So we propose:

1. A shared secret should be established between RP and OP. It should not be optional.
2. The authentication assertion should be protected by the shared secret, when it’s transferred from OP to UE or from UE to RP.
3. There’s some mistake in step 11. It should be corrected.
We propose to study and accept this P-CR request.
Pseudo-CR
***************************1st BEGIN***************************

4.4.1
Message Flow for direct GBA Interworking Scenario

In the following a message flow is defined to allow the interworking of the GBA Architecture and the OpenID Architecture as defined in clause 4.3 and focuses on the case where the browser resides in the ME: The case, where the browser does not reside in the ME, will be outlined in the next section

1. The browser in the ME sends a User-Supplied Identifier to the Relying Party.

2. The User-Supplied Identifier is normalized as described in Appendix A.1 of [8]. The RP retrieves the address of the OP and performs a discovery of the OP Endpoint URL (based on the User-Supplied Identifier) that the end user wishes to use for authentication. 

3. The RP and the OP shall then establish a shared secret (called association), such as using the Diffie-Hellman Key Exchange Protocol. The purpose of this shared secret is that the OP can sign subsequent messages and the RP can easily verify those messages. 

NOTE1: 
This association is an optional feature in [8] and not required for interworking purposes. If the OP and RP do not both reside under the control of the same MNO, the usage of this option seems advisable. 

4. The RP redirects the ME’s browser to the OP with an OpenID Authentication Request as defined in chapter 9 in [8].

5. The UE sends a HTTP GET request to the OP

6. The NAF initiates the ME authentication and responds with a HTTPS response code 401 “Unauthorized”, which contains a WWW Authenticate header carrying a challenge requesting the UE to use Digest Authentication with GBA as specified in TS 33.222 [5] with server side certificates.

7. If no valid Ks is available, then the UE bootstraps with the BSF as described in TS 33.220 [2], which results in the possession of the UE of a valid Ks. From this the UE can derive the application specific (OpenID specific) Ks_(ext/int)_NAF key(s).

8. The ME generates a HTTP GET request to the NAF. The HTTP request carries an authorization header containing the B-TID received from the BSF.

NOTE2: 
If GBA push is used, the B-TID is not received from the BSF, but part of the GPI contains the P-TID which is used instead of the B-TID.

9. Using the B-TID and NAF_ID the NAF retrieves the shared application specific NAF key and optionally the USS (if GBA_U i.e. Ks_int/ext_NAF are used then the GUSS must be supported) from the BSF over the web service based Zn reference point. For details see TS 29.109 [7]. 

Since the OpenID is HTTP(S) based it is recommended that the NAF/OpenID server support for the interworking scenario the Web Service based Zn reference point as specified in [7] TS 29.109. It may support the Diameter based implementation of the Zn reference point.

NOTE3: 
It was assumed that the OPs are more likely to support web service based reference points, then Diameter based reference points.

The USS may contain authorization information, which the NAF then retrieves. The OP establishes whether the end user is authorized to perform OpenID Authentication and wishes to do so based on the authorization information stored locally or in the USS.

10. NAF/OP authenticates the user for OpenID using TS 33.222 section 5.3. The NAF redirects the browser to the return OpenID address i.e. the OP redirects the ME’s browser back to the RP with either an assertion that authentication is approved or a message that authentication failed. The response header contains a number of fields defining the authentication assertion which shall be protected by the shared secret between OP and RP . 

NOTE4: 
At this point, the interworking diverges slightly from TS 33.222. In TS 33.222 the NAF responds with a 200 OK message.

11. The RP validates the assertion i.e. checks if the authentication was approved. A shared secret (association) was established in step 3 then it is now used to verify the message from the OP: If the validation of the assertion and the verification of the message (if the shared secret was used) are successful, then the user is logged in to the service of the RP.

***************************1st END***************************
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