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Introduction and Proposal

This P-CR adds some details on how users could take measures to improve the general security of the system and protect themselves against UC.
Note, the numbering in the section 7.1 seems to be incorrect!
Pseudo-CR

7.1.9
Measures for Protection Against Mobile Phone Virus
Editor’s note: References to the GSMA Mobile Malware should be added
1 User perspective 
It would be helpful if users took measures such as those given below:


a. Do not expose personal phone numbers or messaging accounts arbitrarily on Websites;

b. Reject abnormal incoming calls and messages;

c. Hide or close Bluetooth application to protect against virus’s auto-receiving; activate WLAN when needed. 
d. Do not install any unauthentic executable file, e.g., EXE/SIS file, received by MMS or Bluetooth; received executable files, like security patches, could be checked for authenticity and correct source by checking it for a valid trustworthy signature and validation of fingerprints to detect malicious modifications
e. Install credible Anti-virus software and scan for virus regularly. The credibility could be validated by means of digital signatures.

f. If security features are available, they should be activated e.g. restrictive browser settings, secure hardware for trust root storage etc.
2 Operator perspective 
The Operator Provider and ICP (Internet Content Provider) can take measures (e.g., Firewalls deployment, Intrusion-detection and Abnormal traffic detection.) to inspect and control messages passing by the network server or network gateway, in order to protect against virus. Additionally, the operator may support secure software distribution by providing authenticity to security messages (e.g. via digital signatures). 
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