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1. Introduction

This contribution introduces basic content for Location Locking in TS 33.xyz, in line with the recommendations in the H(e)NB Security TR, 33.820.

2. pCR

The following pCR is against 3GPP TS 33.xyz V0.1.0 (2009-05).
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8.1
Location Verification
8.1.1 General

Operators require assurance of the H(e)NB location to satisfy various security, regulatory and operational requirements. The H(e)MS and/or H(e)NB-GW (referred to in this section as the “verifying node”) shall perform location verification. It shall be possible for the verifying node to obtain one or more of the following information which may be used to perform location verification: 

· the public IP address of the broadband access device provided by the H(e)NB

· the IP address and/or access line location identifier provided by broadband access provider
· information of macro-cells surrounding the H(e)NB provided by the H(e)NB

· geo-coordinates provided by a GNSS receiver embedded into the H(e)NB 
Different deployment scenarios and H(e)NB configurations will influence the availability, accuracy and reliability of these types of location information. 

8.1.2 IP Address provided by H(e)NB

A H(e)NB is normally connected to the IP network via some access device (e.g. DSL modem, cable modem, home router, etc.). If the H(e)NB is capable of acquiring the public IP address of the access device, it shall be able to provide this IP address to the verifying node.
8.1.3 IP Address and/or access line location identifier provided by broadband access provider

A H(e)NB is normally connected to the IP network via some access device (e.g. DSL modem, cable modem, home router, etc.) This device will have an IP address and/or access line location assigned by the broadband access provider. The broadband access provider may, subject to regulatory approval, be able to provide the verifying node with this information based on the solution in [13] and [14]. An example information flow of location verification based on access line identifier is provided in Annex B. 
Note: The verifying node must receive the IP address as used in the NASS. This may require either that the verifying ndoe be located directly at the edge of the NASS, or that the NASS uses public IP addresses without NAT or NAPT to Internet. 
8.1.4 Surrounding macro-cell information provided by H(e)NB
If the H(e)NB has the capability to receive transmissions from surrounding macro-cells, it shall be capable of providing information on the identity of any such macro-cells to the verifying node,
Note: A report that no macro-cells can be detected may be of use in determining that the H(e)NB has been moved to an unathorized location.
8.1.5 GNSS information provided by H(e)NB

If the H(e)NB has the capability to receive GNSS transmissions, it shall be capable of sending GNSS determined location information to the verifying node. To be able to determine H(e)NB location based on an internal GNSS, a H(e)NB must be equipped with a GNSS receiver and be installed in a location where GNSS satellites can be acquired. 

Editor’s Note:
it is FFS if a specific GNSS, e.g. GPS or A-GPS, will be specified here.

8.1.6 Requirements
The verifying node shall be capable of requesting one or more of the types of location information listed in section 6.3. 

It shall be possible to configure how often the verifying node requests location information, and what information types are requested.

It shall be possible to configure policies to control how the verifying node evaluate the received location information in order to perform location verification.

Editor's Note: The clarification of such policies is FFS.

It shall be possible for the verifying node to use ancillary information to perform location verification such as geo-coordinates of surrounding macrocells, postal address of H(e)NB as claimed by H(e)NB hosting party, IP address location information, etc.

It shall be possible for the verifying node to perform location verification both before and after switching on the H(e)NB radio.

Depending on the result of location verification, the verifying node shall take one or more of the following actions: raise an alarm, permit the H(e)NB to radiate or prevent the H(e)NB from radiating.

An operating H(e)NB which is ordered to cease radiating  shall wait until any calls in progress have been completed before it complies with the order and ceases radiating. It shall not allow new calls to be established during this waiting period.
Editor’s Note: This requirement could allow a user to prevent the shutdown of an H(e)NB by keeping a call established indefinitely. Flat rate plans would allow this to occur at minimal or no cost. A solution (e.g. a shutdown timer) to this problem is FFS.
**************************** start of next change *******************************
Annex B (informative):
B.1
Example of Location verification based on IP address and line identifier in NASS 
The NASS (Network Attachment Subsystem) standard in TISPAN [13] has defined the interface through which the mobile core network is able to query the geographic location information based on the IP address. The network-based database can be the CLF (connectivity Session Location and Repository Function) element . The CLF registers the following information provided by the NACF (network access configuration function ), and make them relevant: the IP address located to the fixed access point, the network location information, and geography location information. The CLF provides e2 interface for service layer entity. The reference document [14] specifies e2 interface based on Diameter protocol.

NOTE1: The verifying node must receive the IP address as used in the NASS. This may require either that the verifying node be located directly at the edge of the NASS, or that the NASS uses public IP addresses without NAT or NAPT to Internet.
The entity used to query CLF  is located in the H(e)MS.
The contract location  exists in the verifying node already before the location verification process can be performed. The contract location can be defined by the operator when H(e)NB service is subscribed to the network.
The location authentication procedure consists of the following steps:  

a) H(e)NB sends request message to the verifying node, carrying its IP address in this message.
b)  According to the IP address, the verifying node queries the CLF to obtain the access line location identifier.

c) H(e)MS authenticates whether the access line location identifier stored in the verifying node (i.e. the legal contract location) corresponds to the location identifier it retrieves from the CLF based on IP address obtained from the H(e)NB. If it is the same, this means  that the H(e)NB location has not been changed.
d) Other procedures, e.g. provisioning of configuration parameters from the verifying node to the H(e)NB, can be performed only after successful location verification of the H(e)NB by the verifying node.
NOTE2: 
 Storage of the location information in the H(e)MS as a subscription profile is preferable. 
NOTE3:  
The above procedure provides an effective method to query the CLF according the H(e)NB’s IP address. If the CLF is not available to the mobile operator, similar methods using the broadband connection information can be implemented.
**************************** end of changes ***********************************
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